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R EUIHA T % 25| SINFFER ( Secure Bootloader , SBL ) BYINEE. THEMEZR. RIE LFHSFRIHRE. BIRFH
HWATFOTA , BIEMEIRS. k. KE. &8, NEEF. RLRIFEEEN , XPHEEBMCU SoCRE5|ZHTTEIA,
A B EZBIMCU ISP (UART/USB ) IREMERIFELSER, EttOEHSE0RILIEE , LIS ERENFR.

Z2EH (SFW ) 28T FreeRTOS BIEH) , 5SBL—2 kLM =EEMNFOTANTE, SFWSHHEIIAMURER, SDF , SuniEn
AWSZ., WEZ= , SFREOTAREGMEG., SASSBLSE. WIFOTAE4ME , FHIEEREH.

1.1 ZEREEFNRENX
YU T SRR
1. RGBT

Aif BY

AES Advanced Encryption Standard SN HRAE

Aliyun Alibaba cloud 2z

AWS Amazon Web Services TV 4EIRSS

BEE Bus Encryption Engine S&N=5 |22

CAAM Cryptographic Accelerator and Assurance Module INZEEINEESFI] SEEELR
CRC Cyclic Redundancy Check fEIRTRILLE

DCP Data Co-Processor #Eth4t1EES

FOTA Firmware Over-The-Air E{4FHLKk

HAB High Assurance Boot BRI §Et4 25

LWIP Lightweight TCP/IP stack REZXTCP/IPt¥i%

MCU ISP MCU In-System programming MCUZRZ R R

MQTT Message Queuing Telemetry Transport jEEFID R &
OCOTP On-Chip One Time Programmable A _E—RI4E] 42
OTA Over-The-Air ITfEFH4%

OTFAD On-The-Fly AES Decryption BPETAESHEZS

OTPMK One-Time Programmable Master Key — R E]4RFEE24A

FAEHE F—ITHE.....
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1. ERSEFIREY (48)

Aif B

RTOS Real-time operating system SEAHE{ER %

SB NXP MCU Secure Binary BERMCURLMYZ
SBL Secure Bootloader &£ 3 | SINEFER

SFW Secure Firmware Z2E14

SHA Secure Hash Algorithms £ I8HEx

SKB Secure Kinetis bootloader Z£Kinetis3 | SNEFER
SNVS Secure Non-Volatile Storage £ IEZ KT
TRNG True Random Number Generator ELREH R4S
XIP eXecute In Place eXecuteFiiHiT

1.2 XKFMCU SBLFISFW

MCU SBLIISFWERFLLOTANCHKRIBIR , B BTUART, USBLIFAMIOTA , siEidLAAM. WIFIESH{TITIEOTA ,
FEERMHTENL EEE. FHITE (Host Tool ) BJLASEMEEITUART/USBIED , WBYEHTRS., &M%, LIRE
IBeFuseHBlzE— SB/SB2 it &,

SBL&SFW

OTA Cloud

--

Program
Sign Encrypt
eFuse SB/SB2
Secure Firmware
(SFW)

El. SBLISFWREE

E2RR T SBLEMRNFMER LIRS "B M "ENITER" XK , EEENETAEARANER, ZHA— I MCUFEH
EASERISBLERMERT |, X THE6EM% ( M%) RIESoCHUS REEE.
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Secure Firmware (SFW) GUICommand host tools

AWS/Aliyun FOTA

Sign/Encrypt

MQTT/COAPHTTPS eFuse

Customer APP

Hello World Demo

MbedTL S/MAC Create 5B/SB2 file

LWIP

Program Image

UART/USB

communication

Metadata Header {Remap flag, Revert flag, ...)

Secure Bootloader (SBL)

Swap/Remap Program/Switch/Revert Swap status record and recovery

Imgtool (genkey/signature/script)

AES.CCMIGCM  ECDSA  RSA
sprsg2 | Encryption MCU_IsP
xIP) e Local OTA via UART/USB

Authentication API

Driver/FlashlAP Windows/Linux host
‘Opensource-MCUBoot + Scons + Kconfig e S i

Soc

BootROM

BEE/OTFAD/IEE HASHCRYPT/CAAM/DCP (CRC32/SHA1/SHA256/AE $128)
OCOTPIPFRIPUF SNVSOTPMK | TRNG SRTC CSUIMPUITZ

El2. MCU-OTA IRB %28

)]

1.3 IhgE

» XERERBMCUFE (K25 T BRISRIFS ) | —BRIRIEFIZEA.,
- EEMNOTARE[E(EE | XIFSoCRe 5 | ERHTEZTNE
« B—PREEATIRIMROTATRE
* ZIFSoCEMEIINRELUR /DRI INTFRIEER /IS
» ZHEIOTA : UART , USBi&E{S ( SBL)
« ZAHBOTA : SD&, U-# (SFW)
+ JmFEOTA : AWS , [ = ( SFW )
s B/IHIMCURFZRIRES
o FFINBHRRERAFRE
« XIFEMITESEFRINE

— LinuxEH#1 : GCC_ARM

— Windows=H#]], : GCC_ARM, IAR, MDK

— B SCons Ban ST fEMEIEIAR, MDKIE

BId Keonfig HlHISCIEE B BRI Bt

« B{EFHER MCUboot TIEAIOTAE

MCU-OTA SBLFISFWHFISRES , 551.1.0h% , 20215E1188H
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1.4 FEHMCUES
2. ZISHNEEBEMCUES
Fa 2 | Bihgs SBL SFW OTA
=2 mE  |RHAEM| 3L | BT | U | SDE | AWS | [IEZR
o A=)
evkmimxrt1010 Cm7 QSPI . . . . .
Flash
evkmimxrt1020 Cm7 QSPI . . . o o o o .
Flash
evkbmimxrt1050 CM7 Hyper o . . . . ° ° °
Flash
evkmimxrt1060 CM7 QSPI . . o N o o o .
Flash
evkmimxrt1064 CMm7 QSPI o o . . . . . .
Flash
evkmimxrt1170 | CM7+CM4 QSPI . . o N o o o .
Flash
evkmimxrt500 CM33+F1 Octal N . . . ° .
Flash
evkmimxrt600 | CM33+HiFi4 Octal . . . R . o
Flash
Ipc55s69 CM33+CM33 | Internal R ° ° ° ° °
Flash
T HANEAER , BEELITE -
+ MIMXRT1010 EVK ¥R-EiE{4-FEFS/E
+ MIMXRT1020 EVK ¥R-EiE{4+-FEFS/E
« MIMXRT1050 EVK fR=iE{4-FBFfgm
+ MIMXRT1060 EVK ¥R-=iE{4-FEF{S/E
o MIMXRT1064 EVK {R-EE{4+-HisE
* MIMXRT1170 EVK #R-RE{4FEFSE
« MIMXRT500 EVK R4 1S/E
« MIMXRT600 EVK tx-EiE{tEFR 1SR
» LPC55S69 EVK tR-RIE{4FRFSR
MCU-OTA SBLEISFWRIF3SR , 551.1.08% , 2021£F1158H
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https://www.nxp.com/products/processors-and-microcontrollers/arm-microcontrollers/i-mx-rt-crossover-mcus/i-mx-rt1010-crossover-mcu-with-arm-cortex-m7-core:i.MX-RT1010?tab=Documentation_Tab
https://www.nxp.com/products/processors-and-microcontrollers/arm-microcontrollers/i-mx-rt-crossover-mcus/i-mx-rt1020-crossover-mcu-with-arm-cortex-m7-core:i.MX-RT1020?tab=Documentation_Tab
https://www.nxp.com/products/processors-and-microcontrollers/arm-microcontrollers/i-mx-rt-crossover-mcus/i-mx-rt1020-crossover-mcu-with-arm-cortex-m7-core:i.MX-RT1020?tab=Documentation_Tab
https://www.nxp.com/products/processors-and-microcontrollers/arm-microcontrollers/i-mx-rt-crossover-mcus/i-mx-rt1060-crossover-mcu-with-arm-cortex-m7-core:i.MX-RT1060?tab=Documentation_Tab
https://www.nxp.com/products/processors-and-microcontrollers/arm-microcontrollers/i-mx-rt-crossover-mcus/i-mx-rt1064-crossover-mcu-with-arm-cortex-m7-core:i.MX-RT1064?tab=Documentation_Tab
https://www.nxp.com/products/processors-and-microcontrollers/arm-microcontrollers/i-mx-rt-crossover-mcus/i-mx-rt1170-crossover-mcu-family-first-ghz-mcu-with-arm-cortex-m7-and-cortex-m4-cores:i.MX-RT1170?tab=Documentation_Tab
https://www.nxp.com/products/processors-and-microcontrollers/arm-microcontrollers/i-mx-rt-crossover-mcus/i-mx-rt500-crossover-mcu-with-arm-cortex-m33-core:i.MX-RT500?tab=Documentation_Tab
https://www.nxp.com/products/processors-and-microcontrollers/arm-microcontrollers/i-mx-rt-crossover-mcus/i-mx-rt600-crossover-mcu-with-arm-cortex-m33-and-dsp-cores:i.MX-RT600?tab=Documentation_Tab
https://www.nxp.com/products/processors-and-microcontrollers/arm-microcontrollers/general-purpose-mcus/lpc5500-cortex-m33/high-efficiency-arm-cortex-m33-based-microcontroller-family:LPC55S6x?tab=Documentation_Tab
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>

1.5 SBLFISFWHLAZE

SBLAISFWII B 2ME{LE. SConsTH. KconfighlZs., PythonfiZ. WindowsBIH{T 4RI ALHIR%. SBLEYEL EEF]
HARE3FI3. SFWHIABLRZEFA N E4FIZERS.

doc
| SW-Content-Register.txt

E3. SBLERAR
#&3. SBLIFAIBEZR

B& e

Boot MCUbootfSiRES , EBSREFFHRRS

component B IESDKAHFNBIIRINEBREIFER | BI40 , INTFIAPFIUARTIREHTERS.
doc SBLITBE RIS

include SBLITBRYSL 4

pic README.md{ERNEH

target FrEX519E4  RT1010 , RT1020 , RT1050 , RT1060 , RT1064 , RT1170 , RT500 ,

g RT600 , LPC55S69

tools BFeEfEEmENTR

Kconfig menuconfig T ERIRIAS {4

LICENSE Apacheifa]

README.md SBLITE A

SW-Content-Register.txt BAFSBLINB/F oI E

MCU-OTA SBLFISFWHFIERT , §51.1.045 , 2021511 H8H
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&
doc
SFW
| sw-Content-Register txt
E4. SFWBFRAR
#*=4. SFWEKBBER
BR 5288
component EFESDKEHFNREIRIMNEIRENFER | IR0 , (AFFIAPFIUARTIRENTER.
doc SFWIRB RIS
firmware OTAERRYEALHS |, 540 , FreeRTOS, AWS. [IEZ=
include SFWIRERSLSE
pic README.md FFEE R
target FrE%E09F4 : RT1010, RT1020 , RT1050 , RT1060 , RT1064 , RT1170 , RT500 ,
arge
9 RT600 , LPC55S69
tools B EmBNT R
Kconfig menuconfig T EA9RIAIZ {4
LICENSE Apacheifa]
README.md SFWIRB ™A
SW-Content-Register.txt BAFSFWIIBEFTaE
1.6 FNEREK
SBLFNISFWIRE AT LATELinuxEH A IWindows EH EFFE. EHREKRINT :
o LinuxZEA1
— Git
— Python 3.6
— SCons
MCU-OTA SBLEISFWRIF3SR , 551.1.08% , 2021£F1158H
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— GCC_ARM toolchain

— Library : ncurses5-dev
Windows =4/,

— Git bash

— GCC_ARM toolchain

— or IAR IDE v8.40

— or MDK IDE v5.30

MCU-OTA SBLFISFWHFISRES , 551.1.0h% , 20215E1188H
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LS
RS

AENRE T SBLMISFWINERIRIERE. 52.1812. 215148 7 SBLINBRYREREL | 552.3T/M3 7 SFWIE YRR

EVKMIMXRT1170F& 7941,

2.1 Windows=E#l

FEWindowsE#L , ATLAUSEEE3M T RHERITEESBL : GCC_ARM., |IARFIMDK,
211 GCC_ARM

=Ei
1.

MArMEEMInGWRIIEFREGCC_ARMT B4 , FIEHZRIWindowsEH k.
HESBLIE HcheckoutE1.1.0bRA , S FE A E.

git clone https://github.com/NXPmicro/sbl.git.

HANBR sbl/target/evkmimxrt1170/,

EHAMESI S env.bat,

BB evkmimxrt1170 INH.

£ env.pbat #, 15T scons --menuconfig Ap%. AEIMESERLSBLALESEE,

#. LA

cmd - scons --menuconfig

Bl <1> md - scons - [searcn P~ i

O X
TE L=

MCU-SBL RT117@ Configuration

exit, «<?»> for Help, </> for Search. Legend: [*] built-in [ ]

Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty
submenus ----). Highlighted letters are hotkeys. Pressing <y>»
includes, <N> excludes, <M> modularizes features. Press <Esc><Esc> to

|| mMcu sBL core --->

MCU SBL Component --->
Platform Drivers Config --->

5. SBLECERS

kconfig-meconf.exe*[32]:59560 « 18 [64] 1/1 [+#] NUM PRI 80x25 (11,9) 25V

50456 100%

RIEEARTEMEMARINAXEESBLIE. BETKE  REFEEHFIREKER,

5. ¥REFITESBLINE.
a. ¥E sblprofile.py XHHA gcc cross toor IRESE , Hrb exec path IRE Ngcc TEBIILTRERER ¢

MCU-OTA SBLFISFWHFISRES , 551.1.0h% , 20215E1188H
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TREAID

CROSS_TOCL == :
PLATFORM '
EXEC_PATH

=

6. sbiprofile.pyFRAYEXEC_PATH

= rr/opt/share/toolchain/gcc—arm—none—eabi—9—2019—q4—major/bid'

f5Ian , FEFHIwindowsH |, gcc T ESEIZLEEIRIZE c: \Program Files (x86)\GNU ToolsArm Embedded\9

2019-g4-major\bin, EXEC_PATHIZBIIT :

EXEC_PATH = r'C:\Program Files

(x86) \GNU Arm Embedded Toolchain\9 2020-g2-update\bin’'

& , JLUE s exec paTH HINEIWindowsIMET 2 |, LB exec_patH, XPFSFW , MBS

SFW_EXEC PATH,

1 = > Control Panel > All Control Panel ltems > System

Control Panel Home

& Device Manager
& Remote settings

& System protection 1

& Advanced system settings

Performance

UserProfiles

Deskiop sefings related o your sign-n

Startup and Recovery

Lomputer uestpuor:

4

System startup, system faiure, and debugging information

Computer Name Hardware Advanced System Protecton Remote

You mustbe logged on as an Administrator to make most of hese changes.

Visual effects. processor schedling, memory usage, and virtual memory

Settings

Sefings.

Setings

Environment Varisbles...

Cancel

Variable name: SBL_EXEC_PATH

Variable value:

C:A\Program Files (x86)\GNU Tools Arm Embedded\9 2019-g4-major\bin

Browse Directory Browse File..

El7. WindowsIFIE3EE SBL_EXEC PATH

User variables for nx155126

Variable

Chocolateyl astPathUpdate
MOZ_PLUGIN_PATH
OneDrive
OneDriveCommercial

Path

TEMP

™P

System variables

Variable

ARMGCC_DIR
Chocolateyinstall
ComSpec

DriverData

myCleanUp

myDestPath
myDisableADIntegration

Value
132682175566473930

C\_SOFTWARE_INSTALL\FOXIT READER\plugins\
CAUsers\nuf55126\0OneDrive - NXP
CAUsers\nxf55126\0neDrive - NXP
CAUsers\nxf55126\AppDatat Local\ Microsoft\WindowsApps;
CAUsers\nxf55126\AppDatalLocal\Temp
CAUsers\nxf55126\AppData\Local\ Temp

New. Edit. Delete

Value

CAProgram Files (x86)\GNU Tools Arm Embedded\9 2019-g4-.
CAProgramData\chacolatey

CAWINDOWS\system32\cmd.exe
CAWindaws\System32\Drivers\DriverData
No
Chwindows\Temp
No
2 3
| [ oolte

oK Cancel

b. HEIZINE

£ env.bat B, {#FH scons ApSRIGETHE.

WNERBRINHIEE , sbl.bin ISR TE sbl/target/evkmimxrt1170/build B3,

c. TEZIIA

i. fEEmicro USBHIRELZE EVKMIMXRT1170 EBEEHEREZLTER.,

ii. FIZEBERIRIRE/9ERT &,

iii. {EFADapLinkAYERMINEESEE TR sb1 . pin B TEEIRBERR £,

iv. FERERIRIRE IXIPHET,
v. SFEEEIR.
IAR IDE

XFIARTEHE , (RIEFHASEIT :
SERI~ERA5 211 T54ER
RS © 1 F FHSBLINA.

1. J9 EVKMIMXRT1170 SE&BIZIARTIH

MCU-OTA SBLFISFWHFISRES , 551.1.0h% , 20215E1188H
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TREAID

1F env.bat B, {§H scons --ide=iar GSRERLIARTIR.
HABER : sbl/target/evkmimxrt1170/iar
WEHIARTIE X : sbl.eww

R "Make” (#WF) IREHLGEINR.

{%£F3 micro USB EEZ4K EVKMIMXRT1170 EBEIRIEZZIBIN L | SR FIRENBIT TR, EITHE THEIBIR
£ . = "Download” (T ) &, BMETHMING , HREERIREAXIPE | AREMFEHER.

o A~ w0 b

2.1.3 MDKIDE
XFMDKTEfE , RIEFHARLERINT
SBIELRAS 2.1.1 T51EME,
IS EFH TESBLIIE,
1. 79 EVKMIMXRT1170 SE&EJEMDKIRE.
£ env.bat F, {$ scons —-ide=mdk5 TS FAERMDKITE.
HANBR : sbl/target/evkmimxrt1170/mdk,
SNEHEMDKIIBE 4 : sbl.uvproix.
R "Build” (I ) FEHLMTERIE,
fEFmicro USBUELZAS EVKMIMXRT1170 EEEIRIEZZETENL L | BIRFIRENPITTEHEN. EBIME THEIBIER
£, /=i "Download” (&) #&H, MUK TEAINE | BERIEERIREAXIPEL, , ARSEER,

=
fE(EFAMDKIIEESBLIERT , AJRERIBRILATEIR.

o > w b

B ¢\ _DDM\OTA\secure-bootioadersbiytargetevimimurt1 170\mdk\sbluvprojx - pVision = a x
File Edt View Project Flash Debug Peripherals Tooks 5VCS Window Help
Eda a - L E iE M fiexspiRootCi vae Q- e 8- BN
S (2 & e- 8| w PR A
Project L} ] startup MIMXRT1176_cm7.s | [] MIMXRT1 1760000 cm7_flexspi_norsdt ] main = v X
& shl |
= source e Semiconductor, Inc
i ] mainc
% [ board
= 2 xp 8 e
i L] eviemimrt1170_flexspi_nor_config.c 7
4] eviomimxrt1170_sdram_ini_ded.c
1 ] fsl_flexspi_nor_boot.c 1: H
4 (3 utiitie 11 #incl
4 [ device 12 #1inc
% [ driver 13
14
# [ boot 15
@l 3 bootutil 16
# [ flashiap 17
W lists iz
# [ mbedtls 25
# [ mcuboot-secure 21 | #defs
4 [ serisl manager 22 | #defir
# [ vart-adapter 23
- 24
& ovss o
< | 3 27 B#it ONENT_Ki v
il Project (4 {0 [N < >
Build Output L ]
g starcup MIMXRT1176 -

assemblin

Move caret to the nest bookmark in the current document CMSIS-DAP Debugger L1161

El8. fmiFHiR

LB AT MBRE :
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BE#HES

HRIEAI]
* fEFAMDK 5.30h% ( BREEHTHRA )
AN EEE L YmesiEIn ( Assembler Option ) : armclang ( GUN Syntax )
KA Options for Target 'sbl* X
Device | Target | Output | Listing | User | C/C++(ACE) Asm | Linker | Debug | Lhites |
Conditional Assembly Control Symbols
Define: |DEBUG._STARTUP_IN{TIALIZE_NONCACHEDATA
Undefine |
- Language / Code G i
Assembler Option: -
I™ Read-Only Postion Independent I™ Spit Load and Store Mutiple
[~ Read-Write Posttion Independent
[~ Thumb Mode
™ No Wamings ™ No Auto Includes
e | |
Misc |
Controls
Assembler |-{arget=am-am-none-eabi -mcpu=cortex-m 7 mfpu=fpv5-d16 -mfloat-abi=hard masm=gnu < A
control |-gdwarf-3 -Wa defsym._ MICROLIB=1
string v
ok | Cancel Defauts | Hep |
El9. iCfmEIn
« fFALEMDK 5.30F RAGRRA
1. {EFArmClang V6iE#ZEi%In “"Assemble” (4R )
2. & "Misc Controls” EEE /I -masm=auto
Device | Target | Output | Listing | User | C/Co+ (ACE) Asm |L’nker| Debug | Utiities |
Conditional Assembly Control Symbols
Define: |
Urdefing I
l ¥ Assemble by using AmClang V6 I
I~ Spiit Load and Store Mutiple
™ Read-Write Posttion Independent
™ Thumb Mode
[~ No Wamings I~ No Auto Includes
Include | _I
Carrl:li Imasm=au1u l
kcs-emr;btlrzr -« assembler-with-cpp ~target=am-am-none-eabi mcpu=cotex-m7 mfpu=fpv5-d16 mfloat-abizhard A
string M
oK | Cancel Defavits Help
El10. Asm IR
2.2 LinuxZE#l
FLinuxEHLE , RIEFFRAESEUNT -
1. &% SCons
X3F Ubuntu & Debian , RIS :
$ sudo apt-get install scons
MCU-OTA SBLFISFWHF#5R , 561.1.0R , 20215E11H8H
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BE#HEESHE

TRENI]

STFEFRPMAE ( Red Hat, SUSE, Fedora ... ) , &S :

$ sudo yum install scons
2. ¥ GCC_ARM TB¥%%, U gcc-arm-none-eabi-9-2019-gd-major,
3. TEfESBLIIBFtcheckout®l1.1.0kA , B FEAHE

$ git clone https://github.com/NXPmicro/sbl.git
4. PJHRE evkmimxrt1170 BR

$ cd target/evkmimxrtl170

5. £ sblprofile.py MIHFHA gec cross TooL IRESE , H EXEC_PATH IRE Hgcc TEELEIRE !

if CROSS TOOL == 'geo':
T PLATFORM = c
EXEC PATH = r'/opt/share/toolchain/gcc—arm—none—eabi—9—2019—q4—major/bid'

El11. sblprofile.py FfY EXEC_PATH

2 , ILUE s exec_path FIIEILinuxEMEETES , LIBZ exec_paTH, XFFSFW , FMEZTESrw EXEC_PATH,
6. BEE evkmimxrt1170 INH

$ scons --menuconfig

.config - MCU-SBL RT117@ Configuration

MCU-SBL RT1170 Configuration
Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus ----). Highlighted letters are hotkeys.

Pressing <Y> includes, <N>

excludes, <M> modularizes features. Press <Esc><Esc> to exit, <?> for Help, </> for Search. Legend: [*] built-in [ ] excluded <M> module < >

module capable

[ B _MCU SBL core --->]
MCU SBL Component --->
Platform Drivers Config ---

< Exit > < Help > < Save > < Load >

[E12. SBLECERE

EXANEET |, IRIEFESHbootloader 2GS N RELBSBLITE , WIIEHREEE—MEIhEE. BEERNE , (REES
R,

7. {EFEGCC_ARMI EEasEis

$ scons

sbl.bin MYSHHIZRTE sbl/target/evkminkrt1170/build BRA,
8. SR,

MCU-OTA SBLEISFWEIF3SRS , 551.1.04R . 20215E1188H
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BEEESE

TRENI]

fEEAmicro USBEUESNE EVKMIMXRT1170 FBBEHRERZEZLTEAN.E | @ DapLink #EEEMMTEXT sbl.bin H{THRE.
BRI E AXIPEIERFHEN , LUSEISBL,

2.3 Z2EH

SFWINEAIZEMS SSBLITB I , Bt HEF R ERS2. 175 2. 25N ERISBLIER |, BRTLATESER !
1. TIfESFWIREHcheckoutE1.1.08% , S Tk k.

git clone https://github.com/NXPmicro/sfw.git
2. SFWIZH RS | BdA9SFWIR B XIPELSFW AR S SBL—iE(E A0S, SFWiEIT scons —menuconfig AL
EFEAmER.,

MCU-SFW RT1858 Configuration
Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus ----). Highlighted letters are hotkeys. Pressing <Y»> includes, <N> excludes, <M> modularizes
features. Press <Esc><Esc> to exit, <?> for Help, </> for Search. Legend: [*] built-in [ ] excluded <M> module < > module capable

MCU SFW core ---)|
MCU SFW Component --->
platform Drivers config ---»

[E13. SFWECE RS

SRIRIEIE McU sFW core , £ MCU SFW core 3280 |, QN5RI%IE Enable sfw standalone xip IR , SFWIREE&EIH
XIP, WNER;&BEIE Enable sfw standalone xip I , SFWS4R S SBL—tEHEAMIbinS {4,

MCU SFW core
Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus ----). Highlighted letters are hotkeys. Pressing <Y» includes, <N> excludes, <M> modularizes
features. Press <Esc»><Esc> to exit, <?»> for Help, </> for Search. Legend: [*] built-in [ ] excluded <M> module < > module capable

[] ] enable sfi standalone xip)
[*] Enable OTA
[*] oTA from cloud
OTA Cloud Select (AWS) --->
AWS Config --->
[*] OTA from sdcard
[*] OTA from u-disk
MCU SFW Flash Map --->
MCU SFW metadata header --->

E14. SFWiEifRNEE

MCU-OTA SBLFISFWHFIERT , §51.1.045 , 2021511 H8H
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BERESH

BEE
(RS

RENBSBLAISFWHIKIEEESE, SBLFISFWINEZH SCons ¥4+ TEMERY , 7 Keonfig HHITECE.

3.1 SCons
AHNE SCons gtz TR,
3.1.1 #LA

SCons2— M FIPythonfRERFFEMIEZR S , FUTFGNU Make, AT , BfEFISConstructfISConscript 3 {4 MA@ Y
Makefile3Zft, XTI EPythonfiIA , ATLABFRERIPYthoniEi£k4RE. Eitt , 7£SConstruct F1SConscript3Zfteh , ATLA
JAFAPythonFRERESIFH TRIEZMNEER |, MABIRTMakefileFTi& EHIRIA,

FE(EASConsHIPython TEZ Bl , MiZF5ELEE ). EWindowsEH L , FEELREXLESConsFIPython , EFSBLAMIENY
EETEELEA7TEl]. ELinuxEH L , PythonBOZERIAR LRSS , SConsAILARR2. 1T5MmS%EE,

3.1.2 SConscript #ll SConstruct

SCons{#FISConscriptf1SConstruct 3 {43 4B4 B LIB LS.,

EE/SBLIISFWEES B RPEEELL T =S4 : sblconfig.py ( FBFSBL ) 8 stweonfig.py ( BFSFW ) . SConstruct
FSConscript ( #=HIEEHIRE ) . —RRIR , — M EEFRBE—SConstruct3 {4 , B85%SConscript3Zf4.

SConscript3 4R LIEHIRACIESARSHRIN , FTLUSERAIEIARY "H" (Z2UUFIDEF “H" AIHES , WMDKIIAR ) ,
SConscript3 {4t FEFSBLAISFWIT B IR S ERACIE ST H ., XL IS EF A B R THAISConscriptSI4Fr "HEI" |
LB S FEL B AR RINRRIRES |, XEREME sblconfig.h B sfwconfig.h FEMHY,

3.1.3 BFHS

RENET—LEARISConsing L, AWindowsEHE , XEAFSHERIRERPIUFEFEH env.vat XHHPERA, FELinux
FNLE  XEHSEEEFENTFEERPER.
1. scons
MEEFaEmE.
INRFLFESHEPUTA L TERIER , SEIRPUT scons @pRT , SConsSHTIRERIF . RMFNTHRIEXUSAIR

X4,
UEIH%KCOHfIgS‘d#;EﬁEEIﬁE#EEE sblconfig.h &,
2. scons --ide=xxx

JHEEFAYEMIARSMDKIE,
R scons --ide=iar SEREK—NARIIH,
{$F3 scons --ide=mdk5 A KER—IMDKIGH.

MCU-OTA SBLFISFWHFIERT , §51.1.045 , 2021511 H8H
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BEHESE

3.2 Kconfig

SBLINE fEFMKconfig )AA AR HIECE X 4 sblconfig.h RECERSS , SFWIIB{#H stweonfig.he Keonfig{HESFELE
EORREN S,

FrEEi & T B ETIENYEIEE B RPA9Kconfigl {4 REAEERE., XM EHEMERENEEE , c8aTHEMER
FAYKconfig3Zid., BLE T BiEEENE MKceonfigSiy , A RkECE R E1H TFE/\W\EEE,?QR , RfEERSBLEZHBEE )4

sblconfig.h FISFWHY sfwconfig.h,

H{FERenv I EkLinuxENERFEFES (target/xxx/ ) BRTHIT scons --menuconfig tphY , EHISBLAISFWRFRIEE
RmE , W01 5F1E16Ff73~.

SBL RT11

Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus ----). nghllgh(ed s o hotkeys. Pressing <v> includes, <H> excludes, <M> modularizes
features. Press <ESC><ESC> to exit, <?> for Help, </> for Search. Legend: [*] built-in [ ] excluded <M> module < > module capable

e ]
MCU SBL Component --->
platform Drivers config --->

El15. SBL menuconfig ZEER

MCU-SFIW RT1856 Configuration
Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus ----). Highlighted letters are hotkeys. Pressing <> includes, <N> excludes, <M> modularizes
features. Press <Esc><Esc> to exit, <?> for Help, </> for Search. Legend: [*] built-in [ ] excluded <M> module < > module capable

MCU SFW component ===
Platform Drivers Config ---»

El16. SFWH) menuconfig 5EE

XA EREF , B3N FRETLULE. fla0 , EiEEMCU SBL core , 15 FHEAIFRE

SBL core
Arrow keys navigate the menu, <Enters> selects submenus ---> (or empty submenus ----). Highlighted letters are hotkeys. Pressing <v> includes, <N> excludes, <M> modularizes
features. Press <Esc><Esc> to exit, <> for Help, </> for Search. Legend: [*] built-in [ ] excluded <M> module < > module capable

] fnable ROM to verify sbl

(248@8) Maximum number of flash sectors per image
[ ] Enable single image function
MCU SBL Flash Map --->

E17. MCU SBLF¥®

EXAREG  B—EHREETR , 1R Yy 2EMEZN , & n' ZHBRNZI.
EeExAAEE  REFREFREIZRA. RAEMALRERR T .

3.3 Host tool NI

B ERMI RN T EREEESBLAISFWHIFAFINE., LATFRINEATR , EZEMT EidhnRESEHEE S MubaB ERFAE,
1. MCUXpressoftETHE
MCUXpressoftET ER—EERNRET R . BT ESHEPMNERPHEIRMGT 4. XEREETEARTFFEAR
RIEMFEREHIAISDK |, FRIFSIH. FTEFIIMK TEREMIIRACHRES | LSTFEHIBIER. ESBLEIREES , §—
N MCUX_Config.mex X4 , ATEHMCUXpressofic & TEITH , #ﬁ%‘EJJEEJZ%EE’\JC{tﬁE': FBFaIHEh. SIZE, Hian :

target/evkbmimxrt1050/board/MCUX Config/MCUX Config.mex, ng %Miﬁ

MCU-OTA SBLFISFWHFIERT , §51.1.045 , 2021511 H8H
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https://www.nxp.com/design/software/development-software/mcuxpresso-software-and-tools-/mcuxpresso-config-tools-pins-clocks-peripherals:MCUXpresso-Config-Tools

BERESH

LEES

2. Bootloader Host Application (blhost)

blhost RIFEREFRE— N <ITERF  BTFEIH LARERE | FHEIJUARTEUSBIERFEIMCU ISPIERA HGHS, 1ZKA
BFEOARRKRE—F®S. bhost RABRRZIFZFE  BiEWindows, Linux (EFX86 ) . MACOSXHLinux ( &
FAmM) . THRESER | BHE/iL,

3. MCU Boot Utility

BE#BMCU Boot Utility2— &1 TAREBMCUREEMZITHIGUITA., BhThEES RS BMCUFHIBootROMINEEE
SR, Bl , BEEFH MXRTRYIMCUG ., SEE#BEESZE2T 8% (OpenSSL, CST. sdphost, blhost, elftosb,
BD. MfgTool2 ) #8tt , BEEMCUEILHAREFE— M EEN—HRTE , XM TESATESHEA T T RSN
Bl EEENR  eXIFEERARREERE. B7BEBMCU Boot Utiity , Birl LRSS IAFERBREBMCU
Z2fEE. BEHMCU Boot Utility I EEIHALEIE !

+ SZFUARTHIUSB-HIDFFFER{T FEER
« XISEFRRFRFRERBESUHE ( elffaxf/rec/hex/bin )
* BEfEIOIF R N FRfE IR ASE ERE ARt
¢« XFRSRIMGERIR R EaiE
« XISERBEBYRINE RN iR E
¢ XFEBENRERRIEME (WERRES)
BXMCU Boot UtilityfIEZ(EE. , IBSEML,

MCU-OTA SBLFISFWHFIERT , §51.1.045 , 2021511 H8H
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https://www.nxp.com/docs/en/user-guide/MCUBLHOSTUG.pdf
https://github.com/JayHeng/NXP-MCUBootUtility

BEEESE

BHE
MCU ISP

AP NMBMCU ISPHIEKIENR.

4.1 XFISP
MCU ISPIZINFRRIZR | IBIIMCU_LISRITERSHTIRIE. BEMCURIBGIRRINEMEE. FHikm<SITHGUITER
FRF5sBLEERE. AFRELFIAENTER HE/ FHMAREFID , FHBIMCU ISPHITREL,
4.2 IfIgE
+ XFFUARTFIUSBAMEREO,
o XIEEE #Eblhost TEFIEEHMCUBootUtility GUITE,
EaNENET FRIMER.,
« FAPEMAIEIET FRYMEEBRTAY A,
UARTYME ERIBEhIRATER.,
P SBLIEIZ TRIERAIRAM,
 Nor Flashi®5,

4.3 ZEISPIERIAYE

7ESBL menuconfigeh , 24MCU ISP ERERT , BILAIRSISPIBATATIE , BAIARBATATEA5F), HNERSBLITIERTAYEIRR B
EISRBFNMISPTHS |, FPAISPRIEEHST.

cmd - scons --menuconfig = O X

BN <1> cmd - scons -

mcu isp support
Arrow keys navigate the menu. <Enter» selects submenus ---» (or empty
submenus ----). Highlighted letters are hotkeys. Pressing <Y>»
includes, <N»> excludes, <M> modularizes features. Press <Esc»><Esc> to
exit, <?> for Help, </»> for Search. Legend: [*] built-in [ ]

[*] Enable mcu isp support
[ et isp timeout by seconds|

kconfig-mconf.exe*[32]:272324 « 180206[64] 1/1 [+] NUM PRI 80x25 (11,10) 25V 274952 1

E18. SBL menuconfig i&S#BATATE

MCU-OTA SBLFISFWHFIERT , §51.1.045 , 2021511 H8H
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BEBESH

MCU ISP

SNEREVARISFIEERHEAS | BRI R IEERT(E.

cmd - scons --menuconfig = O X

B <1> cmd - scons -

Set isp timeout by seconds 1
Please enter a decimal value. Fractions will not be accepted. Use the
<TAB> key to move from the input field to the buttons below it.

9 }

kconfig-mconf. « 6[64] 1/1 [+] NUM d (7,12) 25V 274952

E19. SBL menuconfig i S#8AY

4.4 {EFEMCU Boot Utility

N ERREBMCU Boot Utility GUITA ( v3.38¢E#ThRA ) {FAISPTFHMERENTE. BfEMblhostan ST TR
EF  BEREHRR. BXFEER  BEUTENLER

1. FJFFMCUBootUtility , TESZEI T B /i HE IR ERETN A sBL oTa,

87 NXP MCU Boot Utility v3.3.0
File Edit View  Tools Window Help
Target Setup Run Mode i Entry E Unsigned Image Boot
MCU Series: USB Detection » Master
Generate .sb file > | &  SBLOTA ce Image Loading Sequence el
MEU Device: Image Readback > tart/ Offsett [ pyo Byte Length (For Read/Eri
Boot Device: Flashloader Resident >
eFuse Group > Read Erase
eFuse Locker >
Bootl  Flexspl XIP Region >
3
Device Ci A

E20. 2B THIETER

2. ¥JFFSBLEFREIEIRAYEIR ( LIEVKMIMXRT1010441 ) , SAREUSBEIRZIEZZIJ9., INER—IIEE , USB vid/pidet
SR, =g "EERISBL ISP %,

MCU-OTA SBLFISFWHFIERT , §51.1.045 , 2021511 H8H
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BEEESH

MCU ISP

B NXP MCU Boot Utility v3.3.0
File Edit View Tools Window Help

Target Setup
MCU Series: i MXRT v
MCU Device: LMXRTI011 v
Boot Device: FLEXSPI NOR v

Boot Device Configuration

Device Configuration Data (DCD)

Port Setup
QUART @ USB-HID

Vendor ID: Ox15A2 =

Product ID: 020073 =
N
{ [1One Step
Connect to SBL ISP

Device Status

Secure Boot TYPE  DEV Unsigned Image Boot

Read Erase

View Bootable Image

Clear The Screen

~ | All-ln-One Action x

Image Generation Sequence Image Loading Sequence  eFuse Operation Utility Boot Device Memory

Start / Offset: Byte Length (For Read/Erase): bin/s19/hex: l:l Eaes

Write (Auto Erase)

Execute From Start

[ Save image/data file to I:l Browse

El21. {&NZFJUSB IDs

o

DRI LA/ AP/ S ISPIRE. BREFETURTLAZbin/hex/s 19

BT NXP MCU Boot Utility v3.3.0
File Edit View Tools Window Help

Target Setup
MCU Serics: L MXRT w
MCU Device: i.MXRT1011 >
Boot Device: FLEXSPI NOR ~

Boot Device Configuration

Device Configuration Data (DCD)

Port Setup
QOUART @ USB-HID

Vendor ID: Ox1542 ~
Product ID: 00073 o
. [] One Step
Reset device

Device Status

---Flex5PI NOR memory--
Page Size = 256 Bytes

Sector Size = 4.0KB

Block Size = 64.0 KB

Secure BootType | pey Unsigned Image Boot

Start / Offset: Byte Length (For Read/Erase]: bin/s19/hex:

~| | AllIn-One Action x

Image Generation Sequence  Image Loading Sequence  eFuse Operation Utility oot Device Memory

Browse

Read Erase Write (Auto Erase)
Ox60100000 c8 B4 Oc a8 ed Be 96 eb 82 e3 ed 63 Te da cd 47
060100010 B1 df dl 69 41 e 61 fa 31 d2 13 Ob dl af £4 3f
0x60100020  fe 35 97 95 £4 0 ab £7 le 33 of 24 2e df 44 2a
O0x60100030 1f 83 37 B8 98 b2 22 1d 49 50 3% 1c 4a ed cb £2
0x60100040  dO 2d a5 60 D6 Ge 5d af d5 23 83 d7 =8 32 L1 £1 .
Ox60100050 38 cl 8c 44 ed 70 1a 5d 38 48 3f 62 Ob 49 ce 66 8..D.p. ]BHYR. L. £
0x60100060 el e3 53 fe a7 a¥% 29 d0 6c ea cZ 9b 25 f6 95 e2 PR T R
Dx60100070  Od 40 28 54 cb ae Oe £ o bd =1 4d 45 10 95 bé L. IE ..
Ox60100080 all Te 54 4a 00 08 bd Bc da o3 a2 f2 4e al 06 67 “17. N.g
0x60100000 84 2¢ 97 93 63 45 10 da AT 92 ef B1 le 77 5a 1d CE.\Gu.. Wl
OxE0100020 09 af ed 00 a3 &6 03 B8 4c ed 40 3 3 71 6d 10 LoooLo@lgme
Ox601000b0 T7 36 39 £1 39 60 aa 81 41 el 4f c7 ad 40 76 fc wBS. 8P, L 8.0, @y,
Dx601000c0 o5 aT £8 c2 05 bf Ge 3e 23 aa cO 56 dB 83 aT Bf Ll T
Ox601000d0 13 91 f1 40 4d 31 83 1d c3 a7 fa bc 00 14 e3 d3
0x601000e0  ad 1b e3 14 50 58 a2 ec £4 43 81 5b d3 b 66 bb
0x601000£0  Ta £6 37 38 13 8¢ ba 7e bd ed £c de 10 5b 7d Bb
Ox60100100 Bc 46 b0 60 o3 b7 9f 23 87 01 be ed ef 82 2f Bf
View Bootable Image AT S LSaveimsge/dstefileto [ || growse
Log
Executing DA\github_repo_jay\NXP-MCUBootUtility\tools\blhost2_3win\blhost -t 5242000 -u 0x15A2,0x0073 - — ~ Clear

‘\commonDataFromBootDevice.dat 9

read-memory 1611661312 8192 DAgithub_repo_jay\NXP-MCUBootUtility\tools\blhost2_3\win\vectors

Save
v

00:01.41 | —

Bl22. TEHMNBER

MCU-OTA SBLFISFWHFISRES , 551.1.0h% , 20215E1188H
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BEBESH

ShE

=z

AENEBELTLNNZEINEE. BE5|SEHFER (SBL) 2EFTMCUbootIBEH., SBLEREE T MCUbootZEHAIRSAFIECDSA
BE. BRREETROMS | SNBRFNLZ2EMETEES (ZIINZS (XIP) . Elt , imager]LAZEER , IZEH
HEZ+HINEN.

MCUbootf& I Z 751 ARSAFIECDSABH it HimageRIGH{E , AREBZIEHEXRimageHTEE. FHBERESE
MCUbootigit3745, SBLEAIAfEFIRSA-2048FIECDSA-P256,

SBLEEESIFMIMXRT 465FE ( MIMXRTxxxx ) . MIMXRT 3f73FE& ( MIMXRTxxx ) FILPC55S69HIROMEZ £ FaIFNNINZE /SN
(XIP),

5.1 BootROMELELf
2 BRI A R LT, ERSEEISAEMROMITARIT, ROMKE S TIEFRIE—

BRaOHTES , LBEZzRBNaTEE. NRZAREBETEN  BHiGaBEBETE. XeBEY— "MROMEIBF B
BEYS(TsE, EXFMERT , BootROMIEIESBL , SBLISE R FFERFEE.

5.1.1 SASEMREEN (HAB)

BEEEMIMXRT 4 ESIREETRLES (HAB ) . ERRFABIHIROMTHNESTEMEININEE , I ERIhSEaNFhLE
PUTHREIINARG (BRI ) «

HAB{ERIEXIFRINIZ R AT imageiH {7887, BEallimageALAHCSTTESE, 2T HAMCSF ( command sequence file ) AY
FUBRLA IR RREE T |, EHSSHFIFIETAERANDSFFINYE ( CSFIXE ) HEAER.

[RIgIREHIER ( OEM ) fERRE BIRMAVSEAIEFRER—IIRFAREX. AEFARBARINEOEME R RRRRHE. XFH
INESBEER T —ME—RIRRFT , SHIRARERE. TELPRIEBEEMINERG . EHITZNARERZA , APHRARGE
FEE. OEMENARMEE (1575(E ) ZREIMIMXRTE R eFusesd, —B#IRE , EMAREHIEN. BootRomaJLUEDIX
MERIDIELA.

TERHABRAEaNHREE.

Flash Configurstion Elock

IVT (imags Vector Tabls)

ED (Boot Dats)

Device Configuration Data{Optional)

E23. TMCUboottrLAIHABE BRIGRIFIET

EAERUEMNAEFFTRKZRNNGFEERER (FCB) , FABootROMELBEITIEESBLAX N FEREE T NF. G
MIMXRTIESEPZIERSA ( 1024, 2048, 307284096 ) . MIMXRT1170i8374Z{8EFIECC ( P256, P384. P521) #{TECDSA
FERIIIE,

MCU-OTA SBLFISFWHFIERT , §51.1.045 , 2021511 H8H
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BEBESH

5.1.2 LPC55S69&2R_El

IREELPC55S69{FFRSASSA-PKCS1-v1_5&ZTE , FHSFMRSARZIEEEE). B iBEARSATAEEZN. B8EM
HEPESATESRIEAERNRSALNA,

LPC55S69i%$5 3715204874096 (7HIRSAZZHFIX.509 V3IEH,

BEWIER— WL AITE.

1. IFFFMBR N TESRIR P HIXS09E BRI ATE,

2. {£FIimage_key ( Public ) SRIGEREES.

BootROM API skboot_authenticate 2FESRIGIHRGRICIEM. EETEFERXMAP APINR AR ZE] , RiZhEPFRXE
( CFPAFICMPA) .

PFR{\Fflashf=Kis , ATLAEISPHEI T@ISROMITIRE.
LPC55S69E2{RiPHIflashXis; ( PFR ) FFEROMBEIINEENEREER.

(0x20 Image length

O0x24 Image type

0x34 Load addr

Plain Image

Trust zone conf.

(Optional)
El24. TMCUboottRk R R RIBMSETL

5.1.3 INEZBRIXIPRREN

MIMXRT 472 51BootROME S FBEE/OTFADIZHIRFRMLAIBNEIAEZETORE ( EAEAES ) |, EIESS "SB{TNORAFRE" A
REFAT (XIP) .

PRINCEATFXILPC55S69 K _flash P 21T SCAY NS /R EHEE,
5.1.3.1 EHFBEERIINZEXIPEEN

EVKMIMXRT1060/1064/1050/10203Z#5XIP , iIX2Bid "SEINZ5|2" ( BEE ) #FlexSPI ( QSPI ) flashBIRSf#ZT0SEIAY.
BootROMSZHE IR NHIZAIAESEERFIR MNMRIZ INE XS, — MNIEXIHATAFSBL , B— eI BTFRAER. imager]LA
HIAES-CTR-1288{AES-ECB-128#1{T1N%%,

FEHITIIEXIPZE] , BootROMARIEREIR EBEEEHIZS |, AR BRISEURARHFRIPXIFMIARR ( PRDB ) , #/"PRDBfE

FHAES-CBC-128t&= % BMNZPRDBRIAES KEYFIIVIEZIRERIR (KIB ) A, EidffEFeFUSE ( SW_GP2 ) HiZHHIAES

FEHEMOTPMK ( —RMRIIRIEERSR ) PATERIAESESR , KIBH#INZ SINZKIB ( EKIB ) ., BootROMfEFIAES ECB-1281%
XIKIBEATHER: , RBIIF2EKIB , EKIBOIF{RTEZ0x400 , KIB1i/F{R#E0x800,

TELCRRIRTSET |, SW_GP2#AFKEKKRINEZREER (KIB) .
HLAfER inage_enc.exe TREXMEN ERSimagei{TIIE. ERE— 1 aLTENER | EFTLERERIGIENERE.

MCU-OTA SBLFISFWHFIERT , §51.1.045 , 2021511 H8H
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BEBESH

5.1.3.2 EHFOTFADRIMNZBXIPIEEN
EVKMIMXRT1170/1010 1 EVKMIMXRTxxx Z35XIP , IXZ2iEd "BIRFAESHREIEIL" ( OTFAD ) XJFlexSPI(QSPI) flashi#t
1TENATAERTOSCENAY. OTFADSZIF A4 MEAIHI AESE SRRV INZE X 15,

EBNZEXIPZET , BootROMIKRIEREIZR EOTFADIER |, AIBCEHISHINEL AKeyBlob, KeyBlobf & OTFADAYINZEZEA |
FEHLEEAKEKGHITINE ., KEKRJLXSEMIZXIGH TN, /M KeyBlobfFHAES-CTR-128tEIi#{TI0%. KeyBlob7E
flashBY{mF8/90x0,

KEK#IFHEIEOTP/EFUSES AR, IFFEVKMIMXRT1170 , KEKtBATLABRPUFTREIRE |, tkEZ$BAHEFPUFHIkey codefINZR
Bimage—i¥FfiEfEflash k.,

EXMERTTET | (£ T KeyBlob, —"KeyBlobFFSBL , Z— M RATRAERER.

5.1.3.3 EFPRINCERINZXIPIEREN

LPC55S69 373F@EIdPRINCEXT I ERflashit{TRIATINZE/fRE. FHETE R L PIERflashshAISERT LA SCRT NS,
LPC55S692#F3 1 X%, , RiFREARENEEENZ MIBBMGHET. S 1PRINCEXIFEHE—EE , HF_ESRAM PUFE
TR &ZEORME (SWAREE ) . PRINCENNZEEAREINGER,

PRINCEZHR 128\ ITRE |, @I ASRREEEOMN A ESRAM PUFSREN , MAERFE & L REIZZA.
PUFIHISSIRMtL 2 IRREME. XE@ETFERMNSRAMITENNIRENEFISSCRTHN. FEFERE , MELR— 1 EEE
(key code ) , ZIBSHFIBN—IEATEWPRINCERSH , AEHISHEIAESS |ZEaiHERAFRN. XLLBHBFHEEashfd
PFRIX,

EENIES , ROMRBEPFRAEEBFEENIZIREMEEUREN. MRENNE , B EREENEIREEEIIEEIRAMSE ,
ROMAREPUFHIEohTTE., BYIRCPUFHEGRIAZES , LEEEENS NS FER.
5.1.4 Imagefgz

TEHERELNXHIEX. NAEFREITURSEN. MENREEM+NZEN. WNRimageRNEL , NIFHEEH_ETSHEA
MIMXRT 4/ F&fNimagetrki#fo. BFE MCUboot #rkHIm#A0x100,

Image Header

Key context

Application Image
(Signed Encrypted)
Tlvs

Bl25. |&Z¥&imaget&z{

51.5 ITH
EFEAZLeRE  FESUTIA
« CSTIE (Hi%) - W& ITEH , XE—MEWEEN LIETHNARER | RrtiEENEE R Rt R mERY
B TEREINE.
* elftosb.exe v4.0.0- EBCSTRHTFEMAES R/ BEBNAERIMIR.

* image_enc.exe - B AT II&EimagelIanSITENER.

MCU-OTA SBLFISFWHFIERT , §51.1.045 , 2021511 H8H
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BERESH

ze

« MCUXpresso Secure Provisioning Tool (SPT ) - EE—1"GUIFER , BT E{EEHMCUES Eal BT SUERIE AN
MCUX Secure Provisioning Tool f#F cst.exe, elftosb.exefl] image enc.exe, BJMNEM_ETEEI].
£ sbl\target\evkmimxrtxxxx\secure XK , B—UHAHA , JUUBAXETBERE R INZERNimage, BZMT , 5
SNFE 747,

MCU-OTA SBLFISFWHFIERT , §51.1.045 , 2021511 H8H
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https://www.nxp.com/design/software/development-software/mcuxpresso-software-and-tools-/mcuxpresso-secure-provisioning-tool:MCUXPRESSO-SECURE-PROVISIONING?tab=Design_Tools_Tab

BERESH

BNE
B

ABNMARSEN (SFW ) HIRIFHT.
6.1 Z2EN¥

ZEEH (SFW ) B— 1M ETFreeRTOSEIEMFKAINASLS , ©5SBL—2sLHl5sR#AIFOTATRE. SFWHHEIT AT
U, SDREUZFENAWSZ. MIEZIRENOTARMHREHBEANNE. AlE  SBLNEMHHREGRTIE. WIF , FIEREEH.

SFWSRFISSBUERAVIES , BIISGIERIRAE, RETENmESS. —BRETSEL , ERSFWHIIT.

FERZIHAREMEET, | SFWIRHT —ME—RIRE cnable_image () , ILAPEBRNEENFHBEEER. BTFXER
ERAPRENEIARRE , SFWHERZERX ST,

6.2 IBBOTAITERIRE
AR BOTAR SRS,
6.2.1 THMENOTARYIRE

X FIARMEAIOTA |, B slotsH image_trailer ( trailerfER P slotsRIRE32F T ) M ASRHIMTAc AR BURNIZHIELR. E26
BRTIZINEAVRTS, OXFFRIKRIRE | OX01RREENL

MCU-OTA SBLFISFWHFIERT , §51.1.045 , 2021511 H8H
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BEHESE

Ef%
Test Type Slot1 Slot2
copy_done
image_ok
magic
Swap
Test Type Slot1 Slot2
copy_done
image_ok
magic
WDOG Reset Set the image_ok flag
Revert Type  gjo¢q slot2 Normal Run  gjo¢ Slot2
copy_done copy_done
image_ok image_ok
magic magic
El26. TS

AT IRHOTARIE | FEISHFHEI S \slot2fg , UGHEIHYI BB 2 s g magicFER ( BElE[E , 16515 ) S Aslot2RIRE |
LUBHIS | ShnEfEFiEEES Aslot2, TESE AmagiclEfg , EFEEIR.

5| SIMEFEFFIRCNOTAZEE! |, Bitestz6BY, RES|ISIMEFEFHITAHE , FEAHIFEF | slot1FRtrailerslot2RTtrailerffr
B= | MEAslot2trailerfIIBESWIBIR. EILTHE | 5| SMBFEFERPERslot LIFUTHHEG. WMRHEHHSTIES |
T image ok tREEAslot1 fltrailer , LAZAEIR, BN , —BFEEHIEIR | inage ok IRIRBHIRE , HEEI S
NEBERMR , SIS INEHEFERFAIMOTAZEE | IESKEIARevert , 5| SINFHEFIZESITIRFNslotsINE , FHEZslot2f9
trailer , TATEF PN slotsitrailergB AFKIEEIRTS.

IR : T ERAHMEOTARIERERR , BB SMANERSMUANRE. Bt , BARSMAImagicEis , IXMNEIEUTE
HEHBNEHT , magicFRRAMMIEROX2FFFFO, - MEERE inage ok in&. EEMABIET T EMESHEAHREXE]
E—ERRE , HEHORREZIRS. inage okFER AIMBHEZO0x2FFFES, MagichYEMNE27R7.

MCU-OTA SBLFISFWHFIERT , §51.1.045 , 2021511 H8H
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BEHESE

Elft

Bl27. Magic{

const uint32 t boot remap magic[] = {

0x£3%5c277,
0x7fefd2e0,
0x0£505235,
0x807%b62c,

6.2.2 EMEIHRIVOTARIRIE

S FEMEEXAIOTA | (FHEM S EHFIREASEH M E ST RBFNEFIER, ZirS M T RAFENEERBIEL |, wEA
OXFFFEQ , fREEEM G HE32FET TR, E28 BRTIZINGMAMRES. FRIZEHNOXFF , iI¥EH0x01 , [ER/I0x04,

Revert Type
image_position

image_ok

magic

El28. EMRFHTEIRE

Test Type

image_position

image_ok

magic

Test Type

image_position

image_ok

magic

WDOG Reset

OxFFFEO

OxFFFEO

lRemap

OXFFFEO
Clear image ok
and magic flag
Normal run

OxFFFEQ

image_position

image_ok

magic

RTVIARLOTAILRE |, TEIEFEES Aslot28islot1f5 | #ZHUGHEEAYIBEEH G magicE ( BEEE , 16T . S3EA
BE1f8E ) EAmagictrERIE , LASHE [ SINSEFFHEGEEE Aslot18slot2, E5EmagiclEg , ERNZEBEIR.

MCU-OTA SBLFISFWHFISRES , 551.1.0h% , 20215E1188H
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Elft

5| SINEFZFENEMRSIENNS | FREIRIEHIEFHFIMOTAREY , MAERE Ztest R, WMNRHFIRIERZ0x01 (slot1) ,
FEIREHY image ok ERDIRENOX04 (FRENR ) |, [ERERSITNEEFEITYIE LFMEslo2fE Y. MRFHEHEITIER €
KiBFR image_ok FmagicFER , LAFAEIR. &N , MRFEMREER | KREkrS | FEEPREMEER , 5ISINEE
FFRIXFIMTOTAZEEY | IIERBIEEIR , BEEEIRGITNAERIRT | FHERR SR inage ok FlimagicFER.

IR YT EAERGEOTARNR T , BB M I EIRERIERE. B  BAIREHEERS , XM FUIREHE
HENGHT , BIAMUEROXFFFFO, S5 MEMERTS inage ok tndr. EEMASIETREMEISEHHERELBEAIEREZ
& . B RERRX AR TR

MCU-OTA SBLFISFWHFIERT , §51.1.045 , 2021511 H8H
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BEBEESEH

BtE
FOTA

SBLENTELEM A RNAIRITHI RS ISINHER. EETE. WIEIEEHREGSEIRE/SMINGIRE | REFHEINEEOTA
BT,

CIRHTIUROTATIAE -
- BSSHETIER
- BYSEMSIRIENR
 FlashlAP
- &
+ ISP
71 &t
ATE INMAELEFHRM BRI
7.1.1 OTAE—BYGIRS
B G FHRIER AN,

Start Addre;s

Slatl

Image Header

Image

Signature

El29. B—BMSIER RN S

B—BMEFHRRE TAERZNT

MCU-OTA SBLFISFWHFIERT , §51.1.045 , 2021511 H8H
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BEHESE

FOTA

————————————————————————

Boatloader antry

1! ]
1

I |

I 1

| |

Is MCU Y: Write new firmware to 1
[2 i

1

1

1

1

1

1

5P 15 the firmware locatian in
connected? i flash
I
No R R !
blhost do

Validate the signature of
the new firmware

alidate Yes
fail?

Me

Set stack pointer and
jump to the app

End

E30. P—BMSIRIRIS | SINEFZF TR

B—REFRARTRIEENT

+ Single Image Boot

Device Resset @

Writing
(blhost)

Execution
(Firmware)

Execution
(Bootloader)

Other Tasks

Gantt chart

E31. B—BRMFIRIS | SMIZFRYE R

7.1.2 OTARIEE

FHEBUE RS HIRMEIRL, BMEGEIEF IR Gtrailer8pk. BUSIRLEEM TR,
5. BYSITRLET

Rz BE (F9) =R {488
0x00 4 Magic BRGATRLATRES
Fixed value[EEE
S b load_addr ERRTRE O ME AL

FAEE F—ITHE......

MCU-OTA SBLEISFWEIF3SRS , 551.1.04R . 20215E1188H
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BEHESE

FOTA

5. MUsIFSLIg (&)
=

w5 BE(F5) FER il

0x08 2 header_size BRIGARSLAT A/
Ox0a 2 reserved REBLSARFKAER
0x0c 4 image_size BRERAIARN ( FEFEBMYEARSLAIA/N )
0x10 4 flags WEAER

ox14 8 image_version BR{ERhRA

Ox1c 4 reserved REBEGASKAER
UYSEIERSIIRIEAE | BIFRIA BB GRS,
BRfGtrailerAUS B0 TR,
6. BSKtrailerfiig

w3 BE (F5) FER 588

0x00 1 copy_done BRIGSIRTEAAIIRE
0x01 7 Pad RER

0x08 1 image_ok EHIOTARESHITRES
0x09 7 pad RER

0x10 16 magic ArBrallertns

EEE

OTAIRET RN MBI T

MCU-OTA SBLFISFWHFISRES , 551.1.0h% , 20215E1188H
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BEHESE

FOTA
Start Ad dre-shs
Slotl
Image Header
Ima ge
Signature
Image Trailer
Image
E.u;| nature
Image Trailer
El32. THMRNAEFDR
+ SBLIFETEIAFRIEIAME.
« PAERHIRRKIFREE | EAER slothZEEME 7 — B RN ERIER=E,
OTASHEET R TAERAZAN T
MCU-OTA SBLFISFWHF¥SR , 581.1.0kR , 2021511 858H
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FOTA
TR '
Bootloader entry H -
= :
! 1
Is ISP Yes: |
connected? | Setthe swap |
- update flag |
No - i
i Wisrew ] |
Mo Is te ]
f “;;T:w i firmware to slot2 | |
. i in flash :
Yes | |
[ T T L L L ¢
Swap the image blhost do
of two slots
Validate the
signature of the
new firmware
Validate Yes
No
Set stack
pointer and
jump to the app
End
BE33. RIER RIS SRR TIEREE
OTAE#EILAYEHAUNT :
MCU-OTA SBLFISFWHF}SE ., 551.1.0k% , 20215E1188H
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FOTA
- Swap Boot -> Roll Back Boot -> Swap Boot
Devics Ress| ﬁ
alst2
Boctiaadar
t .Cnhlr Tazks -
Device Rece @
'?J'.-’. irdicator H
shot2 Pragram firmware 3
t Oither Tasks
'T_'Ie'\'i:eRt-pet @ - - - ==
oTA indi:alnr:-L__F______—— — 'u
o [Progan b 3
shotl Firmware 3 axecution - 'v
Ciher Tasks
Gantt chart
El34. TSRS | SNEkiZFRYEFEHA
7.1.3 OTAEMEHET
BEIREHEAIOTAMYS B S IMEIRSLFNIIRMEEE. IMEITLRIERE SRIEETER | &% K5,
ATEHIEMESPRE | fEslot1 28l , REEMSTENRRSEIRISHIENIE. BN T™RAR.
F®7. EMEHFERER
Rz BE (F%) FE 71
0x00 1 Image_position SRIEHAIE
0x01 7 Pad REE
0x08 1 image_ok EHIOTARESAIRE
0x09 7 pad REE
M&trailertzts
0x10 16 magic
ElEE
OTAEMSHERNINEFHREUT :
MCU-OTA SBLFISFWHF#5R , 561.1.0R , 20215E11H8H
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FOTA

E135. EMEHERINERR

Start Address

Slorl

Signature

Slot2

Image Header

Image

Signature

OTAEMREHRIAI TAERAZANT

MCU-OTA SBLFISFWHFISRES , 551.1.0h% , 20215E1188H
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BEHESE

FOTA
I“ ““““““““““““““ i
Bootloader entry T !
] i
1
: !
Is ISP Yes i :
connected? i Set the remap |
! update flag 1
No | |
- Write new :
No s update 1 firmware to '
flag set? i designated ]
| location.in-flash— 1
Yes | :
Flip the remap blhost do
setting
Validate the
signature of the
new firmware
Validate Yes
fail? i
No
Set stack
pointer and
j_ump to the app
End
E36. ERgHENAIS I SINFEEFTERE
OTAEMETRNAYERAMIT -
MCU-OTA SBLFISFWHFF#ERT , §51.1.06% , 2021£F11H8H
HrFism 39/127



BEHESE

FOTA

- Remap Boot -> Roll Back Boot -> Remap Boot

Device Reset @

OTA indicator

slot2
slot1

Bootloader

Other Tasks

Device Reset @ @

OTA indicator

slot2 Program firmware 3

slot1

Bootloader
Other Tasks
t
Device Reset
OTA indicaty a

slot1 Program firmware 4 /v

Bootloader

Other Tasks

t Gantt chart

E37. EMRGHEIS | SINKIEFRTEH TR

7.2 AHIFOTA
MTFRIASMOTARR (H—. . BEMET) , SBLAIBUAEEL/AERIEMREAIES , EIL7ERIAR/MDK/GCCARME
NitfE  FEARESETRIRLNES. TENSRNMBUESEHE— ] BN BERFRE.
FTERISBLIZ IR RERRT LUSTIF USSR E#TIRG: ; PR EVKMIMXRT1010 5t , FrEXEAR-RERRTLASZRFSDREEH.
1. HERFRE
T ER—IRERR

1EESDKHRY “"hello world” J&7~FATM. B , ATHRLIEHRINKMIEH=SE |, FEEHHEE . AN
TEFFRISHIIEZ0x100000 |, {EXHERSIALUEROX ME , TEH EVKMIMXRT1060 RIIARGERSARILUMERNSS,

MCU-OTA SBLFISFWHFIERT , §51.1.045 , 2021511 H8H
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FOTA

define sysbol _ram
define sybol _

jector_table_si

v  size Finedsymbol(_ran_vector_table_) 7 Gxp003ia0 : B;
vector_table_offset_

ef inedsymbol (_ran_vector_table_ ) ? @xS0BOR3FF : B;

) ? BxBoaca4se : 8;
) ? Bx@RR0O3FF : 05

= en60002400;
= ExSATFFEFE;

- ex20800090;
- ©x20000990 + _ran_vector_table_offset_;

- Bx20000008;
- Bxz0900008 +

- w_interrupts_ran_start + _ran_vector_table_size_;
= Bn20B1FFeE;

= 8%20268006;
= Bx202BFFFF;

[E38. HEERRSHEDIRA)

B FEiarTl BB+ E x1p_BooT_HEADER ENABLE = 0 RMERXIPIRLER , REMEREHER —NEH
hello world.bin FYZHHHIS(E.

SFWINHEL8IET AEN , EMfERA—IREIEN T LIS ERASFWER(E:.
X TR NIRRT
WESFWHERN BHRER T env.vat , AEHEAGSHANEERSR , BUHA)IE Enable sfw standalone xip IR, F4A)%E

OTA from sdcard ] OTA from u-disk &I,

MCU SFW core
Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus ----). Highlighted letters are hotkeys. Pressing <¥> includes, <N> excludes,

<> modularizes features. Press <Esc><Esc> to exit, ¢2> for Help, </> for Search. Legend: [*] built-in [ ] excluded <M> module < > module capable

[[] ] Fnable sfu standalone xip
[*] Enable OTA
[1] OTA from cloud
[*] OTA from sdcard
[*] OTA from u-disk
MCU SFW Flash Map --->

<E >  <Help> <S > <L >

El39. BEESFW

2RSS 2 EPREARIS S RERIE | MR E HAERMIRER.
2. EREEEANFIESS |ISINEER
WHSBLIER BIRERTH env.vat, E3EHAIshelIMEHFERINTHSIRER
cd ..\..\component\secure\mcuboot\scripts, %J’é{%ﬁﬁlﬁﬂﬂlzﬁﬁ’v\%iﬁkéﬁﬁ’iﬂ .

python imgtool.py keygen -k xxxx priv.pem -t rsa-2048-sign
xxxx_priv.pen XHSBTXNAREFREHTEE.
ERAEH : python imgtool.py getpub -k xxxx priv.pem -o xxxx pub.pem -t sign
FIRGSERAT xxxx_pub.c MHEETRIPNEIREED , ER—IME. BRIZS ISINBEF—RMELUDTELSE,
FHENREREEE sbl\component\secure\mcuboot\ R sign-rsa2048-pub.c FHRARE,
3. ABMERINEZFIRL

MCU-OTA SBLFISFWHFIERT , §51.1.045 , 2021511 H8H
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BEHESE

FOTA

fEM imgtool MLEMBRBHINAREFMRE  Eshel PBINBSTMERE., WTR—REGERN , EALE1PERDN
hello_world.bin, XJFEIRFNEMRGHE , BT , (EFASFWIIEAERAIIRE.

FERATENGSRERFE— N EEZAIRG

python imgtool.py sign --key xxxx priv.pem --align 4 --version "1.1" --header-size 0x400 --
pad-header --slot-size 0x100000 --max-sectors 32 hello worldl.bin appl.bin

EASE—MRERENB— T IREE  FESZSS

python imgtool.py sign --key xxxx priv.pem --align 4 --version "1.2" --header-size 0x400 --
pad-header --slot-size 0x100000 --max-sectors 32 hello world2.bin app2.bin

WELER TN BESBHMG., XT ERSEGSNESERIEE FEEA.
* XXXX_priv.pem : 2P A R RIFASRIE
* --version . H&ZIS%KE_[L‘)\% main.minor.rev

* hello world.bin, app.bin : J\EE_[L\)\jﬂ hello worldl.bin, appl.bin, hello world2.bin ﬂ:l app2.bin %\%HHBZ'{L'FE%?%

=
X3F EVKMIMXRT685 , EEFERGITIREFNSE—INETIEE ( BEMIRMF) | EER-InERIE A F5FR |
BRSRNT

1. BUTJP2BkERIE,

2. WRAJ-InkiERES] EVKMIMXRT685 , SAEFRJ-linkiR2RIB A\, 751758 , 155U : w4 0x40130184
0x314000,

3. MTEHERENGE  BEREEEMRIEIERMCURHEE , SRR, XMRHREET
EVKMIMXRT685 FlexSPlix[b, 737 {RIEEMEESER RS , MG THEINGEE | BSWIE(U
MCU , MARIsREN, LEoh , MNRFEMDAPLINK BRI | £JP2(PIN1-2)iEH2 |, #AfRZIRJ-LinkiRE.

=
XJF EVKMIMXRT595/EVKMIMXRT685 FIULZEHINRE , IHIGEXT PWRInIEEEIR. &N , BIFERAR |
SEHUEEHERM.

=
BRHTHY EVKMIMXRT595 FRERHRAIBAIASDIOEZOReMMC , MIAESDR, HfERUREMINAFIRITEBIRRAT ,
B EEIXLEER.

7.21 B—IYKOTA

1. BcESBL
B—IETHEE RIS R EIBMERAIE BIGIE , TESBLAMNER | IS BXNFH TIERFIS NIRIE, XMIE TRIOTAR BT
MCU ISP#1T.,
Ai%ESconsfymenuconfig REIHAY Enable single image LHEEIEIN , EABR—IMEER. [T, f£Sconsimenuconfig
ﬁﬁ@iﬁ Enable mcu isp support iﬁlﬂi ' L\/{E}EHMCU |SPIjJﬁgo

MCU-OTA SBLFISFWHFIERT , §51.1.045 , 2021511 H8H
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FOTA

MCU
---> (or empty submenus ----).
Legend: [*] built-in

SBL core
Arrow keys navigate the menu. <Enter> selects submenus

<M> modularizes features. Press <Esc><Esc> to exit, <?> for Help, </> for Search. [ 1 excluded

Highlighted letters are hotkeys.

Pressing <Y> includes, <N> excludes,
<M> module < > module capable

[ 1 Enable ROM to verify sbl
(488) Maximum number of flash sectors per image

(1 Enable single image function}

MCU SBL Flash Map --->

<E > <Help> <SS > < Load >

El40. EHS—IRK

mcu isp support
-> (or empty submenus ----).
Legend: [*] built-in

Arrow keys navigate the menu. <Enter> selects submenus --

<M> modularizes features. Press <Esc><Esc> to exit, <2> for Help, </> for Search. [ ] excluded

Highlighted letters are hotkeys.

Pressing <Y> includes, <N> excludes,
<M> module < > module capable

ﬂ ] Enable mcu isp support|
(5) Set isp timeout by seconds

<Select > JNNNRAN= > <H > <5 > < Load >

BE41. BHmcu ISP

S AI=R

2. BT

.

UARTIEEESZEEY  blhost -p COMx, 115200 — command

USBi&E#EAp S A : blhost -u <vid>,<pid> -- command
FE

HATHRIE  FHSSBLTHEIBRERIRR £, A5, ISUARTEUSBIRIERZEIPC L , FAEFEER.

LERUARTERENZ TIIHRT , H/RERTTL2USBIERIGUARTIROEEEREIPC | 525 EVKEBIEIR/FEE.

MCU-OTA SBLFISFWHFISRES , 551.1.0h% , 20215E1188H
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FOTA

SiifE , ZBEIRERSH. XS, SIRPCAIX connect 85 ( blhostRIX get-property AR SFELIRANIKIG
BIIMEIE ) | BEIRMESHAMCU ISPRI. RIKE  BRIRMSERENSHHET.

fEPCiy , FEETERIREAD o1nost . exe THRBMBI— MRS , AEZXMAR TR , fEBEIRIERRESHREAN

A SiEEEbIhostFIEBEEHR, blhost -u-- get-property 1 0

AN , AL TGS LI TSINEEXAVERE.

iﬁﬂﬂ :blhost -u -- read-memory [address] [size]
@Eﬁ :blhost -u -t [ms] -- flash-eras-region [address] [size]

BN : blhost -u -- write-memory 0x60100000 xxx.bin

=
IRKANEFERX | TEERERNEEEIRINGERT , <IN -t [ms] SEIBIMERTAE), ANSREERAHEKRE , MCU
ISPATRESIREIRE K,
TEER 7 EBAPCiHBIhost EFTBYRATIRIEIDE.

EN Windows PowerShell — O x

get—property 1 0

write—mem

El42. PC_ERYBIhosHE(E

EENBER , BISHIMEENINFslot , AEMASMNGS. SHEHNSIER.

MCU-OTA SBLFISFWHFIERT , §51.1.045 , 2021511 H8H
FPFiER 441127
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FOTA

ader Version 8.0.1
loader chainl ddress : Bx180800
)

er Version 0.0.
ader cf S )»100000
Reset_Handler addr 8
Jumping to the f image
helle world, swap : now app2 1s running.

E43. B—BMRRYEHBE

7.2.2 SDROTA
EXMIEIT |, ERASDREEHRMBIENSE,

$4F EVKMIMXRT1170 , ?BTE}EESD%E,’?E—Ei{%R'I?}ﬁE%gUREV C EVKEEEIR,
1. HESYFSBL
BB —IVSIERFIEEAMCU ISP |, i57ESconsimenuconfig REZER Enable single image function JEIAAN
Enable mcu isp support 1%,
fmIESBLINE FHEHE T HEI B iR,

=
3FF EVKMIMXRT595, EVKMIMXRT685, EVKMIMXRT1170f0EVKMIMXRT1010 , 24~ sbl.bin SZ{RT
MIREHHRRB0x400FF4A.

2. TEE—HE
F—IXMKXSBLEY | BB — M ENFIME THEIBIER EIETER. EAMCUBootUtlity TR app1 . bin TEEIEEER
AYslot1 , slot1AIERIAMIE M flash offset+0x100000 Fl| flash offset+0x200000 , B4 slot K/NAIMB,
F=
WIREBBRAMCU ISPThgE , MigEMCUBootUtility SFIRT,

MCU-OTA SBLFISFWHFIERT , §51.1.045 , 2021511 H8H
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[ w2so -
File Edit View Tools Window Help
Target Setup Secure Boot Type | pEy Unsigned Image Boot ~| | All-ln-One Action }x{
MCU Series: MR - 2
Image Generation Sequence Image Loading Sequence  eFuse Operation Utility  Boot Device Memory
MCU Device: i MXRT 117 v Start/OffsEytE Length (For Read/Wite): [ 02000 | ginFie| [ Causerndss0670| | Browse |
Boot Device: FLEXSPI NOR. -
Rezd Erase Write (Auto Erase) Execute From Start
Boot Device Configuration 3
Device Configuration Data (DCD)
Port Setup
(JUART @ USB-HID
Vendor ID: Ox15A2 o
Product ID: 00073 o
. One Step
Reset device
Device Status View Bootable Image Clear The Screen [sove image/datafileto [ grouse
Fuse BOOT_CFGx ~
- -FleRAM memory- L
og
IOMUXC_GPR-> GPR16 = ---
,,,,,,,, FlexSPl NOR memory--—----- Executing C:\_small_toals\NXP-MCUBootUtility-23.D\tools\blhost2_Twin\blhost -t 5242000 -u Ox15AZ, 00073 j - & Clear
Page Size = 256 Bytes read-memory 805307392 1024 C:\_small_tools\NXP-MCUBootUtility-2.3.0\tools\blhost2_Jwin\vectors
Sector Size = 4 KB MiexspitorCfg.dat 9 Save
Block Size = 64 KB -
v ‘00:00.350 |
El44. TEBRR1Zslot1
\—y— N
3. BT
= . =
*+ HGSDRIBAPC , 74§ app2.pin EHFISDRL,
PN .
s BXHBREGEN newapp.bin,
. —
« BNHSDRABEBABIREER.
S e , — 21
- FiiEeEEERHERRE.
= o s N . -+ . o3 -
« ESDRTHSERE . HHT ‘sys rst.” HIAT , ESDRMEBEEIR EBE | B , BEFRITHIER.
MCU-OTA SBLFISFWHF¥SR , 581.1.0kR , 2021511 858H
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hello sbl.

Bootloader Version 0.0.1

Primary image: magic=unset, copy_done=0x3, image_ok=0x3
Scratch: magic=unset, copy_done=0x@, image_ok=0x3
Boot source: prlmary slot

Swap type:

Bootloader chalnload address offset: 0x100000
Reset Handler address offset: 0x100400

Jumping to the first image slot

sd card ota app task

i1dle ctr 3 sec.

Write 0K flag: off = oxi1fffeo

APP1 1s running

Card 1inserted.

reading. .

new img: 1.2.0

updating..

finished

Start c g 1mage

write magic number offset = ox2fffed

sys rst..

hello sbl.

Bootloader Version 0.0.1

Primary image: magic=good, copy_done=0x3, image_ok=0x1
Scratch: magic=unset, copy done=0x0, image ok=0x3
Boot source: primary slot

Swap type: test

Bootloader chainload address offset: 0x100000
Reset Handler address offset: 0x100400
Jumping to the first image slot

sd card ota app task

idle ctr 3 sec.

Write 0K flag: off = oxifffeo

This 1s APP2

El45. ZmEHBE

fFapp2AEE TG , R THEER EASAERHE. A THIAEHL , app2 AEMZBR BNk,

7.2.3 UROTA
EXFMERT |, ERVRSREFIGIEASE,
1. EBIFSBL

slot1 , slot1FIBRIAMIBRM flash offset+0x100000 Bl flash offset+0x200000 , B slotA/N1MB,
3. BT

BEAR—IRERIIEEAMCU ISP3ZH |,

Enable mcu isp support JEIH,

JRIFSBLINEFHGE THE BirE R,
- B REFNEBRGTHIBRGIT S
ATHERWASBL | iBHE— M IME T HERIRR LIZ/ T, ERMCUBootULility TER app1.bin THEIRERIRAY

o BUREZFIPCE,

MCU-OTA SBLFISFWHFISRES , 551.1.0h% , 20215E1188H

T‘SconsE’JmenuconflgﬁE ﬁHEnable single image function Lﬁlﬁjﬂ]
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* & app2.vin EFIFEIVE,

o 1BbinS{FEEARRRR )Y newapp . bin,

FOTA

« BUESPCLUTF , FIEEIEERIBREEIR L ( FRotgdiEs , INRIZREMNUSBIRO , MISEIEREEIUSBT ) ,

- EEHeRRHERAT.
« BETHGTAE  SATER sys rst. B, BUBRMEBIRIR LB , BN , BRBFHRHNER.

Serial (COM)

Bootloader Version 1.8.0
Remap type: none

The 1mage now 1n SECONDARY_SLOT slot

oader chainload address offset: @x100800

set_Handler add
1ump1ng to the image

hello sfw!
nt image verison: 1.1.2
k enable.
enable.
e 1nsert a card into board.
e plug 1n a u-disk to board.
orage device attached:pid=0x1666vid=0x951 address=1

fatfs mount as logiacal driver 1

reading. .

new img verison: 1.1.4

updating. .

finished

write update type = 0x2

write magic number of = pxffffe
e unplug the u-disk!

hello sbl. )
Bootloader Version 1.8.0
Remap type: test

The 1mage now in PRIMARY_SLOT slot

Bootloader chainload addr
Reset_Handler add
1ump1ng to the image

hello sfw!
Current image verilscn: 1.1.4
k updating k enable.
rd updating enable.
e 1nsert a card into board.
in a u-disk to board.

El46. EMRGIEHBAE

fapp2 BEE TG | IF RN ENSAHRHE. A THIAEHL , app2 BERIZBREREHEK,
7.3 m¥EFOTA
AOEINETIEFOTA,

7.3.1 AWS OTA
ATLAEVKMIMXRT1170 SEG 5 , A TUEFIFAAWS lo TR RIFITIRREF EFHAERMELR. BRISE

MCU-OTA SBLFISFWHFISRES , 551.1.0h% , 20215E1188H

TR,

FFiER

48 /127



BEHESE

FOTA
7.3.1.1 AWS OTARJFIIES:{4
.« BIE—AWSHKF
BIEE—PAWSIHE : https://console.aws.amazon.com/console/home
.« BIE— NI EASIAIHEFERFEETAE
1. BUTE https://console.aws.amazon.com/s3/
2. #%&3F “Create bucket” .
» Account snapshat View Storage Lens dashboard
Buckets (2) c EEa
Buck ontaingr din 55, Learn more [
Q 1 @
E47. SIS
3. BA—MBHEFR.
4. %% "Bucket Versioning” FY "Enable” .
Bucket Versioning
Versioning is a means of keeping multiple variants of an object in the same bucket. You can use versioning to preserve, retrieve, and restore
every version of every object stored in your Amazon S3 bucket. With versioning, you can easily recover from both unintended user actions
and application failures. Learn more [4
Bucket Versioning
Disable
© Enable
E148. t@kRAsiEH
5. HAEIFEFEIARE | REEEeIEm.
. SEOTARRSAE
1. EFF https://console.aws.amazon.com/iam/
2. ESMEET , BF "Roles” ,
Identity and Access
Management (IAM)
Dashboard
~ Access management
User groups
Users
Roles
Policies
Identity providers
Account settings
E49. A&
3. & "Create role” ,
4. £ "Select type of trusted entity” TE , i%E "AWS Service” ,
MCU-OTA SBLFISFWHF#5R , 561.1.0R , 20215E11H8H
49/127
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50. AWSPESS

Create role

Select type of trusted entity

.“i AWS service

EC2, Lambda and others

Web identity

@ Another AWS a
= 9 any

ccoun @
3rd party

Allows AWS services to perform actions on your behalf. Learn more

SAML 2.0 federatiol

T corporate Iy

o

MAWSHRSSFIIZRFiEE 0T,

Common use cases

EC2

Allows EC2 instances to call AWS services on your behalf.

Lambda
Allows Lambda functions to call AWS services on your behalf.

Or select a service 1o view its use cases

AP| Gateway CodeBuild EMR IoT SiteWise RDS
AWS Backup CodeDeploy EMR Containers loT Things Graph Redshift
AWS Chatbot CodeGuru ElastiCache KMS Rekognition
AWS Marketplace CodeStar Nofifications Elastic Beanstalk Kinesis RoboMaker
AWS Support Comprehend Elastic Container Registry  Lake Formation s3
Amplify Config Elastic Container Service Lambda SMS
AppStream 2.0 Connect Elastic Transcoder Lex SNS
AppSyne DMS ElasticLoadBalancing License Manager SWF
Application Auto Scaling Data Lifecycle Manager EventBridge Ma SageMaker
Application Discovery Data Pipeline Forecast Machine Leamning Security Hub
Service
DataBrew ‘GamelLift Macie Service Catalog
Baich
DataSync Global Accelerator Managed Blockchain Step Functions
Braket
Deeplens Glue MediaConvert Storage Gateway
Budgets
g Directory Service Greengrass Migration Hub Systems Manager
Certificate Manager
DynamoDB GuardDuty Network Firewall Textract
Chime
EC2 Health Organizational View ~ OpsWorks Transfer
CloudFormation
EC2 - Fleet Honeycode Personalize Trusted Advisor
CloudHSM
EC2 Auto Scaling 1AM Access Analyzer Purchase Orders VPC
CloudTrail
EC2 Image Builder Inspector aLoe WorkLink
CloudWatch Alarms
EKS loT RAM \iiortdviail
CloudWatch Application
Insights
=]
E51. 10TBRSS
u " Ry
6. £ “Select the use case” T, iF&E#FloT,
Select your use case
toT
Allows [0T lo call AWS se our benall.
10T - Device Defender Audit
Provides AWS IoT Device Defender read access fo 10T and related resources

E52. 10T ( #8xk ) FAfI

IoT - Device Defender Mitigation Actions

7. & "Next” :

8. EIE "Next”
9. & "Next” :
10. MA—MHBBRIEAR , SAGiERE "Create role”

“Permissions”
IlTagSII R

“Review" ,

MCU-OTA SBLFISFWHFISRES , 551.1.0h% , 20215E1188H
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Review

* Required

E53. tliERE

Provide the require

o tags were added

Create role

information below and review his role before you create

Role description | Allows laT to call AWS servic

Trusted entities AWS service: (ot amazonaws.com

Policies ogging (2

Permissions boundary  Permissions boundary is nol set

* FOTARRSS FEIRINOTAERIUR

1. EIAMEEFIETNERERES , MARBNER , RENFIRPIEEE.

Identity and Access
Management (IAM)

El54. ERAE

Description

IoWS 10T 10 C3ll AVVS SEVICES O Your benall,

Trustea entes

AWS service: (01

2. & "Attach policies” .

s > OTARDE

éﬁmmary

Role ARN
Role description

Instance Profile ARNS.

Creation time.

Maximum CLUAP| session duration

- Permissions policies (3 policies applied)

(e

El55. KihNsRRg

Path |

2015-11-08 13,04 CST

1 hour Eat

Permissions  Trustrelationships  Tags  AccessAdvisor  Revoke sessions

Delste role.

© Acd inine policy

Policy type =
AWS managed poicy %

AWS T

3. FEERIET , HIA AmazonFreeRTOSOTAUpdate , MTEAISRERFIZFRFi%E AmazonFreeRTOSOTAUpdate , FFi%kE
“Attach policy” , BIZREEMIINZEIRS A E.

MCU-OTA SBLFISFWHFISRES , 551.1.0h% , 20215E1188H

AFiEm
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Add permissions to OTARole
Attach Permissions

Create policy

Finer poticies -+ A REEESRTOROTADEE

Palicy rame +

EBl56. [l AmazonFreeRTOSOTAUpdate $RHE§

showing 1 result

Type Usedas
R —" ’

« AOTARRS AERIMTFRIIAMR
1. & "Add inline policy” ,

Roies > OTARole

Summary

RTOSCTALpEate Nas been altacned for the OTAROIE

Delate role

Role ARN
Role geseriptian
Instance Profile ARNs.
Fatn

Creation time 2013

Maximum CLUAPI session duration o

Permissions  Trustrelaionships  Tags | Access Advisor  Revoks sessions

+ Permissions policies (4 policies applied)

Policy name =

Policy typs ~

AWS managed palicy

» Permissions boundary (not set)

El57. FINAEXEBEE

© Addintine poiicy

x X X %

2. %R "JSON" #5%5,
3. BT RIENESHF RIS AEF,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"iam:GetRole",
"iam:PassRole"

] r

"Resource": "arn:aws:iam::<your account id>:role/<your role name>"

MCU-OTA SBLFISFWHFISRES , 551.1.0h% , 20215E1188H

AFiEm
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THIRFAAWSIKFIDERHR <your_account id> , FAOTARRSS B EATEREHR <your_role_name>,
4. %&#E "Review policy” .

FOTA

Create policy ° -
Apolicy GENiNes e AWS PEMMISSIONS at you can ASSign 10 2 USEr, OFOUD, Of FOle. YOU CaN Créate and et  policy in the ViSUal eaitor and USIng JSON. Learn more

Vit edior mpar manages potcy

4]
"Version": "2012-18-17",
"Statement™: [
{
}
|
}

/

cancel Review policy

E58. BItsRAS

5. MARIEETR , RIFIEE "Create policy” .

Review policy

Before you create this policy, provide the required information and review this policy

Name~ | i

Summary

Q Fir

Service = Access level Resource Request condition

Allow (1 01 203 services) Show remaining 202

1AM Limited: Read, Write RoleName | string like | OTARole Hane

El59. SUERES

« NOTAIRSBFBEIHRIIETEIIAmazon SR
1. %% "Add inline policy” .

MCU-OTA SBLFISFWHFISRES , 551.1.0h% , 20215E1188H

AFiEm
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Summary Delete role

RoMARN  3mawsam

Instance Profile ARNS 7]

© ndd iniine palicy

» Permissions boundary (not set)

E160. FRINPIBRERES

2. %R "JSON" #5%5,
3. BUTRIBABSEHFrMEISES

{
"Version": "2012-10-17",

"Statement": [

{

"Effect": "Allow",

"Action": [
"s3:ListBucketVersions",
"s3:GetObjectVersion",

"s3:GetObject",

"s3:PutObject"

1,

"Resource": [
"arn:aws:s3:::<example-bucket>/*",
"arn:aws:s3:::<example-bucket>"

LESRERIZ FOTARRSS faBikEXAmazon S3XISAMNIR. 1EHA(RIG <example-bucket> BHR/IIEAIEFR.
4. #EE "Review policy” .
5. MINRERETR , ASIEE "Create policy” .

MCU-OTA SBLFISFWHFIERT , §51.1.045 , 2021511 H8H
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El61. OTARGHIER

Review policy

Before you create Ihis policy. provide the required information and review this policy.

* Required

name: AU

Summary

Q Fie
Service ~ Resource Request condition
Allow (1 of 203 services) Shoy

Limited. Read Wiite Huliple None

/

cancel Previous Create pohcy

. BIE—OTARFSRER

1.

¥JFF https://console.aws.amazon.com/iam/https://console.aws.amazon.com/iam/,

%58 “Add user” ,

2. ESIEgH | %EE "Users” .
3.
4. WINFPR , &## "Programmatic access type” , JA/GIEE “"Next”

“Permissions” .

El62. FnpEA

Add user o 2) (3) (a

Set user details

‘You can add multiple users at once with the same access type and permissions. Leam more
User name®  festota

© Add another user

Select AWS access type
Select how these users will access AWS. Access keys and autogenerated passwords are provided in the last step. Learn more

Access type’ (¢] Programmatic access
Enables an access key ID and secret access key for the AWS API, CLI, SDK, and
other development tools.

AWS Management Console access
Enables a password that allows users to sign-in to the AWS Management Console.

5

© © N o o

J\ila;:g.: uNeth : "TagS" .

K
4

1% “Create user” ,

~e

-

“Next” : "Review” ,

NMIBFE , WNIIERFIERIAMER.

1%64%¥ "Add permissions”

MCU-OTA SBLFISFWHFISRES , 551.1.0h% , 20215E1188H
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m Groups Tags Security credentials Access Advisor
~ Permissions policies (2 policies applied)
E163. FRNNHLER
10. & "Attach existing policies directly” , SAJ51%E#E “Create policy” .
Grant permissions
Use IAM policies to grant permissions. You can assign an existing policy or create a new one.
!&“Add user to group 2 E)zszﬂzezr;w;srsions from E ;trt:;rlwyexisting policies
Create policy h
El64. BUIERAR
1. 1%&4F "JSON" 173& , BLATRIERNESEFIFHEMGEISRIBfIERE T,
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:ListBucket",
"s3:ListAl1MyBuckets",
"s3:CreateBucket",
"s3:PutBucketVersioning",
"s3:GetBucketLocation",
"s3:GetObjectVersion",
"acm:ImportCertificate",
"acm:ListCertificates",
"iot:*",
"iam:ListRoles",
"freertos:ListHardwarePlatforms",
"freertos:DescribeHardwarePlatform"
1,
"Resource": "*"
by
{
"Effect": "Allow",
"Action": [
"s3:GetObject",
"s3:PutObject"
1,
"Resource": "arn:aws:s3:::<example-bucket>/*"
by
{
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::<your-account-id>:role/<role-name>"
}
]
}
MCU-OTA SBLFISFWHF#SE , 561.1.0k% , 2021&E11H8H
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¥ <example-bucket> B HTFEOTAEFTEHEAIAMazon S3HERIEZTR.

FBAWSIKFIDE#E <your-account-id>, AWSIKFIDEJLAEEFIEMA EFFHE]. 2P IDES , MBMEEHIRS (-) .
FeIZHIAMIRS B EIBTRER <role-name>,

12. %% "Review policy” ,
13. MAFHIOTARIFSRIEETR , AASFEE “Create policy” .

Review policy

Name* | OTAUserRolicy

Description

Summary
Q Fine

service v Resource

Aliow (5 of 203 services) Shaw re

* Required

Cancel Previous Create policy

El65. OTAR RS

+ WindowsHJ5eiR &4t
1. OpenSSL

a. &% OpenSSL : https://slproweb.com/products/Win320penSSL.html
b. ENRFINELTEIKE , 50 OpenSSL bin B

Edit environment variable
ﬁ New
C:AOpenSSLbin. Edit
CAMiInGW\bin
CAMinGW\msys\1.0\MinGW Browse...
%USERPROFILE¥\AppData'\Local\Microsoft\WindowsApps
%USERPROFILE%\AppData\Roaming\Pythan'\Python3&\Scripts Delete
Move Up
Move Down
Edit text...
Cancel
El66. OpenSSLELE
HaROpenSSLIK D BLLA s L TR B AR IRFME FAIOpenSSLATHI T4,
MCU-OTA SBLFISFWHFISRES , 551.1.0h% , 20215E1188H
AFiEm
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2. REEAWS CLI
a. ¥ZRBAWS CLISE 1 RIBSRE e A BAE T2 2 hitps://docs.aws.amazon.com/cli/latest/userguide/install-
clivl.html

b. HAZIIAMIZHIE https://console.aws.amazon.com/iam/

c. ESMMERT , EFE "Users” .

Identity and Access
Management (IAM)

+ AWS Account ( )
Dashboard

Groups

Roles
Policies
Identity providers
Account settings
Credential report
Q Searc
Ee7. AF
d. EERIAMAFIKF.,
e. IEERLEIUEH.

—h

ERRERERD |, &R "eIRIGRER" .

9. ZEEMAOHREEY , 1EE TR . KAXIMEET | AEERaNERER Y, REUEBERRGIXEF
IHIEJZHAID © AKIATOSFODNNTEXAMPLE
FEIB/EJZS © wialrXUtnFEMI/KTMDENG/bPXRFiCYEXAMPLEKEY

. ETEEPY , Rifivownload .csvXi, BEPHEFE—N T2, XALIHEES  WEHRERES
Winpa. WEEBRERZELURIFAWSKS , 2BS B b REEH. AEEAFPINERZIMZEEN] , BfFEESR
Bk ERBEAWSEAmazon.com, {HISEARISHNATBAREIIATERH,

>

Create access key

Close

E68. T%; .csv &

i TEGST .cov XHE mE KA . —BERBEER | ZBENEARRIER . LAZRMERZEAEY.
o WTFRER , AWSEERSRIRE AWS CLI ZEAIRRTT.

MCU-OTA SBLFISFWHFIERT , §51.1.045 , 2021511 H8H
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[&+] Command Prompt

E]69. AWS CLI &3

3. BIERBERIED
a. ELEERF , BRLATXACIE—NEA cert_config.txt BN, 15 test_signer@amazon.com BABFH

FEFHBAAIEAL -
[ req ]
prompt = no

distinguished name = my dn

[ my_dn ]

commonName = test signer@amazon.com
[ my exts ]

keyUsage = digitalSignature
extendedKeyUsage = codeSigning

b. {5 openSSL &<$1T , CIFE— 1 ECDSAKIBERAIFAL :

openssl genpkey -algorithm EC -pkeyopt ec paramgen curve:P-256 -pkeyopt
ec_param enc:named curve -outform PEM -out ecdsasigner.key

c. BIEZECDSARBERIES !

openssl req -new -x509 -config cert config.txt -extensions my_exts
-nodes -days 365 -key ecdsasigner.key -out ecdsasigner.crt

BARBERIES. ABMIERHESA "AWSIEREER"

aws acm import-certificate --certificate file://ecdsasigner.crt
--private-key file://ecdsasigner.key

=
ZEan S BRIEBRIARN, SEAFEARN , LUEEEE OTA EififRIVEtER.

E70. SIERUHERIED

o IERGHIEIAWS loT ( AWSHIERR ) BHREES
1. EZRE| https://console.aws.amazon.com/iam/

2. ESIEEF , EFE "Policies” .

MCU-OTA SBLFISFWHFIERT , §51.1.045 , 2021511 H8H
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Identity and Access
Management (IAM)
+ AWS Account ( )
Dashboard
Groups
Users
Roles
Identity providers
Account settings
Credential repnrt
E71. BeR
3. & “Create Policy” .
4. £ "JSON" 1R& L , BLATJSONKREEHIFHHMEEIRIRMmIERR . ZRIBAIFAMBFILEATEIEERERE,
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"signer:*"
] r
"Resource": "*"
}
1
}
5. & "Review policy” ,
6. BWINRESBFRFOMGIA , JARIEE “Create policy” .
reate S e
Review policy
rome RS
El72. OTAZRIHR
7. ESMBEEF , HEE "Users” .
MCU-OTA SBLFISFWHF#5R , 561.1.0R , 20215E11H8H
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8. EIRIAMEFMA,

9. f£ "Permissions” #R& L , %% "Add permissions” .

10. 1%#F “Attach existing policies directly” , FiEREZRICIER “RIBEZFRE" ZHHNEGE,

FOTA

E73. FihNsRES

11. % “Next” : "Review” .
12. %% "Add permissions” ,
* BlE—" "AWS loT Thing”
1. ¥TFF AWS loT ( AWSH#ZEARY ) 3= /g https://console.aws.amazon.com/iot/
==t
HFTFRLET , BT EIZMNuGAE X 252 SSHEAITX,
2. ESIEEH |, %R "Manage” -> “Things” .
3. i%&#E “Create” ,
4. £ "Creating AWS loT things” TQH , i%## “Create a single thing” ,

An loT thing i 3 representation and record of your phyisical device in the loud. Any physical
device needs a thing record In order to work with AWS IoT, Lear more

Register a single AWS loT thing

Bulk register many AWS loT things

Create things in your registry for a large numbes of devices already using AWS IoT, o register [rmp———
devices so they are ready to connect to AWS o,

El74. gliE— N a—p95EY

Creating AWS loT things

5. £ "“Create a thing page” TUHE , £ "Name” FE&T , AZEWHANSZFR , AMyThing, SREEE “Next” .

MCU-OTA SBLFISFWHFISRES , 551.1.0h% , 20215E1188H
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9.

FOTA

CREATE ATHING

Add your device to the thing registry

This step creates an entry in the thing registry and a thing shadow for your device.

Name

Apply a type to this thing

common set of attributes, which describe the identity and capabilities of your device, and a description

Thing Type

B -

Add this thing to a group
Adding your thing to 2 group allows you to manage devices remotely using jobs.

Thing Group

Set searchable thing attributes (optional)
Enter a value for one or more of these attributes so that you can search for your things in the registry.

Attribute key Value

Show thing shadow +

ceneet

E75. SRR

Using a thing type simplifies device management by providing consistent registry data for things that share a type. Types provide things with a

Groups / Create group Change

Clear

£ "Add a certificate for the thing” TAM , 6% "Create certificate” , BIGLER— X 509 EBFIZ4ART,

CREATE A THING

Add a certificate for your thing

A certificate is used to authenticate your device's connection to AWS loT.

One-click certificate creation (recommended)

autherity.

Create with CSR
L Create with CSR
Upload your awn certificate signing request (CSR] based on a private key you own.
okl I
Register your CA certificate and use your own certificates for one o many devices.

Skip certificate and create thing

You will need to add a certificate to your thing later before your device can connect to AWS Create thing without certificate

aT.

El76. SIRED

£ "Certificate created!” TUME , TEHATE , FATH. IEBFRIEBMANNE (CA) .
3R “Download” FH.
53R “Download” LATZEFASE.

10. 3% "Download” FLEFR—MHEIMRA. EERSA 2048(U%HH : WEEMRCA1, ESFTAS—IWR , LEBR

CAIEBRINA. SEFIXNMAFHGEAMEZ—PE7 anazon Root_ca_1.pem KIXIH,

MCU-OTA SBLFISFWHFISRES , 551.1.0h% , 20215E1188H
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RESHMEN GG THOHRFEI THERP. BTEFSNAEFT  BXEASEHITENER. &=

“Activate” LUBIEX.509UE$ , AJGIERE “Attach a policy” .

Download these files and save them in a safe place. Certificates can be retrieved at any time, but the private and public keys cannot be retrieved
atter you dlase this page.

In order to connect a device, you need to download the following:

A certificate for this

c3caff2375.cert.pem Download
thing
A public key CBeAfT2375.public key Download
A peivate key €3cAfI2375 private key Download

You alsa need to downlaad a rout CA for AWS IoT:
A root CA for AWS loTDownload

B77. XHTE

11. #£add a policy for your thinglUH , ¥ef%E "Register Thing” , fEEMMZEYIE , BIBFHMIII—MHAISRERENES L.

. BUEEAWS IoT ( AWSHIELR ) S5B
1. FTFFAWS loT ( AWSHIBAR] ) $=HIE ML : https:/console.aws.amazon.com/iot/o
2. EEINNSHERS , 51 “Secure” |, ¥EIR "Policies” , SARSIER “Create” .

3. £ create a policy THE , £ "Name" ZFE&rh , MINRIEEFR (/40 , MyTotrolicy ) . £ "Action” FERH , A
iot:* , {E "Resource ARN" FE&H , HIN*, BEE "Alow” SiF%iE. CRAFMEEFIREZZIAWSYIER, ENRES

EEf5 , EE "Create” ,

Create a policy

's on ame or more resources (things, topics, topic filters). To learn

reate a policy to define a set of
t 10T palicies o to the AWS

Add statements

nts define the types of actions that can be performed by 3 resaurce Advanced made

Policy stat

El78. CUEEIBRNISRES

o E—1NAWS loTRBRHTINZEI — "Device Certificate” _E

1. ¥TFFAWS loT ( AWSHIBLR ) it E ki : https://console.aws.amazon.com/iot/,
2. EEAIBISIERES , BEE "Secure” |, ARIEE “Certificates” .

3. TECIEAGERIES |, &5 I TREER |, AfFIEEFE "Attach policy”

MCU-OTA SBLFISFWHFISRES , 551.1.0h% , 20215E1188H
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4. #£ "Attach policies to certificate(s)” £ , 15 F— P BEIBRNEBERSIANEIRIE , AAfSEE "Attach” .

Attach policies to certificate(s)

Policies will be attached to the following certificate(s):

Choose one or more policies

myloTPolicy View

DEEREEsE m

E79. MihNloT ( 4EXM ) BIsE

* BIEEMIINEIE L

1. FJFFAWS loT ( AWSHIEAR] ) 354 &SRy : https://console.aws.amazon.com/iot/,

2. EEOHISHERT | %% "Secure” , AfEEHE "Certificates” .

3. TEBUEROIETES , IR, STH—THEEER | 2RISR "Attachthing”

4. 7£ "Attach things to certificate(s)” & , FIREEMAVSEYISSINNSIRIE , ARIEE "Attach”

Attach things to certificate(s)

Things will be attached to the following certificate(s):
L ) |

Choose one or more things

@myThing

PRI

E80. FhNE1

5. ATHWINZSYIREHM L |, EEIEBaISE.

MCU-OTA SBLFISFWHFIERT , §51.1.045 , 2021511 H8H
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& aws o7 Certificates

2a540e234673bd 148

E181. iR EIIFRIER

6. MEIEBINFREEIE  AAOHNSIERS , EF "Things” .

Things

Things myThing

E182. IEIERMIINAYSRY

7. EXIEBEREEWMIIN , FEIEPRAY "Details” IHE , FAABRISAEIET , E=E "Policies” .

myloTPolicy

[E183. ISIERFANAIERAE

7.3.1.2 #&HSBL
ESBLIGBE , N sbl/target/evkmimxrt1170 BHR.

2 FSconsfidmenuconfig RIEFAY Enable single image function BWEUIF] Enable mcu isp support BEIR , LAZEFEER—MRY&

ECAIZEFAMCU ISP3ZHE,
HiFSBLINBFEHEH T HEI B <.
p= 31
1. WISRMERFRIEREH | BIEK sign-rsa2048-pub.c
2. BIEDAPLInkEIHERTS 3k T3k SBLAME S AT BE SRR EE Miash,

7.3.1.3 HHSFW
U TEBASSFW TISH TR S :
1. ’;'EﬁE aws_clientcredential keys.h SZ'ffFo

a. HA sfw/firmware/aws ota/tool B=x.

MCU-OTA SBLFISFWHFISRES , 551.1.0h% , 20215E1188H
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b. {Eﬁﬁb@éﬁ,}ﬂ%ﬁ% , ﬂ-ﬂ: CertificateConfigurator.html,
c. 8BAM 7.3.1.1 TR “Create an AWS loT Thing” Bt TEHY “Certificate and Key” {4, miiGenerate and save

aws_clientcredential keys.h ?ﬁ%ﬂo

FOTA

Certificate Configuration Tool

Amazon FreeRTOS Developer Demos

Provide client certificate and private key PEM files downloaded from the AWS loT Console.

Certificate PEM file:
Choose File | ). ate pem.cit

Private Key PEM file:

Choose File | ). ate pem.key I

@ Generate and save aws_clientcredential_keys h

El84. &FR) aws_clientcredential keys.h

d. 45 sfw/firmware/aws_ota/demos/include/aws clientcredential keys.h EHE/gc ) HIRPARIAISIL,

2. ﬂ%aﬂ[ aws_ota codesigner certificate.h SZFF,,
a. [FEANAYRIESEITIES 7.3.1.1 T "Windows Pre-Requisites” EB5FTEEREY ecdsaigner. crt S,
b. ¥ : stw/ firmware/aws ota/demos/include/aws ota codesigner certificate.h,

c. E4l ecdsaigner.crt PHFFENDS , FELNLE aws_ota codesigner certificate.h SHEFR

signingcredentialSIGNING CERTIFICATE PEM FZH,

=

WTERR , BREESTTERND * , FHESTTRAD 07,

Es85. iEHiER

2

FEM-encoded code signer certificate

Must include the PEM header and footer:

&
Il
Il
&
&
&

W] BEGIN CERTIFICATE----- \n"
"...baseés data...\n"
S -END CERTIFICATE----- \n'";
£ I/'
static const char signingcredentialSIGNING CERTIFICATE FEM[] =
Mem——e BEGIN CERTIFICATE----—- Wn"

"MITBYTCCAQegAwIBAgT JAKCKObThki 1 FMAOGCCOGSMA SBAMCHM M TTA FRGHVEAMM\n™
"GEFsZWphbrRyYSSHAXp t WS AbnhwimilvhTRe Fwlx0TEWMI Malli MzNDJaFwl yMDEW\n™
"Mj TxNiMzNDIaMCMx T TAfBgNVBAMMGE F s ZHphbmRy Y55 HAXpt YW AbnhwLoivbTBZ\n"™
"MEMGEyqGSMA9AgEGCCaGSMA SAWERAN TARGUhEDS ImF1 J3wf 4LY802Vg0alpg98G\n™
"dNC33FWGSTowT4NCS24 8 Jumr D8 SonnnXpu7 7Pt 7Shui 39hC3Vdi 7216 JDRIMASG\n™
"1 UdDwQEAWT HgDATBgNVHSUEDDAKBgg rBgEFBQcDAzAKBggqhkj OPQUDAGNIADEF\n"™
"1 ELr(pNzlaMax4arCPNiWOHYFAQTwIGYZdRLeDrlUol /LOoCIH2U2RE0ZS 9V T réz\n"
"CMLEHR+KWq84 1§ xDUE20gVEIRVVC\n"

ﬁ)\ sfw/target/evkmimxrt1170 B=x.
W env.bat {4,
?Fﬁi)\ scons --menuconfig ﬁu’%ﬂ%ﬁﬂ% evkmimxrtl1170 I*%,

¥ "MCU SFW core”

I T

MCU-OTA SBLFISFWHFISRES , 551.1.0h% , 20215E1188H
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7. ZH Enable sfw standalone xip JGIR , BFAOTA , Fi%&iE "AWS OTAcloud (=) " .
[ 1 Enable sfw standalone xip
[*] Enable OTA
[¥*] oTA from cloud
TA Cloud Select (AWS)
AWS Config --->
[¥] oTA from sdcard
[¥*] oOTA from u-disk
MCU SFW Flash Map --->
MCU SFW metadata header ---»>
[El86. SFWELE
8. J%&#E "AWS Config" (EE ) BN TERIVEERE.
b et MQTT broker DNS name (NEW)
() set IoT Thing name (NEW)
El87. AWSELE
9. BMIAMQTT DNSE#R,
a. ¥TFFAWS loT ( AWSHIEXRY ) $=HIE g : https://console.aws.amazon.com/iot/
b. FESMEEF , ¥EE "Manage — Things” , FEFICRIBIZAIEY.
c. ESHVERT , EFE "Interact” .
This thing already appears to be connected Connect a device
HTTPS
Update your Thing Shadaw using this Rest APl Endpoint. Learn more
] Interact
MQTT
El88. FMRIZEH
d. % “Set MQTT broker DNS name” , £t "Rest API Endpoint” F#hT,
Set MQTT broker DNS name
Please enter a string value. Use the <TAB> key to move from the input
field to the buttons below it.
: .iot.usfeastfl.amazonaws.coml
< 0k > < H >
E189. iR BEMQTT{{IEDNSZ R
e. 1ROKiE
10. BAYIEANEIRIETR,
a. ¥ “SetloT Thing name” , SHEIWIBAMEYIAIRFR , AEFINL.
MCU-OTA SBLFISFWHF#SE , 561.1.0k% , 2021&E11H8H
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Set IoT Thing name
Please enter a string value. Use the <TAB> key to move from the input
field to the buttons below it.
myThing]
< k] < Help >
E190. iR EFMRTR
b. ZOK§E
11. 1%3%¥ MCU SFW Component -> secure
12. Eﬁﬁ mbedtls , ;;F;{:‘\_} mbedtls EEESZ#HI%&jg aws_mbedtls config.h, %Eﬂ"i "OK" °
set mbedtls config file
Please enter a string value. Use the <TAB> key to move from the input
field to the buttons below it.
awsimbedtlsiconfig,hl
k Ok < Help >
E191. {£P] mbeat1s BEESIH
13. REFHRFECE.
Do you wish to save your new configuration?
(Press <ESC><ESC> to continue kernel configuration.)
es > < No >
E92. (RFEE
7.3.1.4 HEBUGH
1. HA sfw/target/evkmimxrt1170 B, XYEE env.bat SZFF,
2. W&, EpkiarTiE.
3=
Epkeilakgec THE |, BSEE2T.
3. ﬁ)\ sfw/target/evkmimxrtl1170/iar §§ , }]-J:F sfw.eww Iﬁ;,
4. EIARTIZH , T Options , EFERMERIMNAL , FIERERIATFHHIE(.
MCU-OTA SBLFISFWHF#SE , 561.1.0k% , 2021&E11H8H
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Options for node "sfw"

Category:

General Options
Static Analysis
Runtime Checking
C/C++ Compiler
Assembler
Custom Build
Build Actions
Linker
Debugger
Simulator
CADL
CMSIS DAP
GDB Server
I-jet
J-Link/J-Trace
T1 Stellaris
Nu-Link
PE micro
ST-LINK
Third-Party Driver
TI MSP-FET
TI XDS

E193. {EPLAER - bin X

Factom Settings

Output

] Generate additional output

Output format:
Raw binary
Qutput file
[ Ovemide default

sfw.bin

Cancel

5. 1£ sfw/firmware/aws ota/main_enet.c MIFHEENHERFRAE.

El94. RFEEFIRA

119
120
121

$define APP VERSION MAJOR 0
#define APP VERSION MINOR 9
$define APP VERSION BUILD 2

6. Rifi "make” (4RIF) I&H , FFRRENBER.
7. WNSRGRIFEMIN , £ sfw/target/evkmimxrt1170/iar/build/iar/Exe M4 pisfw.bin3Zit, 1EIENFBRERANRA

E&H@Wﬁsfw_o 92 .bin, 4%7- sfw 092.bin %,%EIJ sbl/component/secure/mcuboot/scripts Y{#%—Fo
8. 5 npp_vERsION BUILD BUASLMIZRFEH—MNEFHIMESIEF., EHBIbInSXFER R stw_093.01 , FEER

sbl/component/secure/mcuboot/scripts SZF#951:°

=

119 #define APP VERSION MAJOR 0
120 #define APP VERSION MINOR 9
121 ECCISNENAPY VERSION BUILLEE
[E195. #hhRA
9. EATEAIMS , FRSA sfw_092.bin #l sfw_093.bin BYESFRTER , EERGHY stw092.bin Fl s£w093.bin
X4,
python imgtool.py sign --key sign-rsa2048-priv.pem --align 4 --version "0.9.2" --header-size

0x400 --pad-header --slot-size 0x100000 --max-sectors 32 sfw_092.bin sfw092.bin

python imgtool.py sign --key sign-rsa2048-priv.pem --align 4 --version "0.9.3" --header-size
0x400 --pad-header --slot-size 0x100000 --max-sectors 32 sfw 093.bin sfw093.bin

MCU-OTA SBLFISFWHFISRES , 551.1.0h% , 20215E1188H
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7.3.1.5 {SFRIRE S LIEFIZIS3HE
1. {ERAWSEEHIE , FTFFS3IRSS https://console.aws.amazon.com/s3
2. EERZEICIEAIE.
3. miELEfE.
4. HBRY s£w093.bin,
5. miF kg,
7.3.1.6 GUEEOTA{EIL
1. $TFFAWS loT ( AWSHIBER] ) 154 & ML : https://console.aws.amazon.com/iot/
2. ESIEE+ | 1%E "Manage — Jobs”
3. % “Create job”
4. 1%#%E "Create FreeRTOS OTA update job” , SAFI%EE “Next” ,
5. EEBIH , MIAIEALETR , AFIEE "Next” .
OTA job properties .
Job properties
Job name
OTAUpdatelob
Description - optional
» Tags - optional
PR |
E196. SAEILETR
6. fEF25 | IR BIETPOIEN Thing , EF "MQTT” , LIR% “Sign a new file for me”
Devices Info
This OTA update job will send your file securely over MQTT or HTTP to the FreeRTOS-based things and/or the thing groups that you choose
Devices to update
Select the protocol for file transfer
Select the protocol that your device supports.
MQTT
HTTP
File info
Sign and choose your file
Code signing ensures that devices only run code published by trusted authors and that the code hasn't
been changed or corrupted since it was signed. You have three optians for code signing.
Choose a Use my custom
me. previously signed signed file.
file.
E97. ikiFEEY. hFnsTHE
7. £ "Code signing profile” T~ , 1%#%¥ "Create new profile” ,
MCU-OTA SBLFISFWHF}SE ., 551.1.0k% , 20215E1188H
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8. WARBERRENSTR.

a. £ "Device hardware platform” T , i%#%¥ "Windows Simulator” ,

Create a code signing profile

Profile name

myQOTACadeSigning

Enter a unique name without spaces. Valid characters: az, A-Z, 0-8, and _ (underscore)

Device hardware platform

Windows Simulator v

El98. i EHES

b. £ "Code signing certificate” T , 1%#%# "Import new code signing certificate” , EEFHAWS CLISIZEATIEREIE ,
SRIRIERE “Import”

© Import new code signing Select an existing certificate
certificate

Certificates

Certificate body ecdsasigner.crt
= 544 bytes
M Choose file © Uploaded
Certificate private key ecdsasigner.key

- 246 bytes
M Choose file © Uploaded
Certificate chain - optional

M choose file

E199. EHFIEPBFIZA

c. £ "Path name of code signing certificate on device” T , MINENIARIES#Rpath /certificates/authcert.pen ,
SRIG Rt “Create” ,

Path name of code signing certificate on device
This is the name and location of the certificate that your FreeRTOS device firmware uses to perform
OTA image signature verification.

Jcertificates/authcert.pem

Cancel m
E100. IEBRIIEESR

9. £ "File" T, 1%&#¥ "Select an existing file" , AfF1%#E "Browse S3" |, IEREES3IFE HEHT stw093.bin &,

MCU-OTA SBLEISFWEIF3SRS , 551.1.04R . 20215E1188H
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SRR BRIRIE SHEATERKE—E. BUSTEKREIE HERTHEIN M

=

File

Upload a new file.

‘ © Select an existing file.

FOTA

S3 URL
Q s3:// /stw093.bin X ‘ View [4 | ‘ Browse §3 ‘
Format: s3://bucket/prefix/object.
E101. BRYSSTHFiEERE
Path name of file on device
This is the name and location where the file will be stored on the FreeRTOS device
[device/updates
E102. XIHAYEEEE

10. 7£ "Path name of file on device” T , #INEKIME : path/device/updates,

1. 7£ "IAMrole” T , iEFEpiEL B eENAE,

1AM role infa

Role
Chease a role th

E103. EFAE

12. &R “Next” .
13. £ “Job runtype” T, iEiRE—IA,

Job run type

(snapshot)

(continuous)

E104. {EdkiEiTE

Choose how to run this job.

© Your job will complete after deploying to the devices and groups that you chose

Your job will continue to deploy to any devices added to the groups that you chose

14. fEr3TE “"Create job” ZEI , IBiTRFETERR.

7.3.1.7 iBTNAER

1. {8 McuBootUtility TEUGZBIERMMY stw092. bin FEEINR-ERUslot1, slot1 FIBKIARIER flash_offset+0x100000 F|

flash_offset+0x200000 , E/ slotk/NA1MB,

MCU-OTA SBLFISFWHFISRES , 551.1.0h% , 20215E1188H
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Target Setup Secure Boot Type

I e e

Fead Erase.
Boot Device Configurstion

Device Configuration Data (DCD)

Port Seup
UM @ussHD
Vendar I o

Product Il mouT 4

@ o

Reset device

Device Status View Bootable Image Clear The Screen COsave imagerdata file to

Fuse BOOT_CF -

- e

JOMUAC_GPR» GRR
FlexsPl NOR memery

Page Size = 255 Bytes

Sect e

lock Size = 648

\BeisgiblorCg

v 0000450

bihest -+ 5242000

DEV Unsigned image Boot v Alln-One Action
MCY Series: MET "

g G Sequente Imag g Sequence Baot
MCU Device T

t Device Memory

in File:

ColUsers\md 5

2

Execute From Start

AR - A

105. & s£w092 .bin Flslot1

2. I TEMRESME , EtkR. BOBITEIHNARFI0gER MBS

} (DEMD)

1(INIT)

} (DEMD] K type fo

qui
107T]

tate: Waitingfc

El106. R FA#ERFlog

WOTT Library

Tl

eJobloc] Ignoring job wit

3. BT FAfERFRY , FRFRTRIGHMFROTAESHMENER |, B

54 28610 [iot_thread] State: WaitingForJob Received: Queued: 0
Hello worldl.
Hello world2.

worldl.
world2

worldl.
worls

E107. OTAES iElog

Processe

55 29610 [iot_thread] State: WaitingForJob Received: 1 Queued: ® Processed:

510 [iot_thread] State: WaitingForJob Received: 1 Queued: 0 Processed:

Dropped: @

©  Dropped: @

©  Dropped: @

4. AT, OTARIBIEEZEEOTAE, iR[E] “Create OTAjob” & , M5 “Create OTA job" ,

MCU-OTA SBLFISFWHFISRES , 551.1.0h% , 20215E1188H
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OTA job configuration
Job run type
Choose how to run this job.
© Your job will complete after deploying to the devices and groups that you chose
(snapshot)
Your job will continue to deploy to any devices added to the groups that you chose
(continuous)
» Job start rollout configuration - optional
Specify how quickly devices will be notified when a pending job starts
» Job stop configuration - optional
These configurations define when to automatically stop the job. The job stops if  percentage of devices fail the deployment after a
minimum number have deployed. The job cancels if any of the criteria are met after the job starts.
» Job run timeout configuration - optional
Specify how lang the job will run.
E108. BUzE{FIL
5. ILRSOTAFFYA | KB TAIR.
a. MHEmTTA
E0109. FrInX4H&ERlogHE
b. WEIEEANI
E110. WEIZE/M X fHlog
c. NMHEEaE
E111. fREXHERlog
d. BUESUHMRAGE
1 W7
E112. BiShRFESlog
e. BAEHRE
Task] [OTA-HXP] Write update type
E113. EAE#iFElog
MCU-OTA SBLFISFWHFISRES , 551.1.0h% , 20215E1188H
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f. SHREHRIESD

E114. SBYEZHREERlog
9. BUEFHIMESIE | EERE

E115. BUEHIRIE HHlog

h. IE{THTIRESIG

El116. iB{THIRIES {tlog

i Bt

El117.8B#log

j. BAOKIRERL

El118. B\ OKiFxZEfizlog

k. OTABIH

El119. OTAR;Ilog

6. OTARIHIE | R TRR ERISAHRHALBAE RSN  EFATINEBOSEMNH s£vw093.bin XHHIEXI0GER.

MCU-OTA SBLFISFWHFIERT , §51.1.045 , 2021511 H8H
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) 1[DEMO]

NFD ] [INIT
NFO ][DEMO]

El120. FESTERTI0g

mo. Network ty

for the d7 17313 [iot_t

Event

) 1[MQTT]

HOTT Library

7.3.2 [EZ=OTA

RENEIEGER "Aliyun loT"  ( FIEZYIERR ) XHR-REATHIEZOTAEMEHAEER , FHLAEVKMIMXRT1064F57941 ,

IR,

7.3.21

- UHRE

1. ¥JFFHERE @ https://iot.console.aliyun.com/, F—MKF , BERFS |, CIEME=MK,,

(-] Alibaba Cloud

L S
ACCELI:ETE
DIGITALIZATION

ALIBABA CLOUD SUMMIT LIVE!
June 8,2021 | 14:00-17:30 (GMT+8)

LS j’l“li\\\:&_

Sign In

@ Intl - English v

Account:

Password: rgot Password

Homepage

Sign

El121. lPeUEFRE

2. BREINE , BRMERYBNFEEHIRE , mE#EAN “Public Instance”

(RHp)) FE.

MCU-OTA SBLFISFWHFISRES , 551.1.0h% , 20215E1188H
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Value-added Services

loT Platform

ST
Overview 0
Documentation 2

2EREHI

] B > BRI ) E5m )
0 0 0

P& @ Activated

FE

TISEAEAVRSERH)
- RAVREFIRMEEENIhEY, FFasRRE, E
TR SLA (48,

SSESE HRIEN]

E122. [IERYEARIFES

3. A\ “Public Instance”

( ~HsLf5) ) i[5 , /25 “Create Product”

(BUEEF=E ) , £ "New Product”

RENERRISE , BEX N @ER , FRIANEERRITRE— (UIXOTAINEE ) .

(#r=fm ) TUE

€ Public Instance

Devices

Products

Devices

Groups

Jobs

CA Certificate
Rules
Maintenance
Resource Allocation
Link Analytics [

Link Visual

Documentation and Tools

B Feedback

leT Platform Devices Products Create Product

& Create Product(Device TSL)

Create Product Create Product from Device Center

* Product Mame
You must specify a product name
* Category
) Custom Category

® standard Category

* Node Type

4 Directly Connect
L3 ed Device

p Al Gateway sub-dev
B ice

|:¢' z Gateway device

Networking and Data Format

* Network Connection Method

Ethernet b
* Data Type
|CA Standard Data Format (Alink JSON) o

w Checksum Type

» Authentication Mode

More

» Product Description

Cancel

El123. sliE~ R

MCU-OTA SBLFISFWHFISRES , 551.1.0h% , 20215E1188H
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BE124. P38

Select Category

Lnle

Er-mpIEEE | BREMIE R,

& Pibiiknstace loT Platforrn © Products © Create Product
= « Create Product

Products.

@ You have created a product. Now you can:

Devices

Groups ‘* Add Device

- Lo A desice belonga toa prodect 1T . 3 Adesies 1010 Platfore disectly or

s

Add

CA Certicate

Rules v
‘5‘ Create TSL for Product

Maintenance v " ¥ TSL foa et Yo s, e a3 m —
Resource Alocation kL

Link Analytics

Link Visual v
Return to Products

Documentation and Tools

El125. BEINEIE 5

TSL for a peoduct, the devices under this product auk

4. EREEFIMSSH TR . Fas "Add Device” (HINEH ) NIEEERALIREIZEETR.

MCU-OTA SBLFISFWHFISRES , 551.1.0h% , 20215E1188H
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Devices s

Devices

Groups

Jobs

CA Certificate
Rules v
Maintenance v
Resource Allocation v
Link Analytics [4 <
Link Visual ~

Documentation and Tools

126. FFILESE

€ Public Instance loT Platform Devices Devices

Devices

Al
igement
en test v
Aliyun_OTA test DeviceName
sfw_ota_l

smart_washing_machine_1

TESTI

® Activated Devices ® Online

0 0

Enter DeviceName Q| SearchbyDeviceTag v

Product Mode Fype State/Enabled

<2

No data available.

27.8&(ER

Add Device

© Note You do not need to specify DeviceName, If DeviceName is not
specified, Alibaba Cloud will issue a unique identifier under the product
as DeviceName.

Products

DeviceName

ali_test 2|

Alias

Enter an alias.

REMNZEREE | TNER

MCU-OTA SBLFISFWHFISRES , 551.1.0h% , 20215E1188H
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< ali_test 2 e

Products en_test View
ProductKey #IDVFDaRCeT Copy
Device Information  TopicList =~ TSLData | Device Shadow

Device Information

Product Name en test
Node Fype Devices

Alias Edit

Created At May 21, 2021, 103817
Current Status Inactive

Meore Device Information
SDK Language

Module Information

Tag Information £ Edit

Device Tag: No results found.,

E128. i&FiFE

Manage Files

Device Log

ProductKey

DeviceName

1P Address

Activated At

Real-time Delay

Version

DeviceSecret  View

Online Debug ~ Groups | Task

alDVFDaRCET Copy Region China (Shanghai)
ali test 2 Copy Authentication Mode Deviee Secret
Firmware Version
Last Online
Device local log report-

Test Disabled
ing

Module Manufacturer

7.3.2.2 E#HZFIRSDK

1. EEHREZFERE “"Documents and Tools” MIH5TE., EERUTEFRAISKRE , MiERE “Link SDK”  ( $%E
SDK ) Fi%#E “SDK custom” ( SDKiEH] ) ", IREBEW TEFRAISDKIRASE , SAfemh “Start Generation” ( FF48

%RL) | ERIREIRSDK,

IDocument And ToolsI

Documentation

~ Device Connection and Management

IoT Studia

e

'~ The Internet of Things Link SDK

Equipment Access SDK

o @ LinksDK

L= For with TCP/IP Protecol Stack of Equipment Provide Access
Things Platform of Ability

Ali Cloud Intemnet of

e T
LinkVisual | Edge Computin
., -l ] puting
y 2z
4 1 10T network management service [ ] ‘,ID Authentication of loT de
1yl Uk loT Edge SDK ). Link WaN SDK
For Equipment Provide Security Reliable, Low Delay, Low-Cost, Easy to Expand, For Lora Equipment Provide
Weak Network Rely on the Local Calculation service Ability

El129. F&;SDK

Node SDK

MCU-OTA SBLFISFWHFISRES , 551.1.0h% , 20215E1188H
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5DK version
v

* Device 05

FreeRTOS

* Equipment hardware form

® single board system

* Connect to loT platform protocol
MOTT 3.1 v
HTTPS
* Data encryption
@® Ts-ca
TLS-PSK

Nao encryption

* Device authentication scheme
Device key

Dynamic registration
Advanced Capabilities

" sl Thing model

S Device shadow

W1 Bootstrap

A Service
It o Tack
management

El130. FEFISDK

=

MCU + Communication Module

\‘t OTA
-

Device log

> ¢‘ Sub-device

» management

3 Time

Synchronization

[ Device label

Q’ Device

L= diagnostics

2. MRIETHAISDKE , & \LinkspK\external M) ali_ca_cert.c BANKIIBRIEN S, ESHRIMEBFIERZ

—HH , ERRNEPAFES R,
7323 gEMIRREER

1. EEZYBNFERISEIEIN T |, f£7FDeviceName, ProductKeyFIDeviceSecret{Z&.

laT Platform Devices Devices Device Details

<« ali_test 2 i

Products en_test View
ProductKey alDVFDaRCeT Copy
Device Information Topic List TSL Data Device Shadow

Device Information
Product Name en_test

Node Type Devices

B131. =5EE

Manage Files

Device Log

I DeviceSecret

Online Debug Groups

ProductKey

DeviceName

a1DVFDaRCeT Copy

ali test 2 Copy

Task

MCU-OTA SBLFISFWHFISRES , 551.1.0h% , 20215E1188H
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2. ?IF,mUiitIﬁE\ sfw \target \evkbmimxrtlOXX , XREEHH]ZE env.bat , {%ﬁﬁﬁi/v\ scons--menuconfig J‘i’ﬁ%lﬁjiz_zlﬁﬁ ,
BE=EZE , WITE. %product key/device name/product secretSHIEIE A,

cmd - scons --menuconfig

— O X
Bl 1> cmd - scons - |5E'3-"C-’? /D| vu-&li=

MCU-SFW RT1@5@ Configuration
Arrow keys navigate the menu.

submenus ----).

<Enter> selects submenus ---> (or empty

Highlighted letters are hotkeys.
includes, <MN> excludes, <M> modularizes features.

Pressing <Y>
exit, «?> for Help, </> for Search.

Press <Esc><Esc> to
Legend: [*] built-in [ ]

[|  mcu SFW core --->
MCU SFW Component --->

Platform Drivers Config --->

kconfig-mconf.exe*[32]:34316 « 180206[64] 1/1 PRI 80x25 (11,9 25V

A0704 100
El132. Menuconfig

MCU-OTA SBLFISFWFF}ER , 551.1.00% , 2021511 88H
AP
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cmd - scons --menuconfig

- O
Bl -1 cmd - scons - Search ,D| [ ]~

MCU SFW core
Arrow keys navigate the menu.

submenus ----).

<eEnter> selects submenus ---> (or empty

Highlighted letters are hotkeys.
includes, <N> excludes, <M> modularizes features.

Pressing <Y>
exit, <?> for Help, </> for Search.

Press <Esc»><Esc> to
Legend: [*] built-in [ ]

[ 1 Enable sfw standalone xip
[*] Enable OTA
[¥] oTA from cloud
OTA Cloud Select (Aliyun)
LIYUN Config
OTA from sdcard
OTA from u-disk
MCU SFW Flash Map --->
MCU SFW metadata header

--->
—==3

--->

E133. iREME=0TAER

MCU-OTA SBLFISFWFF}ER , 551.1.00% , 2021511 88H
AP
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cmd - scons --menuconfig

Bl 1> cmd - scons -

L=

ALIYUN Config
Arrow keys navigate the menu.

submenus ----).

<Enter> selects submenus ---> (or empty
Highlighted letters are hotkeys.

includes, <N> excludes, <M> modularizes features.

Pressing <Y>
exit, <?> for Help, </> for Search.

Press <Esc><Esc> to
Legend: [*] built-in [ ]

I_1X3jdyVAyF) et product key

(SFW_K 1) set device name
(1fad545317c5c50eeb3512359c2e22e8) Set device secret

kconfig-mconf.

E134. RE=EX

3. ?:I_:HH]ZKEP , ﬁﬁ MCU SFW Component -> secure -> enable mbedtls , #J%mbedtlsﬁaﬁjﬁi&jﬁg
ksdk mbedtls config.h

MCU-OTA SBLFISFWFF}ER , 551.1.00% , 2021511 88H
AP
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cmd - scons --menuconfig

Bl <1> cmd - scons -

X
Search /D|vDV:|__|E

secure

Arrow keys navigate the menu.

<eEnter> selects submenus ---> (or empty
submenus ----).

Highlighted letters are hotkeys. Pressing <Y>
includes, <MN> excludes, <M> modularizes features. Press <Esc»<Esc> to
exit, <?> for Help, </> for Search. Legend: [*] built-in [ ]

[ 1 Encrypted XIP function
[*] enable mbedtls
E(Sdk_mbedtls_config.h)

et mbedtls config file

kconfig-mconf.exe*[3

« 180206[64] 1/1 [+] NUM PRI 80x25 (11,11) 25V 40108 1
E135. igEmbedtIsERE Xt
MCU-OTA SBLFISFWRIF SRS , 551.1.00% , 2021511 88H
FFiER
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cmd - scons --menuconfig

Bl <1> cmd - scons - Search /D| h D = 0=

Set mbedtls config file
Please enter a string value. Use the <TAB> key to move from the input
field to the buttons below it.

ksdk_mbedtls_config.h|

kconfig-mconf.ex 33748 = 180206[64] 1/1 [+] NUMN

El136. ksdk_mbedtls_config.h

REREFHER®S scons —ide=iar R&RiarliE.

7.3.21 {2 cur version , PA[EH{TMiz
1. N stw/target/evkminmxrt1064 B2 , WEHAAEESIHE env . bat
2. BN scons —ide=iar Ap 4 pkiarliH.
=
BEEH 29, LIdRkkeilgkgeciH.,
3. N sfw/target/evkmimxrt1064/iar B2, FJFFsfw.ewwIiH,

4. #N\options , ¥R generate additional output , FFEE “Raw binary” B,

MCU-OTA SBLFISFWHFIERT , §51.1.045 , 2021511 H8H
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Options for node “sfw” X

Category: Factory Settings

General Options

Static Analysis

Runtime Checking
C/C++ Compiler Output
Assembler

Output Converter - Generate additional output

Custom Build

Build Actions Raw b
Linker b flinalhs B

Debugger Output file

Simulator .
[] Ovemde default
CADIL

CMSIS DAP stw_1084_1_0_0|bin
GDB Server

I-jet
J-Link/}-Trace

TI Stellaris
Nu-Link

PE micro

ST-LINK
Third-Party Driver
TI MSP-FET

TI ¥DS

Cancel

B137. X

5. E sfw/firmware/Aliyun ota/fota basic_demo.c I{#*EE%EUH&ZKO 1%7- cur_version iﬁ?ﬂ'] .0.0,

342 | cur_version = "1.0.0"; //%; W A B RTHIRA, 4. 1.0

E138. iREIRF

6. JEbinSUEEN sfw 1064 100.bin , AfGMTE “make” IRHRMFEIIE. bindHHISTE /stw/

target/evkmimxrtl1064/iar/build/iar/Exe BRTER.
7. Hcur_version®A “1.4.0" , FRBLINIAHRERIT stw_1064_140.bin, EKE,
8. BAERAIbINSHFEHZ sbl/component/secure/mcuboot/scripts AFFA,

9. EFATHEAIMSERSAKR stw 1064 100.bin Fl sfw 1064 140.bin LABERMMH, #AfE 1064 ali 100.bin Fl
1064 ali 140.bin FEERK,

python imgtool.py sign --key sign-rsa2048-priv.pem --align 4 --version "1.0.0" --header-size
0x400 --pad-header --slot-size 0x100000 --max-sectors 32 sfw_1064_100.bin 1064 _ali 100.bin
python imgtool.py sign --key sign-rsa2048-priv.pem --align 4 --version "1.4.0" --header-size

0x400 --pad-header --slot-size 0x100000 --max-sectors 32 sfw_1064_140.bin1064_ali 140.bin

7.3.2.2 E=IREIZEOTAES

1. fEE8R) “Maintenance” ( kxfZFiz4E ) BRT , ¥ "OTA Update” ( OTAEEHT) .

MCU-OTA SBLEISFWEIF3SRS , 551.1.04R . 20215E1188H
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€ Public Instance

Devices

Rules

I Maintenance I

Real-time Monitoring

Dashboard

Online Debug

Device Simulation

Device Log

OTA Update

Remote Config

Alert Center

El139. OTAHZ

2. mih "Add Update Package” (iRIIARE ) BHERFIIFRE  BATREER , SFEMA=HER , "Update
package version” ( FREIRA ) F5_EERIbInSHHRIRRAHERINL , ARG =L L&A, WEFERNRE.4.00RES,

MCU-OTA SBLEISFWEIF3SRS , 551.1.04R . 20215E1188H
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E140. ARBER

Add Update Package X

* Types of Update Packages

Differential
Ed

* Update Package Name

sfw_1064_140

* Product

en_test W

* Update Package Module
default b

+ Add Module

* Update Package Version

1.4.0

* Signature Algerithm

MD3 W

* Select Update Package

Re-upload
° 1064 _ali 140bin (266.21 KB) *

* Verify Update Package?
@:‘ Yes Me

Update Package Description

Please enter upgrade package description

01024

w Security Check Service of Update Package

oK Cancel

7.3.2.3 BTZMAER
1. {88 McuBootUtility TEGZRIAERAY 1064 ali 100.bin FEFIERIRAIsIot, slot1IBRARIER

flash_offset+0x100000 %l flash_offset+0x200000 , E/ slotK/N91MB,

MCU-OTA SBLFISFWHFISRES , 551.1.0h% , 20215E1188H
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El141. ERME TR THbinX 4

T NXP MCU Boot Utility v2.3.0 = o X
File Edit View Tools Window Help

Target Setup Secure Bool TYPe  DEy Unsigned Image Boot ~  All-In-One Action X

MCU Series: L MXRT

Image Generation $¥uence Image Loading Sequence ~ eFuse Operation Utifity Boot Device Memery 2
e FMXRT1064 SIP v Start‘Oﬂsu: Byte Length (For Read/Write): | 0x2000 Bin File: I CA\Uscrs\ruef65139\D) | Browae |
Boot Device: FLEXSPI NOR v
Read Erase | Write (Auto Erase) |3 Execute From Start
Boot Device Configuration
Device Configuration Data (DCD)
Port Setup
QUART @ USB-HID
Vendor ID: Ox15A2 -
Product ID: w0073 -
. £ One Step
Reset device

‘Deice Stats View Bootable Image Clear The Screen [ save image/data file to Browse
OCOTP->MISC_CONFO[31:00] = 0xd0 ~

FlexRAM Partion =0000 - 128KB ITCM, Log

128KB DTCM, 256K8 OCRAM

........ FlexSPI NOR memory-------- Executing C:\Users\nxf65135\Desktop\tools\NXP-MCUBootUtiity-2.3 O\tools\blhost2_S\win\blhost -t 5242000-u A Clear
Page Size = 256 Bytes 0x15A2,0x0073 - — write-memary 1830096768 C:\Users\nxf5139\Desktop\tools\NXP-MCUBootUtity-2.3.0gen

\user_file\user.dat &
Sector Size = 4 KB o Save
Block Size = 64 KB
v 100-05.205 N

2. EESISINBAER.

ESBLITA S , HAIER sbl/target/evkmimxrt1064, {ESconsfmenuconfigfiE 2 Enable single image
function JEIIF] Enable mcu isp support GBI , IAERE—ERNHEXFIZAMCU ISP,
RIFSBLIIBHIEH THE BB EiIR,

=
a. WIR(ERFNEREIA , BEMEN sign-rsa2048-pub.c
b. 1EidDAPLInKASHERINAESRIRTESBLINE: , TTRESIEBREENATE,

3. fEELIAREZ, 15TZzIA | WiEH e R R EE.

& "The image now in PRIMARY_SLOT slot” ] “Getting IP address from DHCP" &7 : slot1 IR E R BN,
“IPvaltBil - " R OURRA 0 1.0.0" B7R - MEIERERTY |, PR RIRESRIIRERA1.0.0,

MCU-OTA SBLFISFWHFISRES , 551.1.0h% , 20215E1188H
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hello sbl.
Bootloader Version 0.0.1
Remap type: :

The image now in PRIMARY SLOT slot

Bootloader chainload address offset: 0x100000

Reset Handler address offset: 0x100400

Jumping to the first image slot

hello sfw.

host init done

This example to demonstrate how to use U-Disk to implement ota.

Hello worldl.

This example to demonstrate how to use AliCloud to implement ota.
Initializing PHY...

Hello world2.

This example to demonstrate how to use SD card to implement ota.
Please plug in a u-disk to board.

Hello worldl.

Hello worldl.

Hello worldl.

Getting IP address from DHCP

iiE-L-;_U wuil -;_Li; .

Please insert a card into board.

El142. i517sblIRE

4 1D4B9AAGGE

unknown op
on with server(host='alX3jdyVAyF.io gtt.c nghai.aliyuncs.com', port=[443])
Hello world2
rld1.
to establish tcp, fd=

3] MOTT co success in 264 ms

El143. BEERISE—1 I8

4. EWebRIGIEFHREL, mE "Verify" (WIE) & , EEFEARIRAS | FEFENRARE. TASKRARERE,
EamdE "OK" .

Add Update Package Secure Update All v Enter an update package name Q
Update Package Name Update Package Version Product Module Name Status Created At Actions
sfw_1064_140 (Fu\l} 14.0 en_test default @ Unverified May 21, 2021, 10:56:26
— View | Delete
=] &
El144. ISFOTA

MCU-OTA SBLFISFWHFIERT , §51.1.045 , 2021511 H8H
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El145. WIFARBER

5. EEHEEROTAHE,
TEHE ENREaRERETNER.

MCU-OTA SBLEISFWEIF3SRS , 551.1.04R . 20215E1188H
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[21.888] [LK-0309] pub: /ota/device/upgrade/alX3jdyVAyF/SFW K 1

7B 22 63 6F 64 65 22 3A 22 31 30 30 30 2 ; {"code":"1000","
64 61 74 61 22 3 22 3 69 7A 6! 32 3 data":{"size":27
32 36 30 30 2C 22 64 69 65 73 74 5: 2600, "digestSign
22 3A 22 45 34 45 4F 72 4. : ": "E4AEQOrBmL7wUFk
39 66 ! 62 : 2F 37 51 Ax9fnWgb9530g/70
78 4F 6C 51 31 32 C 4AC 46 45 ¢ dHx01Q121LcznFED
4C 62 58 ! b6 42 4F ! h 30 5! FLbXZ fBOXvvOUwcC j
75 ! 66 7 38 30 : 43 szeuVkTrw808bkvC
71 52 4A 58 6C 2 67 6A 73 36 5¢ 83WgRIX1/mgjsP6T
2 6A 41 51 50 32 2F 2F 45 5. : E3bjAQzP2z//ERg6
4B 3 ; 5 44 58 ¢ 59 5€ 1VkKz 7kpuDXHmYPT
6A 49 32 54 53 42 6! 5 50 71 57kjI2TSBejQwPgn
44 5¢ 56 : 4 2 3: X/ /DYSV+vIxc7/mn2
35 49 69 6B 37 41 42 7 1 qWs5jCIik7ABr31X
67 48 36 5! 53 69 2B 53 50 62 72! zZ4gHBUWS1+SPbrVv
4E 49 31 6C 4F 43 £ 37 59 57 B! J2HNTI1T10CKL7YWU
76 51 ° i 2L 3 72 2F ¢ . ae8v0QXaCbVPsr/0y
1 52 62 3 2 6] PdhZKQRb91bxT8ra
OUCdR77hW9eEmkPG
h/jPW79EP@omS83K
IJTq4VmEKNDrZIiM
qthJEy8TYqrFyYFZ
] dnwycHPNSdAN77gM
5A ! ¢ 55 39 kfZRTONINTLU9xj3
39 79 p. 3 7 3D 3D Hello
| h9yjb+cyw== '
6E 22 3A 22 3! 1 35 63 165 3 1 gn":"52abc02ae7a
63 3! 7l . 1 62 61 3¢ fcddc53b8cf64bad
64 22 2C 22 76 65 72 73 6¢ 2. 6144d", "version"
34 2E 30 22 2C 22 75 72 6C 22 3A 2 :"1.4.0", "urt®:"
D 73 3A 2F ! : : 4 6] https://iotx-ota
2D 6: : 3 i 1 6¢ .05s-cn-shanghai
79 7 3 2E 63 : : .aliyuncs.com/ot
35 64 39 30 1 a/f15d903
37 63 31 66 6 : : 97ea7clbfdab6718d
6B 6 51 33 35 71 36 09/ckoma3m5q0000
34 65 3! 7 38 3 p. ¢ 3aB8ed4e50w88k.bin

WA AAAAMAAMAMAMAMAMAAMAMAMAMAMAMAMAMAMAMLAAMLA

% =) W= BE S RO

FOoO~NTRT RN, W
s R

<
e
<
<
e
<
<
=
<
<
=

(o) QWS

59 69 6C 75 6F 77 4E 58
59 66 6 C 4B 4A 70

75 65

OTA target firmware version: 1.4.8, size: 272600 Bytes
TTTRITOWIT OpCLon
establish tcp connection with server(host='iotx-ota.oss-cn-shanghai.aliyuncs.com', port=[80])
E
ss to establish tcp, fd=1
93197ea7c1bfda6718d09/ckoma3m5q00003a8es|
LTAT4G1TuWwSirnbAzUHfL3e&Signature
1[LK-040B] 0s iotx-ota.oss-cn-shanghai.aliyuncs.com
1[LK-040B ccept: text/html, application/xhtml+xml, application/xml;g=0.9, */*;q=0.8
ge: bytes=0-
tent-Length: 0

70 61 72 61 6D 73 | {"
22 30 22 2C 22 64 | "
| esc":"v}}

E147. BiREHRSF

MCU-OTA SBLFISFWHFIERT , §51.1.045 , 2021511 H8H
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e s s s N S N
THER : TEIEKEHAIIRE , TEEEHA.
download renewal request has been sent s fully
L££.066]) [LA-U4uD] < HITF/1.1 400 Fartial Lontent
¥ 3 <- < Server: Aliyun0SS
< Date: Thu, 021 3:15:46 GMT
< Content-Type: ication/octet-stream
< Content-Length
< Connection: keep-alive
< x-o0ss-request-id: 609C99E21B SE1E89F
< Content-Range: bytes 0-272599/2
= bt -R
<
=< 1
< pe: Normal
< 5693646425570967251
< x-oss-storage-class: Standard
< Content-MD5: UgXAKuevzdxTuMSkukYUTQ==
< x-oss-server-time: 13
[= <
Hello worldl
anw;{oad +2048 bytes
Hello worl
Hello world2
download 1@ 048 bytes
{Za e TOR: T O Cay GEVICE/ ProgTessy aiAs Uy VAYF 7 ST R T
5 2C
74 65 70
22 22 7D 7D
El148. TEiA:
THEETHE TEHHETR , RRSLIREFA.
39,66611LK-09011 digest matched
download 100% done, bytes
[3Y.bbb] [LK-U3UY]| pub: /ota/device/progress/alX3jdyVAyF/SFW K 1
22 70 61 d .
3A 22 31 30 30 22 | s":{"step":
7D 7D | ,"desc":""}}
write update type = 0x4
trite maaic numher affset = AxffffA
Down finished all.SystemReset Now...hello sbl.
Bootloader Version 0.0.1
Remap type: test
The image now in SECONDARY SLOT slot
E149. £EFTEZER
TEETIEIREERRERZ 4.0, ERERMLLE , OTAEE ERISIERT.
ss to establish tcp, fd=0
[16.666] [LK-0313] MQTT connect in 354 ms
AIOT_MQTTEVT_CONNECT
Update done, the last update type: ALI platform
Oxfffeo
b: /ota/device/inform/alX3jdyVAyF/SFW_K 1
| {"id":1, "params
| ":{"version":"1.
| 4,033
B150. i={TRHIEXH
MCU-OTA SBLFISFWHF¥SR , 581.1.0kR , 2021511 858H
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<« |[stw_1064_140 ‘==

Types es  Full

52a5c02ae7afcdde53bacfb4bad6144d Download

Signature Algorith

MD3 Module Name default

Total number of target devices ® Number of target successes ® Number of target failures Number of Canceled Tasks

1 1 0 0

Batch Management  DeviceList ~ Update Package Information

Verify Update Package Batch Update Please enter the batch ID Q

Batch ID Batch type Upgrade policy Status 7 Created At

ZxCmérHXhDqdhe. Verify Update Package Static Update ® Has complete May 21, 2021, 11:10:40 View

E151. [IEZYIEARIF S EROTARIFEL)

7.4 ZTLFOTA
AENEMNITWEER T Z2IhBERIOTARIFHILEER.
7.41 EVKMIMXRTxxxxEESHNZLBINER

AEHANAEREZEENEMEEENimagefIS B, ANERUEVKMIMXRT10608 4886 , XL LB LN AF
Hfthi.MX RTES,

7411 SREAINED
HEHROMLZEEE , EEAMZHEINEE. BIRUTEBEREN].
1. MEFHLEEMCUXpresso Secure Provisioning TE

2. BITXANIER , aEeIRsEnigdd | EIEMIMXRT1060, MIREEFRE— N FAERFIBIIESE | FHEIE—
TEK.
=
FBEERELITFFMCUXpresso Secure Provisioning TR , B—LYEERIMFHEARAEER.

b= T
SFFEVKMIMXRT1010E4 | 3EEMIMXRT1015324E 748,

MCU-OTA SBLFISFWHFIERT , §51.1.045 , 2021511 H8H
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FOTA

B vic
File Target Tools Help

Processor:l MIMXRT1060 IBoctType: Unsigned

ABuild image A Write image @ Keys Management

~ || Boot Device: | flex-spi-nor/IS25LPxoxxA_IS25WPxxxA  ~

Source executable image:

Start address: ‘

O X

Edit | Connection: USB

Browse...

XIP: no

[[]Use custom bootable image path: | bootable images\.bin

Select Processor

~ || Browse...

[JUse custom DCD (binary): &
Series Processor
Use the following keys: LPC555xx O MIMXRT1015
IIF Encryption (B8R User Kaye) RT1050¢ OMIMXRT1020 O MIMXRT1064
RT11xe¢ () MIMXRT1024
RTs00¢ (O MIMXRT1050

To select processor from different family/series: Create New Workspace

oK

Log

El152. SIE— N IER

Browse...

Build Image

3. EIEEEhEEEY “Authenticated” ( HAB) ,

B MCUXpresso Secure Provisioning - C:\Users\nxp96245\secure_provisioning0
File Target Tools Help )

Processor:| MIMXRT1060 | Boot Typel Authenticated (HAB)

ABuildimage A Write image £ Keys Management

Source executable image:

Start address: |

- O x

| ~ || Boot Device: flex-spi-nor/IS25LPxA_IS25WPxoA  ~ | Edit || Connection:| USB

Browse...

XIP: no

[[JUse custom bootable image path: |bootab|e_images\.bin

~ || Browse...

[JUse custom DED (binary):
Use the following keys:

XIF Encrypticn (BEE User Keys)

El153. kiR RaE

Browse...

Build Image

4. 7£ "Keys Management” fEH , i “Generated keys” , ASEIZREFIEEESEH.

MCU-OTA SBLFISFWFF}ER , 551.1.00% , 2021511 88H
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Log

Status of the operation: SUCCESS : New workspace created: C:\Users\nxp®6245\secure_provisiening

E154. 2458 (EVKMIMXRTRT10xx, EVKMIMXRTRT11xx )

FOTA
B MCUXpresso Secure Provisioning - C:\Users\nxp96245\secure_provisioning - m] X
File Target Tools Help
Processor:. MIMXRT1060 ‘ Boot Type: Authenticated (HAB) ~ || Boot Device: flex-spi-nor/IS25LPxxxA_IS25WPxxA  ~
ABuildimage A Write image A Keys Management
Generate Keys X
@ Create new CA (O Use existing CA
Private key Browse...
Certificate Browse...
Key type RSA -~ Key length 2048 ~
Serial mmber | 12345678 Password phrase
Duration [years] Number of keys |4 ~
Generate Close
Missing SRK keys, at least one SRK key is needed for selected boot type Add Keys Generate keys Export Keys Import Keys

5. Hiff “Generate” , OpenSSLAYHIH B REHEREO.

Generating keys (C:\Users\nxp96245\secure_provisioning\gen_scripts\generate_keys win.bat)

e is BE537 (0x010001)

Using configuration from C:inxp \MCUZ_Provi_w3ibin\tecls‘csthcalopenssl. cnf
Check that the request matches the signature

Signature ok

The Subject’ s Distinguished Name is as follows

commonlame (TELSTRING: ING4_1_sha?56_2048_65537_v3_usr’
Certificate is to be certified until 4pr 20 06:08:19 2031 GMT (3650 days)

¥rite out database with 1 new entries
Data Base Updated

El155. LA - B

Close

b

6. {REILAETEXBERTH "keys” 1 “crts” S4RAPIKFNERMIBSIFDED , ¥& "keys” .
M 4FzE4IR] sbl/target/evkminxrt1060/secure 4,
74.1.2 SBLBGHES
BEER— M BEENAENSBLERS , 2RUT -
1. EBRFRRIIEE 4K TIET env. bat

2. J\é?j_' scons --menuconfig ﬁ)\ MCU SBL Core ii B ﬁ% Enable ROM EEE'}EHE’@E sbl

MCU-OTA SBLFISFWHFISRES , 551.1.0h% , 20215E1188H

“crts” F0 "gen_hab_certs”

AFiEm
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3. ﬁ)\iﬁ MCU SBL Component > secure > selected signingmethod, ﬁt?%—fﬂlﬁjﬁﬁﬁ}?ﬁ@%%%ﬂ ' {%ﬁ#j&ﬂj
menuconfig,

FFiER

BEHESE

FOTA

cmd - scons --menuconfig

- O
Bl <1> cmd - scons -

MCU SBL core

Arrow keys navigate the menu.
submenus ----).

<eEnter> selects submenus ---> (or empty
Highlighted letters are hotkeys.

includes, <N> excludes, <M> modularizes features.
exit, «<?>» for Help, </> for Search.

Pressing <Y>

Press <Esc><Esc> to
Legend: [*] built-in [ ] excluded

[['] Enable RoM to verify sbl
(400) Maximum number of flash sectors per image
[ ] Enable single image function

MCU SBL Flash Map --->

MCU SBL metadata header --->

[E1156. IEFAROMEIEIEsbl

kconfig-mconf.exe*[32]:19036

« 180206[64] 1/1 [+] NUM PRI 82x24 (11.9) 25V

MCU-OTA SBLFISFWHFISRES , 551.1.0h% , 20215E1188H
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cmd - scons --menuconfig — O X
Bl <1- cmd - scons - Search PE~H-&H=

Selected signing method
Use the arrow keys to navigate this window or press the
hotkey of the item you wish to select followed by the <SPACE
BAR>. Press <?> for additional information about this

( ) select signature type RSA
elect signature type ROM use
( ) select signature type ECDSA P256

E157. EFEERHN

4. I&{T scons --ide—iar P REMIARTIEN Y , BREIETT scons --ide=mdk5 FLEMKel TFEIH,

5. ECBIRIFIARTIZER . srec #limage , REMEIE. XTFKell T2 , BPaILUBITIEITLA T e SERsrectEzY
ffs:

fromelf.exe --m32combined --output "$LQ@L.srec" "#L"

MCU-OTA SBLFISFWHFIERT , §51.1.045 , 2021511 H8H
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FOTA

Options for node "sbl"

Categon

General Options

Static Analysis

Runtime Checking
C/C++ Compiler

Assembler

Custom Build
Build Actions
Linker
Debugger
Simulator
CADI
CMSIS DAP
GDE Server
T4et
J-ink/J-Trace
TI Stellaris
Mu-Link
PE micra
ST-LINK
Third-Party Driver
TIM5P-FET
TIXDS

Output Converter

El158. EIEXMIFS

Output

Generate additional output

Output format:

Motorola S-records

Output file
[Joverride default

shl.srec

Factony Settings

7413 RiAERimagelH

4R N R imagefIS BT ¢
1. ¥TFFpEEEe s sfw\target\xxxx\board\1ink\MIMXRTXXXX flexspi nor.icf ( LAIARSEIZSESIE M ) |, FHiEhtisEss
XA T™MER

define
define

define
define

symbol m interrupts start
symbol m interrupts end

symbol m text start
symbol m text end

2. fESFWHI— BRI IEIT env.bat

3. HAFEE McU SFW core , ANIEHSEE Enable sfw standalone xip , {%ﬁ#j&ﬂ:‘.menuconfigo

MCU-OTA SBLFISFWHFISRES , 551.1.0h% , 20215E1188H

BOOT FLASH ACT APP + 0x2000;
BOOT FLASH ACT APP + 0x2000 + Ox3FF;

BOOT FLASH ACT APP + 0x2000 + 0x400;
BOOT FLASH CAND APP - 0x1000;

AFiEm
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FOTA

MCU 5FW core

Arrow keys navigate the menu.

submenus ----). Highlighted letters are hotkeys.
includes, <N» excludes, <M> modularizes features.

<Enter> selects submenus ---> (or empty
Pressing <Y>
Press <Esc><Esc> to

+)

exit, <?> for Help, </> for Search. Legend: [*] built-in [ ] excluded
ﬂ ] Enable sfw standalone xip|
[¥] Enable oTA
[¥] OTA from cloud
OTA Cloud select (AWS) --->
[¥] oOTA from sdcard
[¥] oOTA from u-disk
+(

< Exit »

< Help > < Save

a5}
m

El159. RaiksfwiRIiET

4. 1&1T scons --ide=iar REMIARTIEIY , BiEIEIT scons --ide=-mdk5 FERLSFWHIKeill TFEIZ{E,

5. EREGILER . srec #8fimage , SAEHIRTNE.

Options for node “sfw*

Qutput

[] Generate additional output

Qutput format:

Maotorola S-records M
Output file
[[J override default

shw.srec

E160. i —iHHE

Faciory Setings

Cancel

EE
XYFEMEZ AR | BEER— M binaryi&THIN FRER.
7414 1RS5O0COTP (eFuse)
THEHE—MIEIXSRKEHITHREF B AHABXIIER ARG,

=

HEFFRMER , WTFASHAM , RETRGTHABITFHER T,

MCU-OTA SBLFISFWHFISRES , 551.1.0h% , 20215E1188H
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. £ sbl/target/evkmimxrt1060/secure FIREIFHFTFFHIA program_ocotp.bat , SRIE R T Eelftosb, cst, blhostZFHZE

IEHRIZARIRTR

SET "PATH=C:\nxp\MCUX_ Provi_v3\bin\tools\elftosb\win;%PATHS"

SET "PATH=C:\nxp\MCUX Provi v3\bin\tools\sdphost\win;%PATHS"

SET "PATH=C:\nxp\MCUX Provi v3\bin\tools\blhost\win;%PATHS"

SET "PATH=C:\nxp\MCUX Provi v3\bin\tools\cst\mingw32\bin;$PATH%"

. L‘X‘I‘ﬁi&%ﬂ’fﬁﬁéﬁ gen_hab certs jZ'ffF%-FE'\J SRK_fuses.bin SZ#FO

[ . 1 7 3 4 5 & 7 ©8 9 & b o d e f
00000000h: 5D 22 E8 F7 C5 09 46 91 33 00 EO D3 84 92 3A 29
00000010h: 8 65 97 C5 E3 FD D1 46 46 14 CO DD CA OB 8D BB

E161. +7EHRISRKIGH(E

RIFSUEPRIEEFIAZL ( eFuse ) (EISHRSZISoC LAY srr HASH eFuseFER, IXMEHREVTIRLUTIRF (£—=F
(word ) BEIS$E—eFuseZ&R3| ) IZEZISoC eFuses :

f7€8225d, 914609c5, d3e00033, 29329284, c59765a8, 46d1fde3, ddc01446, bb8dObca, iHTEEIEIF IR,
WERAFFAMIA program ocotp.bat XjeFusesH{THRiE , ICISEMRIBMIAFAFH srx_fuses.bin EHSRKAIIGHIE.
FATFXJeFusesi{TimiziImSERABR TMETEIE 7. TEFHNERHE. WTFHEMFES , SRKIgFHERNeFuse OCOTP
R5|TREARE. 1BSERERNEE B EEARLLE.,

blhost.exe -u 0x15A2,0x0073 -j -- efuse-program-once 0x18 f£7e8225d
blhost.exe -u 0x15A2,0x0073 -j -- efuse-program-once 0x19 914609c5
blhost.exe -u 0x15A2,0x0073 -j -- efuse-program-once Oxla d3e00033
blhost.exe -u 0x15A2,0x0073 -j -- efuse-program-once 0xlb 293a9284
blhost.exe -u 0x15A2,0x0073 -j -- efuse-program-once Oxlc c59765a8
blhost.exe -u 0x15A2,0x0073 -j -- efuse-program-once 0xld 46dlfde3
blhost.exe -u 0x15A2,0x0073 -j -- efuse-program-once Oxle ddc01446
blhost.exe -u 0x15A2,0x0073 -j -- efuse-program-once 0x1f bb8d0Obca

ERLAT S BERHABXAEI. EEFMER  FTERBAHABXIIRIFERZSBL image.,

blhost.exe -u 0x15A2,0x0073 -j -- efuse-program-once 0x06 00000002
BT g S efuse-read-once L& FeFusef{H.
blhost.exe -u 0x15A2,0x0073 -j -- efuse-read-once 0x18

BAEEVKMIMXRT1060BB MR ESW7-4FFXETF “H" |, HABTFEELR | REETHIA program_ocotp.batoe

7.41.5 E{FSBLIINARER
B ERIIRISBLIINAERER | BIRBUTEEREE. RAEBEE(I=5RIBimR L.

1.

1Z sbl.srec F sfw.srec EHIF] sbl/target/evkmimxrt1060/secure XAFTH, WIR{FIEFRSATECDSASZAEEY |

i%zﬁﬁﬁ sfw.bin,
{FEHRFEVKMIMXRT1060i# A\ Serial Downloadert&z, , 7iZE#EUSB OTGFIDEBUG USBix[.
TEsconsRIREBIIN cd secure HAEIS{4ESEsecure ™,

1B4T sign_sbl app.bat REMRKESERISBLIINARER. MREERRMBT RN AREFimage , IC8Eimgtool .py
T HERSHIRES.

. BERIA sign_sbl app.pat BEMTETHERISBLIINARER. X MIAREN AERFRImage TEEslot1, dIRZ

BILXITOTATHEE | SBLATEEIS Blslot2 AR FTER , MARE TR TEHE slot1 HAYFERR.

MCU-OTA SBLFISFWHFISRES , 551.1.0h% , 20215E1188H
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6. thi (SW7-3 FF, SW7-4 X ) RIEEREMEL | REEUBER, RETLUELREEIERVET.
W COM12-Tera Term VT
File Edit Setup Control Window Help
Authenticate image from location ex6e1ee8ea. ..
The image now in PRIM
Bx 100008
E162. £LixA®E
7.4.2 EVKMXRTxxxxESHINMZEXIPRENETR
RTHIAEBXIPINERESHMIILE. NERUEVKMIMXRT 106058457941,
7421 SBLEGHS
BERE BN EHSBLEG , LN :
1. BRI Tenv. bat,
2. 1&1F scons --menuconfig , LUHASEE “MCU SBL Core” , i%#¥ “Enable ROM to verify sbl”
MCU-OTA SBLFISFWHF¥SR , 581.1.0kR , 2021511 858H
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FOTA

cmd - scons --menuconfig

Bl <1> cmd - scons -

Search SPE~-W~-&[H=

MCU SBL core
Arrow keys navigate the menu.
submenus ----).

<eEnter> selects submenus ---> (or empty
Highlighted letters are hotkeys.

includes, <N> excludes, <M> modularizes features.
exit, «<?>» for Help, </> for Search.

Pressing <Y>

Press <Esc><Esc> to
Legend: [*] built-in [ ] excluded

ﬂ*] nable ROM to verify sbl

(400) Maximum number of flash sectors per image
[ ] Enable single image function
MCU SBL Flash Map --->

MCU SBL metadata header --->

kconfig-mconf.exe*[32]:19036

« 180206[64] 1/1 [+] NUM PRI

[E1163. ISFAROMRIEIEsbl

HAZEE MCU SBL Component > secure , 8 “Encrypted XIP” IhgE , {(REFHEE menuconfig,

Bl <1>cmd - scons -

cmd - scons --menuconfig

— d X
Search e | - &LH

secure
Arrow keys navigate the menu.

<Enter> selects submenus ---> (or empty
submenus ----).

Highlighted letters are hotkeys.
includes, <N> excludes, <M> modularizes features.
exit, <?> for Help, </> for Search.

Pressing <Y>

Press <Esc><Esc> to
Legend: [*] built-in [ ] excluded

ﬂ*] ncrypted XIP function
[¥] enable mbedtls

(aws_mbedtls config.h) Set mbedtls config file

El164. FERSBLARYERA L TFXHE

1l

4. 51T scons --ide=iar AR RARIARTFESTIE.

FFiER

MCU-OTA SBLFISFWHFISRES , 551.1.0h% , 20215E1188H
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5. BEETFELALERL. srec $§‘EE|’J|mage SREtEInE., T Kel T2 , BIYIE T fromelf.exe --m32combined --output
"S1.eL. srec" AR srectEAYimage,
7422 NEEFRFES
B AT IR AfERrimage , B0 ¢
1. FIFFHEIZRE Y sfw\target \xxxx\board\1ink\MIMXRTXXXX flexspi nor.icf ( LAARPEZRESE M) , XJokizes

ST TMEL,
define symbol m_interrupts_start = BOOT_FLASH ACT_APP + 0x2000;
define symbol m_interrupts_end = BOOT_FLASH ACT_APP + 0x2000 + Ox3FF;

define symbol m text start BOOT FLASH ACT APP + 0x2000 + 0x400;
define symbol m text end = BOOT FLASH CAND APP - 0x1000;

2. EE*/]_'\SFE\SZ{CF%—FE’?T env.bat

,

3. )\7l<$ MCU SFW core, Z_’j %% Enable sfw standalone xip,

4. ﬁ)\i% MCU SFW component > secure , 7'<$ Encrypted XIP function, ?k):'f%r# .‘:I:.'menuconflg,
cmd - scons --menuconfig — | X
Bl <1> cmd - scons - |5~f'5'f'd3' /D|'D':.|_| =

secure
Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty
submenus ----). Highlighted letters are hotkeys. Pressing <y»

includes, <N> excludes, <M> modularizes features. Press <Esc><Esc> to
exit, <?> for Help, </> for Search. Legend: [*] built-in [ ] excluded

ﬂ*] ncrypted XIP function

[¥] enable mbedtls
(aws_mbedtls config.h) Set mbedtls config file

[E165. fESFWrRIS FISEtAFHRTNRE

5. LERISFW ITFZE14,
6. WRMNARREIHFOTA |, IBERE enable _image ( O ZEVARRERE update key context (),
7. ECEIEIN , LAERsrectETAIIME: | SATSHOEIE .

SFFRSASKECDSAR R R, , LB FAEKEHHZE Y | FEAEAbinaryi§TU YRR,

74.2.3 1REKEK (eFuse)
KEK ( INZEZ$RR%SR ) 1E9BEEAYMINZHFASKEZKIB,

MCU-OTA SBLFISFWHFIERT , §51.1.045 , 2021511 H8H
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FEURARNER | RETLARSKEKFefuseZRNBEORMKEK, THEHE—NRAI , WHEAEVKMIMXRT10604R5KEKElefuse SW_GP2 ,
B TEISSFMNE program_ocotp.bat M,

: kek=00112233445566778899%aabbccddeeff

blhost.exe -u 0x15A2,0x0073 -j -- efuse-program-once 0x29 ccddeeff
blhost.exe -u 0x15A2,0x0073 -j -- efuse-program-once 0x2a 8899%aabb
blhost.exe -u 0x15A2,0x0073 -j -- efuse-program-once 0x2b 44556677
blhost.exe -u 0x15A2,0x0073 -j -- efuse-program-once 0x2c 00112233

KEK{EAEVKMIMXRT10108{EVKMIMXRT1170fI0TFADEE, ERRBUN AT RIIFETFEES @ 0xffeeddec, 0xbbaa9988,
0x77665544,0x33221100,

7424 iE{TSBLIIRFBIER
KRBTSR | £SEfNZNSBLAIN FEER.
1. ¥& sbl.srec ] sfw.srec E&FIF sbl/target/evkmimxrt1060/secure 4L,
2. Y848 sign enc_sbl app.bat FFIREKEKFIINZHIX I,
3. {FEVKMIMXRT10604%i# A\ Serial Downloadert&z; , i&E#USB OTGFIDEBUG USBim.
4. JBfT sign_enc_sbl_app.bat REMREEHINEZAISBLAINEREF1.
5. BISIX/ AR E M T 2 T8 SBLAMN 2R,
6. t#% (SW7-3 ON , SW7-4 OFF ) ZIIEEFFMET , IRESWS5-10N , REEMBEKIR, ATAELIREEIN TS,

¥ COM12 - Tera Term VT

File Edit Setup Control Window Help

1

Authenticate image from location ex6e100e00...
The image now in PRIM

(188808

Hello
Hello worldl.

E166. LixAE

7425 NAEFOTARIRHES
BERESEZTMNENFRNBER | SHATIATESER
1. ¥R 7.4.2.2 TSAMASER TFES4.
2. (B GHIEEERE S stw2. srec B sfw2.bin
3. AR sign enc_sfw2.bat , IREKEKFIIIZEXE,

4. 1&17 sign_enc sfw2.bat, N sfw 2 enc.bin EREFERENES.

MCU-OTA SBLISFWHF#ERS , §51.1.06% , 2021£E1158H
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7.4.3 LPC55S69 &R LBIETR
AT HABEXIPINZEEIEEmEE. AERLULPC55S69 ( 1BERA ) BEEE&E A4,

7431 SERZSATED

ESHAROMZ LB , FEEMEHH
1. LEMCUXpresso Secure Provi

MER. BRBRUTSBREREL].
sioning TR,

2. IBTXANIR, RifiFile > New Workspace , AJGIERAMERFLPC55569 , LABIE— PRI T/FX.

FOTA

New Workspace X

Workspace: |C:\Users\nxp96245\secure_lpc55569| Browse
Series Processor
@ LPC555xx (O LPC55504 (O LPC55526
O RT10xx (O LPC55506 (O LPC55528
O RT11xx (O LPC55514 (O LPC555866
) RToox (O LPC55516 @ LPC55569

Create
E167. SiE— TRV TIEX
3. EREENEAYA "Encrypted (PRINCE) and Signed”
. MCUXpresso Secure Provisioning - C:\Users\nxp96245\secure_lpc55s69 - m} X

File Target Tools Help

Source executable image:

Start address:

TrustZone pre-configurati
Use the following keys:

Key source:

SBKEK:

PRINCE Regions

El168. EEiFEaAE

+ Buildimage « Write image + Keys Management

Processor:| LPC55569 ‘Eout Typ4 Encrypted (PRINCE) and Signed ~ |Foot Device: onchip_memory/Internal Flash | Edit |Cunnecticn: UART

‘ C\LocalData\Work\sbl\target\lpc55s69\iar\build\iar\Exe\sbl.bin

V| Browse...

o

XIP: yes

[J Use custom bootable image path: ‘bootable_images\sbl.sb

V| Browse...

on  Enabled (preset) ~
ROT4: IMG4_1

KeyStore

Browse...

Random

7F393C4207EC4864F6663FC54583F5958EA7BIDFDFECDED249DF2304506ABEIC

Random

Build Image

4. 7£ "Keys Management” #ES , 5 “Generated keys” &4 , AEEZEETIEEE S,

MCU-OTA SBLFISFWHFISRES , 551.1.0h% , 20215E1188H
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B ViCUXpresso Secure Provisioning - C:\Users\nxp96245\secure_|pc55569 - [m] X
File Target Tools Help
Processor:| LPC55569 |Boot Type: Encrypted (PRINCE) and Signed VH Boot Device: onchip_memory/internal Flash V‘ Edit |Cunneclion: UART

+ Build image  + Write image v Keys Management

Generate Keys X

Certificate chain Chain RoT + IMG v Keytype RSA v

Serial number ‘SCCSDDDDabababab ‘ Key length

Number of RoT Duration [years]

Add Keys ‘ ‘ Generate keys ‘ ‘ Export Keys ‘ ‘ Import Keys

E169. E7-141 : £REZ4A

5. | "Generate” % , OpenSSLiaH B ~EHEROH,

Generating keys (C:\Users\nxp96245\secure_lpc55s69\gen_scripts\generate_keys win.bat)

e is B5537 (0x010001)

Signature ok

subject=CN = ROT4_sha2b6_2048_f5537_v3_ca
Getting Private key

Generating RS& private key, 2048 bit long modulus
L

e is B5537 (0x010001)

Signature ok

subject=CN = ING4 1_sha256_2048_65537_v3_usr

Getting Ci Private Eey
| v

E170. &EpER4A - BRIN
6. (FAUELIERBER T keys Fl crts S4FEPIREI4RKAZEFHES.

7.4.32 SBLMYSHES
THEAEEEAS)E SBLEGANITE,
1. EBMRSFETIEST env.bat,
2. HANFEB vcU sFW Core > , HER—MRNAEFEZREE |, REFFHEEmenuconfig,

MCU-OTA SBLEISFWEIF3SRS , 551.1.04R . 20215E1188H
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emd - scons --menuconfig - O X

Bl 1> cmd - scons - Search /D| vu-&li=

Selected signing method
Use the arrow keys to navigate this window or press the
hotkey of the item you wish to select followed by the <SPACE
BAR>. Press <?> for additional information about this

( ) select signature type RSA
elect signature type ROM use
( ) select signature type ECDSA P256

BE171. EEFEERHBN

3. I&fT scons --ide=iar AR KARKIARTIESI(E,
4. FIDEtgEbinaryiZs , ERIKBESAMENZBER.
7.4.3.3 RMBEFEGHES

BB TENSRARSZER.
1. ESFW repo FRIBETMRIFF FIZEST env.bat

2. N MCU SFW core , ANAJIESEER Enable sfw standalone xip , {RIEFHIEHmenuconfig,

MCU-OTA SBLFISFWHFISRES , 551.1.0h% , 20215E1188H
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MCU SFW core
Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty
submenus ----). Highlighted letters are hotkeys. Pressing <y>

includes, <N> excludes, <M> modularizes features. Press <Esc><Esc> to
exit, <?> for Help, </> for Search. Legend: [*] built-in [ ] excluded

nable sfw standalone xip
[¥] Enable OTA
[* OTA from sdcard
[*

OTA from u-disk
MCU SFW Flash Map ---»>
MCU SFW metadata header ---»

BE172. REiskfE AsfwERHLAR

3. IRERTERAIRG , ER—NMARTRENM

scons --ide=iar

4. £ Project > Options > Output Converter 1, A%k "Generate additional output” FFi%IE Raw binaryoutput

format,

5. MEEIZTIE,

7434 FERZMWEMZAISBL
AR e {#ER T EMCUXpresso Secure Provisioning Tool (SPT) ¥32F14Ri2iiFAISBLARE:,
1. £ "Build Image” fHE® , £ “Source executable image” EAIEIREISR,
2. £ “Start address” #x&9 , #HAO,
3. £ TrustZone pre-configuration {EFj5E#%E Enabled(present),
4. XF “use the following keys” , {EEIEIE—HZEHE , BI90 roT1: 1MGL 1,
5. BINSBKEKEH “Random” ZfH4R—.

MCU-OTA SBLFISFWHFISRES , 551.1.0h% , 20215E1188H
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. MCUXpresso Secure Provisioning - C:\Users\nxp96245\secure_|pc55569 - O X
File Target Tools Help
Processor: LPC55569 ‘EootType: Encrypted (PRINCE) and Signed ~ | Boot Device: onchip_memory/Internal Flash ~ | Edit ‘Connection: USB
+ Buildimage g\ Writeimage + Keys Management
Source executable image: ||C:\Lﬂ(a|Data\Work\sbI\targst\lp(5556Q\iar\build\iar\Exe\sbl.bin I V‘ Browse...
Start address: || 0x0 I XIP: yes
[ Use custom bootable image path: ~ [bootable_images\sbl.sb ~|| Browse...
TrustZone pre-mnﬁguralionl Enabled (preset) v I Browse...
Use the following keys: ~
Key source: KeyStore
Userkey: Random
SBKEK: OF7C29CA4B5EQ3E37E77F354335590C7FOAD7700586DA7AD25BE33F185EBTEBD I Random I
PRINCE Regions
Build Image
E173. HSERGeESHY
6. BCEPRINCE, fEPRINCEXIHIRESBL imagefIIIERKE. MRAINEimage , IBHITIX—2F. £ "Boot Type” HhidkfF

“Signed” ,

PRINCE Region Configuration X
Region: Region 0 Region 1 Region 2

Erase check: Check erase [ Check erase [ Check erase

Lock: [lLock [Lock Lock not supported
Enable: Enable [ Enable [ Enable

Baseaddr: | Ox0000#### v| |oxo004#### v| |oxoo0s#### v
Start offset: | 0x###00000 ~| | ox###00000 03###00000

End offset: | Ox###0FFFF v|  oxarERF Oxc###1BFFF
Addrrange: 0x00000000-0x0000FFFF  (Ox00000000-0x00000000  Ox00000000-0x00000000

Cancel
E174. igENZEXIE

7. R "Buildimage” 1% , MERENERSBEHEROH.

MCU-OTA SBLFISFWHFISRES , 551.1.0h% , 20215E1188H
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Building image (C:\Users\nxp96245\secure_Ipc55s569\build_image win.bat)

e L Dk o QAL e A o e e L | A G L e
“Cr\Users\nxp96245 secure_lpehhsfoikevs \ ING1_1 sha256 2048 6A53T VS usr_kev. pem - ~
"CivUsersinxpd6245isecure lpcS5sf9tcrts \ROTL _sha?56_2048 65537 w3 _ca_crt. der” -R
Co\Tsersinxp96245isecure_lpeS5s69crtsROT2_sha256_2048 65537 v5_ca_crt. der” -R
“Ci\Usersinxp96245h secure_lpcS5s69hcrts\ROT3_shaZB6_2048_65537_v3_ca_crt. der” -R
“Cr\Users\nxp96245 secure_lpehSsfhcrts \ROT4_shaZB6_2048 65537 _v3_ca_crt. der” -5
Ci\Users\nxp96245 secure_lpcB5sf9hcrtshROT1_shaZ56_2048_ /5537 _v3_ca_crt. der” -5

O\ Tsersinxp96245isecure_lpeS5s69crtst ING1_1_sha256_ 2048 65537 _v3_usr_crt.der” -h
“Ci\Usersinxp96245h secure_lpcB5s69igen_sbirkth. bin®

“Cr\Usersi\nxp96245 secure_lpcehhsfdibootable_imagestshl. bin”

RETH: 122aTfdafc282Tab0741425ffe423235001045ddeT83efialcEi9fl afefToeadf72

“gecurity enabled”

elftosb succeeded

| v

Close

E175. B EIS

8. HRREBIRIREEERT , W T AIRISPIREEREMFANR , EAERFNISPET,
. R "USB" 17& , RIEFMSROISIEZREIUSBEUART , FH SAIERRAVER.

. MCUXpresso Secure Provisioning - C:\Users\nxp96245\secure _Ipc55569 - O X

File Target Tools Help

Processor: LPC55869 | Boot Type: Encrypted (PRINCE) and Signed || Boot Device: onchip_memory/Internal Flash | Edit Cunnecticn

+ Build image + Write image + Keys Management

Bootable Image to be written

Connection X
Use built image
Ouse Connection Status L
Image path: |bootable images\si wse...
= Feature Detected value =
Vendor ID  0x1FC3 "
Additional Input Files Connection oK
Title Path | ProductID  0x0021 Mode ROM BootlLoader
MasterBootimag... gen_sb\mbi_config] @ UART Security PFR not sealed yet

SE.KEK (bin) gEn}»cri|:!t.5\5|3|.<Ek.~ COM port |coM14 | |Key-Store Not enrolled yet

Prince Configurat... gen_sb\prince.json vill be enrolled by the write script during first execution

Baud Rate | 115200 LPC55569 match

Import.

Test Connection Result: I:l

oK Cancel

Image

E176. EEAHEIE

10. R “Use builtimage” HISIEHEMRIES,
1. |5 "Write Image” .

b 3=
A% "Enable security” ( [ERA%RE ) SEESENFHHECMPAXKIE,

MCU-OTA SBLEISFWEIF3SRS , 551.1.04R . 20215E1188H
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3 McUXpresso Secure Provisioning - C:\Users\nxp96245\secure_|pc55s69 - m] bt

File Target Tools Help

Processor:| LPC55569 |BoctType: Encrypted (PRINCE) and Signed | Boot Device:|onchip_memory/Internal Flash ~  Edit | Connection:| USB

+ Build image + Write image + Keys Management

Bootable Image to be written

Use built image

Image path: ‘bootableﬁimages\sbl.sb ~| | Browse...

Additional Input Files

Title Path Description

MasterBootlmag... gen_sb\mbi_config.json Configuration file for generation of Master Boot Image
SBKEK (.bin) gen_scripts\sbkek.bin Key used to sign SB image capsule

Prince Configurat... gen_sb\prince.json PRINCE regions configuration file

Import.

I DEnablese:urity" ¥rite Image I

Bl177. £g¥ESBL image

12. #EELOSEREEimagerUidizE,

Writing Image (C:\Users\nxp96245\secure Ipc55569\write_image win.bat)

], ~
“statuz”: |

“description”: "0 (0x0) Success.”

“walue”: 0

1
blhost succeeded
### Update bootable image using SEZ capsule ###

blhost —t 8000 -p COM14, 115200 —— recelve—sb—file
“Crilsers\nxp96245tsecure_lpchSefdibootable_imagesishl. sh”

Response status = 0 (0x0) Success
blhost succeeded
I v

Close

El178. BAMIK(ER - BN

7435 EBRMRESMAERImage
A LAEIT BootRomAJISPIET RS SFWEDS: , B LUEIT SBLAYISPIRTNRG. HIRIUTESBER— M EBAISFWIRE
1. 45 stw.pin S#IF sbltarget/lpc55s69/secure S,

2. #FB nbi config.json LURBIFHNZSHFIEBIR , BIMMCUXpresso Secure Provisioning Ipc55s69 T/EX S|
keys Fl crts EHXER,

"rootCertificateOFile": "./crts/ROT1_sha256 2048 65537 _v3 ca crt.der",
"rootCertificatelFile": "./crts/ROT2_sha256 2048 65537 _v3 ca crt.der",
"rootCertificate2File": "./crts/ROT3 sha256 2048 65537 v3 ca crt.der",
"rootCertificate3File": "./crts/ROT4_sha256 2048 65537 _v3 ca crt.der",
"mainCertPrivateKeyFile": "./keys/IMGl 1 sha256 2048 65537 v3 usr_key.pem",
"chainCertificateOFile0O": "./crts/ROT1 sha256 2048 65537 v3 ca crt.der",
"chainCertificateOFilel": "./crts/IMGl 1 sha256 2048 65537 _v3 usr_ crt.der"

MCU-OTA SBLEISFWEIF3SRS , 551.1.04R . 20215E1188H
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3. ¥TFF signed enc_sfw.bat , HATIE elftosb ] blhost REIFFAVLIERER,

SET "PATH=C:\nxp\MCUX_ Provi v3\bin\tools\elftosb\win;%PATHS"
SET "PATH=C:\nxp\MCUX_ Provi v3\bin\tools\blhost\win;%PATHS"

= sign _enc_sfw.bat g B IFiEE comipOHECEPRINCE X 1,
fEsconsEHEHN cd secure HANIEFsecure,

1517 sign_enc_sfw.bat RENREBEZHINFHTERimage.

fELPC55S69 EVKFFEIRIFANISPIER,,
TEMYE , ARBENEEMTY , EMNFFAR.

© ©®© N o o b

FOTA

ERERREE  RESREEPRINCENEXE, , ATLMEKEIABISECEPRINCEX—F |, REHES THERRIRE.

T COM14 - Tera Term VT - O X

File Edit Setup Control Window Help
hello sbl.
Bootloader Version
, swap_type=8x8, copy_done=8x2, image_ok
e bad, swap_type=0x@, copy_done=gx2, image_
Boot source: none

Swap type: none
Bootloader chainload addr
Reset_Handler address o
Jumping to the image

hello sfu.
host init done
This example to demonstrate how to use U-Disk to implement ota.
Hello worldl.
Helloc world2.
This example to demonstrate how to use 5D card to implement ota.
Please insert a card into board.
Please plug in a u-disk to board.
Update done, the last update type: U-Disk
g: off = @xd4feod

Hello world2.
Hello worldl.

E179. LigAE

R
I SR PR S R BB Rk T T5T,

7.4.4 EVKMIMXRTxxxEESHEZLBiETR

ABLUMIMXRTE85STE LA EATRHINBBEXIPEZNZNLEE, ATTHERTMIMXRT595SEA,

7.44.1 HpEZ5ATNER

ESHAROMZ2EH , FEEMZRTNED. BREUTSBERE].
1. LEEMCUXpresso Secure ProvisioningTH,
2. IBITIXANIR , R File > New Workspace , AJFIEEAMIEEEMIMXRTE85RBIZE— M LIEX,

MCU-OTA SBLFISFWHFISRES , 551.1.0h% , 20215E1188H
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New Workspace ped
Workspace: |C:\Users\nxp96245\secure_RT685 Browse

Series Processor

) LPC555xx O MIMXRT523S @ MIMXRT685S

) RT10xx O MIMXRT555S

O RT11xx O MIMXRT595S

® RTxoot O MIMXRT633S

Create

E180. BIE— I TIEX

3. i%&E "Boot Type"” J9 “Signed” ,

B McuXpresso Secure Provisioning - C:\Users\nxp96245\secure_RT685 - m} X
File Target Tools Help,

Processor: MIMXRTSBSSI |Boot Type: Signed ~ |Ioot Device:| flex-spi-nor/MX25UM51345G - Port B~ || Edit |Cunnection: USB

ABuildimage A Write image £ Keys Management

Source executable image:

Start address: ‘ ‘

XIP: no

[[JUse custom bootable image path: ‘bootablefimages\.bin v | Browse...

TrustZone pre-configuration | Disabled ~ Browse...
Use the following keys: v
Key source: OTP ~
SBKEK: Random
Build Image
Log

Status of the operation: SUCCESS : New workspace created: C:\Users\nxp®8245\secure_RT6BS

Status of the last operation: SUCCESS : New workspace created: C:\Users\nxp96245\secure RT685

E181. EEiFRaAE

4. 7£ "Keys Management” B , 555 “Generated keys” &4 , AEEZEBETIRESE,

MCU-OTA SBLFISFWHFISRES , 551.1.0h% , 20215E1188H
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®
file Target Took Help
lecessor: MIMXRTE85S ;Bszype! Signed ~ | Boot Device: flex-spi-nor/MX25UM51345G - Port B~ Edit | Connection: USB
ABuild image A Write image & Keys Management
Generate Keys x
| Certificate chain | Chain RoT + IMG v Keytype RSA v
| Serial number  |3cc30000abababab Key length 2048 ~
Number of RoT |4 ~| Duration fyears] [10
Generate Close
iM\ssingﬁDTkeys. at least one ROT key is needed for selected boot type Add KeysI Generate keys IEnpﬂn Keys | Import Keys
et
E1182. AREE4A
5. mis “Generate” #Z#l. OpenSSLEIHSEREHEEROF.
Generating keys (C:\Users\nxp96245\secure_RT685\gen scripts\generate_keys win.bat)
e is BEE3T (0x010001)
Signature ok
subject=CN = ROT4 shaZ256_2043_ #5537 _v3_ca
Getting Private key
Generating R5A private key, 2048 bit long modulus
...... +++++
....................................... +++++
e is BES3T (0x010001)
Signature okl
subject=CN = ING4 1_chaZB6_Z048_A5537_v3_usr
Getting CA Private Eey
E1183. 4EREE5A - BTN
6. {RAILAETAERERM keys Fl crts MRPIREIERAIHRLFNESD, BIXHE "keys” F “crts” SHIRISM4FE
sbl/target/evkmimxrt600/secure,
7.4.42 SBLEGHS
THEEAEESBLEENSE.
1. 1&1T sbl/target/evkmimxrt600 SAFITRAY env.bat,
2. J\éﬁ_' scons —-menuconfig L\)\ﬁ)\ii MCU SBL Core, %E\ﬂ:ﬁ: Enable ROM to verify sbl,
MCU-OTA SBLFISFWHF#5R , 561.1.0R , 20215E11H8H
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3. ﬁ)\iﬁ MCU SBL Component > secure > selected signingmethod , jﬁﬁ—ﬂ]m}ﬁ*E}?E'\Jgg*ﬁu

FFiER

FOTA

Bl <1> cmd - scons -

cmd - scons --menuconfig

MCU SBL core

Arrow keys navigate the menu.
submenus ----).

<Enter> selects submenus ---> (or empty
Highlighted letters are hotkeys.

includes, <N> excludes, <M> modularizes features.
exit, <?> for Help, </> for Search.

Pressing <y»>
Press <Esc><Esc> to
Legend: [*] built-in [ ] excluded

ﬂ*] nable ROM to verify sbl

(400) Maximum number of flash sectors per image
[ 1 Enable single image function

MCU SBL Flash Map --->

MCU SBL metadata header --->

kconfig-mconf.exe*[32]:51996

« 180206[64] 1/1 [+] NUM PRI 82x24

[El184. ISFAROMEIEIEsbl

menuconfig,

KA, (REFFEH

MCU-OTA SBLFISFWHFISRES , 551.1.0h% , 20215E1188H
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cmd - scons --menucenfig - O X

W@l <1> cmd - scons - Search /D| vu-&[H=

Selected signing method
Use the arrow keys to navigate this window or press the
hotkey of the item you wish to select followed by the <SPACE
BAR>. Press <?> for additional information about this

( ) select signature type RSA
elect signature type ROM use
( ) select signature type ECDSA P256

kconfig-mconf.e 210444 206[64] 1/1 [+] NUM PRI 82x24 (32,18). 1428 100

[E185. IEFEERH

4. J&1T scons --ide=iar WS REMIARTIENY , BiEIBIT scons --ide=mdk5 RAERKeil TFE 4.
5. BeEEIL A kbinaryt&Tilimage , AGEETFE.

MCU-OTA SBLFISFWHFIERT , §51.1.045 , 2021511 H8H
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Categary:

General Options
Static Analysis
Runtime Checking
C/C++ Compiler
Assembler
Custom Build
Build Actions
Linker
Debugger
Simulator
CADI
CMSIS DAP
GDE Server
I4et
J-ink/J-Trace
TI Stellaris
Nu-Link
PE micro
ST-LIMK
Third-Party Driver
TIMSP-FET
TIXDS

Output

Generate additional output

~Quiput format

Raw binary

Output file
[Joverride default
sbl.bin

Factory Settings

El186. igEHELHiEt

7443 NAEFRRIGHES
EA RN EREFAAEN G |, BT,

1.
2.

—

JE?E’ sfw/target/evkmimxrt600 I{#;E—FE'\J env.bat,

s A .
17A< scons --menuconfig,

[0

A
~
)\i% MCU SFW core , Z:@J\ﬁiﬁ Enable sfw standalone xip,

Kz

MCU-OTA SBLFISFWHFISRES , 551.1.0h% , 20215E1188H
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4. JFFEIMZFMimage , FHEAZEER MCU SFW component > secure , AIESEEE Encrypted XIP function , SARIREFHEH

FFiER

FOTA

@l 1> cmd - scons -

cmd - scons --menuconfig

MCU 5FW core

Arrow keys navigate the menu.
submenus ----).

<Enter> selects submenus ---> (or empty
Highlighted letters are hotkeys.

includes, <MN> excludes, <M> modularizes features.
exit, «?> for Help, </> for Search.

Pressing <Y>

Press <Esc><Esc> to
Legend: [*] built-in [ ] excluded

ﬂ ] Enable sfw standalone xip|
[¥*] Enable OTA
[¥] oOTA from sdcard
[¥] OTA from u-disk
MCU SFW Flash Map --->
MCU SFW metadata header --->

El187. RAEPIRE1Ts fwiklR

menuconfig,

MCU-OTA SBLFISFWHFISRES , 551.1.0h% , 20215E1188H
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FOTA

cmd - scons --menuconfig — O X

Bl -1 cmd - scons - Search /Dl vu-&[L=

secure

Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty
submenus ----). Highlighted letters are hotkeys. Pressing <vy>
includes, <N> excludes, <M> modularizes features. Press <Esc»<Esc> to
exit, «<?> for Help, </> for Search. Legend: [¥] built-in [ ] excluded

ﬂ*] ncrypted XIP function

[ ] enable mbedtls

E188. IEAsfwHIRIZAFHRINAE

HERESFW TFESAH,
BeEISILA4E R binary image , SATGHIEEINE .

7444 B17SE2AISBLIISFW

BRUTERERSBRISBLIINARER , ARBEIREEIBRLE.

1.

»{% sbl.bin F] sfw.bin Efﬁu@] sbl/target/evkmimxrt600/secure jZ{fF;@:F',

2. KRENISPIEIFF (ISPOFF, ISP13%, ISP23% ) |, ffievkmimxrt600EE FEHRIFH N ISPIET,
3. JE#EERJ5 (LINK USB ) i&EiE— micro USBEIREL,

4.
5

fEsconsIMEFRE AN cd securedE N\ {4 Ssecure,

. JB1T sign_sbl_app.bat REMRLERRISBLANBIER. WMR(IFEEMBTHRANAERImage , TEAE

imgtool.py ALITHENSEIRAS.

BEIA sign sbl app.pat BEMTE THERNSBLIMNARER. X MG AERImage TEE slot1,
MRZBIUHISOTARER: , SBLETRE(I#AMslot2-R IR FRfR S af).

B 7.4.4.6 TXWOTPHEITIRS.
MIRBIEENEIEL | AREMERR. TTAERR FEFIERATE .

MCU-OTA SBLFISFWHFISRES , 551.1.0h% , 20215E1188H
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1 COM24 - Tera Term VT - O K
File Edit Setup Control Window Help
hello sbl.
Bootloader Version 1.8.8
Remap type: none
The image now in PRIMARY_SLOT slot
Bootloader chainload address offset: 8x168606
Reset_Handler address offset: 8x180480
Jumping to the image
hello sfu.
Current image verison: !
Please plug in a u-disk to board.
worldl.
world2.
worldl.
world2.
El189. £ixAE
7445 iE{TINZAISBLIISFW
KRBTSR | £SEfINZNSBLAIN FEER.
1. ¥& sbl.bin M sfw.bin SHIFSHUFIE sbl/target /evkmimxrt600/secure 1,
2. Y848 sign enc_sbl app.bat FFIREKEKFIINZHIX I,
3. $RENISPSIM] (ISPOFF , ISP13% , ISP23% ) {#evkmimxrt600EBEEHRHENISPIE,
4. F&micro USBZ&AHEAZILink USB (J5)89#523kJ5.
5. TEsconsIRE I cd secure AN HFsecure,
6. JE4T sign_enc_sbl_app.bat RAEMBEIERIEEINEAISBLAIR R
7. BIIXANE AR E M T B2 T ESBLAN R,
8. &8 7.4.4.6 BXOTPIHITIRE.
9. UHERIIEENEIMER , REEMFTAIR. TS EEEIIITHE.
MCU-OTA SBLFISFWHF#SE , 561.1.0k% , 2021&E11H8H
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T COM24 - TeraTerm VT

File Edit Setup Control Window Help

hello sbl.
Bootloader Version 1.8.8
Remap type: none

The image now in PRIMARY_SLOT slot

Bootloader chainload address offset: 8x1686666
Reset_Handler address offset: 8x186406
Jumping to the image

El190. LixAE

U-Disk
sD Card
Hello worldl.
Hello world2.
Please plug in a u-disk to board.

hello sfu.

upda

worldl.
world2.
worldl.
world2.

updatlﬁg task

enable,

7446 JRSOTP (eFuse)

TER—IMISRKEHTREHAERREEHMIYRA. HEFAMER , BRALERshadowHFs RN L 2E50.

1. T:E sbl/target/evkmimxrt600/secure EF'?ngU#?T}FHiHZK program ocotp.bat , ?*)—E‘IQEIEUhOStE"J§§E§4§$DEEﬁ

A9comimOl.

SET "PATH=C:\nxp\MCUX Provi v3\bin\tools\blhost\win;$PATH%"
SET com port=COMX, 115200

2. fEEASBLURERIAEHEKRKTIERE (RKTH) .

8b8123193c27489fe835e104bed46187dbc5507c310de41ba69e68d5842deccd

E191. +75#HAIRKTH(E

15. Output the root certificates SHA256 hash (RKTH).
Success.
RKTH:

3. BEHERNRKTHEZEAXRIRFZEIOTP Fusestl, elftosbFZAAIRKTH{ER big-endian ( XinfF ) &80, A TEOTP
FIEMEEIZE | EEFR Mt S efuse-program-once i S RIS N =T IR ARk little-endian ( JNiF ) #&=(. 6140,
1923818b, 9f48273c, 04e135e8, 876104be, 7c¢50c5db, 1be40d31, d5689e46, cOec2ds4,

blhost -p COMx,115200 -t 15000
blhost -p COMx,115200 -t 15000
blhost -p COMx,115200 -t 15000
blhost -p COMx,115200 -t 15000
blhost -p COMx,115200 -t 15000
blhost -p COMx,115200 -t 15000
blhost -p COMx,115200 -t 15000
blhost -p COMx,115200 -t 15000

efuse-program-once
efuse-program-once
efuse-program-once
efuse-program-once
efuse-program-once
efuse-program-once
efuse-program-once
efuse-program-once

0x78 1923818b
0x79 9f48273c
Ox7A 04el135e8
0x7B 876104be
0x7C 7c50c5db
0x7D 1bed40d31
0x7E d5689e46
0x7F cOec2d84

MCU-OTA SBLFISFWHFISRES , 551.1.0h% , 20215E1188H
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R BRI A program_ocotp.batXteFuseift{T4#FE , ICEERBAFNAEEFRRKTHE. BABRT , BF
RefusestRBNMSW IR T, APEEFIRITEE.

4. BRAILMERUTHLER%EE :

blhost -p COMx,115200 -t 15000 -- efuse-program-once 0x60 0x900000
5. AR LUEE S efuse-read-onceigiFeFusedE,
blhost -p COMx,115200 -t 15000 -- efuse-read-once 0x60

6. FSEOTFADHEIZEOTP_MASTER_KEY. OTFAD_SEED efuses ,

7. 1RENISPS D ( ISPOFF,

// program OTP _MASTER KEY
blhost -p COMx, 115200 -t 15000

blhost -p COMx, 115200
blhost -p COMx, 115200
blhost -p COMx, 115200
blhost -p COMx,115200
blhost -p COMx,115200
blhost -p COMx,115200
blhost -p COMx, 115200
// program OTFAD SEED
blhost -p COMx,115200
blhost -p COMx,115200
blhost -p COMx,115200
blhost -p COMx, 115200

// enable OTFAD boot

blhost -p COMx, 115200

// config flash settings
COMx, 115200 -t

blhost -p

ISP1%,

-t 15000
-t 15000
-t 15000
-t 15000
-t 15000
-t 15000
-t 15000

-t 15000
-t 15000
-t 15000
-t 15000

-t 15000

7447 RNAEFROTARIRHES
IRBBLA T BA AT RIS B INEZH R FER.
1. %208 7.4.4.3 BAYAEMEEImage,

. 1{ Eiﬁ%j} sfw2.bin #Eﬁ?] Usbl/target/evkmlmxrt600/secure SZ'ffF;@:F'

efuse-program-once
efuse-program-once
efuse-program-once
efuse-program-once
efuse-program-once
efuse-program-once
efuse-program-once
efuse-program-once

efuse-program-once
efuse-program-once
efuse-program-once
efuse-program-once

-- efuse-program-once

for MIMXRT685-EVK
15000 -- efuse-program-once

2
3. 3TN script sign_enc_sfw2.bat , T EKEKFNINZZ X 15,
4 M sfw_2_enc.bin B HEAZFEAMimage.

J\gh_' sign_enc sfw2.bat ,

0x70 ccddeeff
0x71 8899%aabb
0x72 44556677
0x73 00112233
0x74 0c0d0eOf
0x75 08090a0b
0x76 04050607
0x77 00010203

0x6c 62184d50
0x6d d5ae8d29
Ox6e bfcaf264
0x6f 3a72eb7f

Ox6a 00001000

0x61 314000

ISP23% ) {sEevkmimxrt600FF AHHENISP REIET |

FFimagefi#.

gnf:\_/_ﬂﬂzﬁprogram ocotp.bat,
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