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1 Introduction

This application note introduces the Over-the-Air (OTA) update progress on
i.MX RT1xxx series platform based on the Amazon Web Services (AWS).

The AWS OTA update is implemented via two projects: Secure Bootloader
(SBL) and Secure Firmware (SFW).

The SBL is a secure bootloader for OTA project, and it can guarantee the OTA
trust chain with NXP SoC secure engine.

SFW is designed based on FreeRTOS, NXP SDK, and other functional
modules. SFW can work with SBL to provide a complete secure OTA solution.
It supports OTA via SD card, U-Disk, AWS, or Aliyun cloud. This application
note introduces the OTA via AWS.

2 AWS OTA overview
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The AWS OTA process is as shown in Figure 1. To update a new firmware, perform the following steps:

1. Upload the signed image with new version to S3 bucket.

2. Create an OTA update job. This job notifies RT1170 device that a firmware update is available.

3. The RT1170 device downloads the new image, validates it, and then updates its application code.

Now, the device is updated, the new application code runs until a new update is available, and the device updates the job status

to AWS.
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Figure 1. AWS OTA process diagram

3 AWS configuration

To configure AWS services to make an AWS OTA on i.MX RT1xxx series platform, perform the following steps:
1. Create an IAM role with OTA update, S3, 10T policies, and permissions.
2. Use OpenSSL and AWS CLI commands to create a code signing certificate.
3. Create an AWS loT thing with the code signing certificate.

For detailed configuration process, see Chapter 7.3.1.1 AWS OTA Prerequisites in MCU-OTA SBL and SFW User Guide
(document MCUOTASBLSFWUG ).

4 AWS OTA

SFW can support AWS OTA on i.MX RT1020, RT1050, RT1060, RT1064, and RT1170 platforms. SFW cooperates with SBL to
provide a complete secure OTA solution. SFW connects to AWS via Ethernet. This chapter introduces how to use SBL and SFW
to implement AWS OTA on RT1170-EVK board.

Download SBL and SFW projects from below links:
» SBL: https://github.com/NXPmicro/sbl
» SFW: https://github.com/NXPmicro/sfw

4.1 Preparing the SBL
To download SBL project to the target board, perform the following steps:
1. Enterthe sbl/target/evkmimxrt1170 path and double click the env.bat.

2. Inenv.bat, run the scons --menuconfig command, and the SBL configuration menu is generated, as shown in Figure 2.

AWS OTA Update on i.MX RT Platform, Rev. 0, 6 December 2021
Application Note 2/17



https://www.nxp.com/docs/en/user-guide/MCUOTASBLSFWUG.pdf
https://github.com/NXPmicro/sbl
https://github.com/NXPmicro/sfw

NXP Semiconductors

4.2

AWS OTA

cmd - scons --menuconfig - O X

@l <1> cmd - scons - 'D':ﬁ.\_lz

MCU-SBL RT1170 Configuration
Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty
submenus ----). Highlighted letters are hotkeys. Pressing <y>»
includes, <MN> excludes, <M> modularizes features. Press <Esc><Esc> to
exit, <> for Help, </> for Search. Legend: [*] built-in [ ]

|| mcu sBL core ---»]

MCU SBL Component --->
platform Drivers Config --->

kconfig-mconf.e 321 b « 180206[64] 1/1 A 80x25 ( 25V 50456 100

Figure 2. SBL configuration menu

In the menu, to disable single image mode or MCU ISP support, disable the Enable single image function or Enable
mcu isp support option. After the configuration completes, save and exit the menu.

In the env.bat file, run the scons --ide=iar command to generate sb1.eww |IAR project in the sb1/target/
evkmimxrt1170/iar path.

NOTE
For how to generate a keil or gcc project, see Chapter 2 Quick start in MCU-OTA SBL and SFW User Guide
(document MCUOTASBLSFWUG ).

Compile the SBL project and download it to the RT1170-EVK board.

Configuring the SFW

To download an SFW project to the target board, configure the SFW project based on AWS requirements as below:

1.

Generate the aws_clientcredential keys.h file.
a. Enterthe sfw/firmware/aws ota/tool path.
b. Using a web browser to open the certificateConfigurator.html.

c. Browse to the Certificate and Key files previously created in the Create an AWS loT Thing part. For
details, see Chapter 7.3.1.1 AWS OTA Prerequisites in MCU-OTA SBL and SFW User Guide (document
MCUOTASBLSFWUG ). Click Generate and save aws_clientcredential_keys.h.
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Certificate Configuration Tool

Amazon FreeRTOS Developer Demos

Provide client certificate and private key PEM files downloaded from the AWS loT Console.

Certificate PEM file:

Choose File }..ate_ pem.crt

Private Key PEM file:

Choose File ). ate pem key I

@® Generate and save aws_clientcredential_keys.h

Figure 3. Generating aws_clientcredential_keys.h

d. Replace the sfw/firmware/aws _ota/demos/include/aws clientcredential keys.h with the file generated in
Step c.

2. Modify the aws ota codesigner certificate.h file.

a. Open the ecdsaigner.crt file generated in the Windows Pre-Requisites part using a text editor. For
details, see Chapter 7.3.1.1 AWS OTA Prerequisites in MCU-OTA SBL and SFW User Guide (document
MCUOTASBLSFWUG).

b. Openthe sfw/firmware/aws ota/demos/include/aws ota codesigner certificate.h file.

c. Copy all the contents in ecdsaigner.crt and paste to aws_ota codesigner certificate.hin
the signingcredentialSIGNING CERTIFICATE PEM.

NOTE
Be sure to add " at the begging of a line and \n" on every line break, as shown in Figure 4.

92

4 PEM-encoded code signer certificate

# Must include the PEM header and footer:

A BESIN CERTIFICATE----- \n"
£ r..basefs data...\n"
A -END CERTIFICATE--—--— \o*:
- Ef
static const char signingcredentialSIGNING CERTIFICATE PEM[] =
Mo BEGIN CERTIFICATE--——-- “n"

"MITBYTCCLAQegAwIBAgT JEKCE9bThiri 1 FMEoGCCOGSM4 SBAMCMCMx T T fBgNVBLAMM 1™
"GEF3ZWphbrRyYS5HAXpt THSAbnhwLnlivh T he Fw0x0TEwM ] MxN i MzNDJa Fw0 yMDEW\ "
"M IxNjMzNDTaMCMx I TA FBgNVEAMMGE F s ZHphbrRyY 55 HAXpt YHS AbnhwInNvbIBZ\n"
"MBMGByqE5M4e 9AgEGCCESMASAWEHAD IRBGUghBDS 1l J3wE4LY sQ2Va0alpgsasin”
"ANC3 8FWES TowT 4NC554 8 Jumr DS Sonnn¥pu T TP 7 Shul35hC3Vdi 72167 JDRiMEsSG\n"
" 11 UdDwQEAWI HoDATBgNVHSUE DDAKBgg rBgEFBQc DRz AKBggqhk OPOQDAgN IADBE \ ™
"RiFRrOplz]laMaxdarCPNiWSHYFAQTvIGYZdRLeDrTol / LOoCIHAUZRECZS 9V T réz\n™
"CMLEHR+EWgS41jxDUE20gVE0RVC\L"™

[ J— END CERTIFICATE----- o

Figure 4. Certificate format
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Enter the sfw/target/evkmimxrt1170 path.
Double-click the batch file, env.bat.
In the env.bat, run the scons --menuconfig command to configure the evkmimxrt1170 project.

In the configuration menu, select MCU SFW core, disable the Enable sfw standalone xip option, enable OTA, and select
AWS OTA cloud.

. In the configuration menu, select AWS Config to enter the configuration menu, as shown in Figure 6.

[ ] Enable sfw standalone xip
[#*] Enable OTA
[#] OTA from cloud

TA Cloud Sselect (AWS) --->
AWS Config --->
[*] o©OTA from sdcard
[*] OTA from u-disk
MCU SFW Flash Map ---»>
MCU SFW metadata header --->

Figure 5. SFW configuration

mh et MQTT broker DNS name (NEW)
() Set IoT Thing name (NEW)

Figure 6. AWS configuration

In the AWS Configuration menu, input MQTT DNS name.
a. Open AWS loT console website.

b. In the navigation pane, choose Manage — Things. Select the Thing previously created in the Create an AWS
loT Thing part. For details, see Chapter 7.3.1.1 AWS OTA Prerequisites in MCU-OTA SBL and SFW User Guide
(document MCUOTASBLSFWUG ).

c. In the navigation pane, choose Interact.

myThing

NO TYPE

Actions ~

Connect a device

This thing already appears to be connected

HTTPS

Update your Thing Shadow using this Rest APl Endpoint. Learn more

I Interact

MQTT

Figure 7. Interact of Thing

d. In the AWS Configuration menu, select Set MQTT broker DNS name, copy Rest API Endpoint, as shown in Figure
7, and paste.
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Set MQTT broker DNS name

field to the buttons below it.

Please enter a string value. Use the <TAB> key to move from the input

.iot.us—east—l.amazonaws.coﬂ

Figure 8. MQTT broker DNS name set

e. Select <ok>.

9. In the AWS Configuration menu, input loT Thing name.

a. Select Set loT Thing name, copy loT Thing name, as shown in Figure 7, and paste.

Set IoT Thing name

field to the buttons below it.

Please enter a string value. Use the <TAB> key to move from the input

myThind

< k > < Help >

Figure 9. Thing name set

b. Select <ok>.

10. In the configuration menu, select MCU SFW Component -> secure, select enable mbedtls and modify mbedt1s

configuration file to aws _mbedtls config.h, and then select <ok>.

Set mbedtls config file

field to the buttons below it.

Please enter a string value. Use the <TAB> key to move from the input

aws_mbedtls_config.m

< k > < Help >

Figure 10. Modifying mbedt1s configuration file

11. Exit and save the configurations.

4.3 Preparing image

For AWS OTA, prepare two SFW images: One is for downloading to the target board and the other is uploaded to AWS bucket

for OTA upgrade. After SFW configurations complete, perform the following steps to generate an SFW image:

1. Enter the sfw/target/evkmimxrt1170 path and double click the batch file, env.bat.

2. To generate an iar project, input the scons --ide=iar command.
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To generate a keil or gcc project, see Chapter 2 Quick start in MCU-OTA SBL and SFW User Guide (document
MCUOTASBLSFWUG ).

3. Enter the sfw/target/evkmimxrt1170/iar path and open the sfw.eww project.

4. Go to Options, select Generate additional output, and choose Raw binary.

o
o
o
[1/]

Categony:

General Options
Static Analysis
Runtime Checking
C/C++ Compiler
Assembler
Custom Build
Build Actions
Linkar
Debugger
Simulator
CADI
CMSIS DAP
GDB Server
I-jet
J-Link/J-Trace
TI Stellaris
Nu-Link
PE micro
ST-LINK
Third-Party Driver
TI MSP-FET
TIXDS

Qutput

[/ Generate additional output

Output format:
Raw binary

Output file
[ Ovemde default

sfw.bin

Factory Settings

Figure 11. Modifying to generate .bin file

Cancel

5. Check the application version in the sfw/firmware/aws _ota/main enet.c file.

119
120
121

Figure 12. Application version

$define APP_VERSION_ MAJOR
$define APP VERSION MINOR 9
$define APP VERSION BUILD

6. To start building the application, click the Make button.

7. If the build is successful, the sfw.bin is generated in the sfw/target/evkmimxrt1170/iar/build/iar/Exe folder.
Change its name according to the application version. Move sfw_092.bin to the sbl/component/secure/mcuboot/

scripts folder.

8. To build a newer image for OTA, change the value of app_vErsION BUILD to 3. Rename the new bin file to sfw_093.bin
and also move it to sbl/component/secure/mcuboot/scripts folder.
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NOTE
The image version used for OTA upgrade must be newer than the currently running image version.

119 $¢define APP VERSION MAJOR
120  #define APP VERSION MINOR &

121 el PP VEREETION BUTLI

Figure 13. New version

9. To generate sfw092.bin and sfw093.bin files, sign sfw_092.bin and sfw_093.bin images with RSA by using the
following commands.

python imgtool.py sign --key sign-rsa2048-priv.pem --align 4 --version "0.9.2" --header-size
0x400 --pad-header --slot-size 0x100000 --max-sectors 32 sfw 092.bin sfw092.bin

python imgtool.py sign --key sign-rsa2048-priv.pem --align 4 --version "0.9.3" --header-size
0x400 --pad-header --slot-size 0x100000 --max-sectors 32 sfw 093.bin sfw093.bin

4.4 Uploading new image to S3 bucket

After SFW image is prepared, upload the image with newer version to AWS S3 bucket.
1. Use AWS console to open the S3 service, https://console.aws.amazon.com/s3.
2. Select the bucket previously created in AWS configuration.
3. Click Upload.
4. Drag and drop sfw093.bin.
5. Click Upload.

4.5 Running the application
Before updating the OTA, download the SFW application to the target board.

1. Use the MCUBootUtility tool to download the sfw092.bin generated in Preparing image to the first slot of the board. The
default location of Slot1 is the f1ash offset+0x100000 t0 flash offset+0x200000. The whole slot size is 1 MB.

AWS OTA Update on i.MX RT Platform, Rev. 0, 6 December 2021
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File Edit View Tools

Target Setup

Window Help

Secure BootType | pEy Unsigned Image Boot ~| | All-In-One Action I {

MCU Series: LMXRT ~ 1 2

MCU Device: LMXRT117x > Start / Offse

Image Generation Sequence  Image Loading Sequence ~ Fuse Operation Utility  Boot Device Memory

0x100000 Byte Length (For Read/Wiite): [ pa000 | in it

[ CAUsers\nef55067\D] | Browse |

Boot Device: FLEXSPI NOR %
Read Erase Wiite (Auto Erase) Execute From Start

Boot Device Configuration

2
el

Device Configuration Data (DCD)

Port Setup

QUART @ USB-HID

Vender ID: oxi5A2 v
Praduct ID: 00073 I
. One Step
Reset device

Device Status

Fuse BOOT_CFGx

PageSize = 256 Bytes
Sector Size = 4 KB
Block Size = 64 KB

View Bootzble Image Clear The Screen Hsaveimage/datafileto [ ][ growse

Log

Executing CA\_small_tools\NXP-MCUBootUtility-2.3. . 5242000 -u Bc15A2060073 - — A Clear
read-memory 805307392 1024 C:\_small_tools\NXP-MCUBootUtility-2.3 O\tools\blhost2_Hwin\vectors
flexspiborCfg.dat &

Save
v

v 00:00.2:50 |

Figure 14. Downloading s£w092.bin to Slot1

2. After successfully downloading the image, to start the project, insert the Ethernet cable to the 1 G port (J4) on the
RT1170-EVK board and press the Reset button. The serial terminal prints the application log, as shown in Figure 15.

The serial terminal displays The image now in PRIMARY_SLOT slot and Getting IP address from DHCP..., indicating
that the program in Slot 1 is running successfully. IPv4 Address: 192.168.8.106 and OTA demo version 0.9.2 indicate the
successful network connection and the version of the current application.
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implement ota.

type for the d7 17347 [iot_thread {F0 ] [MOTT] MOTT library

Taskl [prvPar

Figure 15. Application log

3. When running the application, wait until the OTA State Ready message is shown on the serial terminal, as shown in Figure

16. This message means that the OTA agent is ready and is waiting for an OTA job.

54 28610 [iot_thread] State: WaitingForJob Received: 1 Queued: ® Processed: © Dropped: 0
Hello worldl.
Hello world2.
55 29610 [iot thread] State: WaitingForJob Received: 1 Queued: ® Processed: © Dropped: 0
Hello worldl.

Hello world2.

56 30610 [iot thread] State: WaitingForJob Received: 1 Queued: © Processed: © Dropped: 0
Hello worldl.
Hello world2,

Figure 16. OTA ready log

Now, the whole preparation is complete and the AWS OTA update job is started to implement OTA process.

4.6 OTA update process

To implement the OTA process via AWS OTA, perform the following steps to create a job.

1.

2
3
4.
5

Open the AWS loT console website.

In the navigation pane, choose Manage -> Jobs.

Select Create job.

Choose Create FreeRTOS OTA update job and then click Next.

Input Job name and then click Next.

AWS OTA Update on i.MX RT Platform, Rev. 0, 6 December 2021
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OTA job properties i
Job properties
Job name
Enter a unique name without spaces. Valid characters: a-z, A-Z, 0-9, - (hyphen), and _ (underscore)
Description - optional
4
» Tags - optional
Cancel
Figure 17. Inputting job name
6. Choose Thing created in AWS configuration. Then, choose MQTT and Sign a new file for me.
Devices info
This OTA update job will send your file securely over MQTT or HTTP to the FreeRTOS-based things and/or the thing groups that you choose.
Devices to update
v
Select the protocol for file transfer
ele g protocol that your device supports.
HTTP
File info
Sign and choose your file
Code signing ensures that devices only run code published by trusted authors and that the code hasn't
been changed or corrupted since it was signed. You have three options for code signing.
© Sign a new file for Choose a Use my custom
me. previously signed signed file.
file.
Figure 18. Selecting Thing, protocol and file
7. Under Code signing profile, choose Create new profile.
8. Enter a name for the code-signing profile.
a. Under Device hardware platform, choose Windows Simulator.
AWS OTA Update on i.MX RT Platform, Rev. 0, 6 December 2021
Application Note 11/17



NXP Semiconductors

AWS OTA

Create a code signing profile

Profile name

myOTACodeSigning

Enter a unique name without spaces. Valid characters: a-z, A-Z, 0-9, and _ (underscore)

Device hardware platform

Windows Simulator v

Figure 19. Device hardware platform

b. Under Code signing certificate, choose Import new code signing certificate, browse for the certificate files created

with AWS CLI in AWS configuration, and then choose Import.

Create a code signing profile

Code signing certificate

AWS Certificate Manager (ACM) handles the complexity of creating, managing, or importing SSL/TLS
certificates. You can use ACM to create an ACM Certificate or import a third-party certificate that you
use for signing. You must have a certificate to sign code.

© Import new code signing Select an existing certificate

certificate

Certificates

Certificate body

[t] Choose file

Certificate private key

[t] Choose file

Certificate chain - optional

[t] Choose file

Import

Figure 20. Selecting certificate and key

c. Under Pathname of code signing certificate on device, type the default path/certificates/authcert.pem, and

then click Create.

Path name of code signing certificate on device
This is the name and location of the certificate that your FreeRTOS device firmware uses to perform
OTA image signature \Erlﬁcati:.n.

Jcertificates/authcert.pem

Figure 21. Pathname of certificate

N

Cancel

9. Under File, choose Select an existing file. Then, choose Browse S3 and select s£w093.bin file previously uploaded in S3.
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NOTE
Make sure that the region is the correct one where the bucket is located. Otherwise, the uploaded binary can't
be found.
File
Upload a new file. ‘ |_O Select an existing ﬁle.l ‘
S3 URL
Q| s3:// /sfw093.bin X l View [ ‘ l Browse S3 ‘
Format: s3://bucket/prefix/object.
Figure 22. Selecting image
10. Under Pathname of file on device, type the default path /device/updates.
Path name of file on device
This is the name and location where the file will be stored on the FreeRTOS device.
/device/updates
Figure 23. Pathname of file
11. Under IAM role, choose the role created in AWS configuration.
IAM role info
Role
Choose a role that grants AWS loT access to 53, AWS loT jobs, and AWS Code signing resources.
v
Figure 24. Selecting a role
12. Choose Next.
13. Under Job run type, choose the first item and then click Create job.
AWS OTA Update on i.MX RT Platform, Rev. 0, 6 December 2021
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OTA job configuration .

Job run type

Choose how to run this job

© VYour job will complete after deploying to the devices and groups that you chose
(snapshot)
Your job will continue to deploy to any devices added to the groups that you chose
(continuous)

» Job start rollout configuration - optional

Specify how quickly devices will be notified when a pending job starts.

» Job stop configuration - optional

These configurations define when to automatically stop the job. The job stops if a percentage of devices fail the deployment after a
minimum number have deployed. The job cancels if any of the criteria are met after the job starts.

» Job run timeout configuration - optional

Specify how long the job will run.

Cancel Create job

Figure 25. Job run type

14. The OTA process starts and the serial terminal outputs are shown as below.

a. Transfer the file.

2]

certificates/authc y c 8 ] s yHodel] Extracted p

Figure 26. Start file transfer log

b. Receive the whole file.

ock of file.

timer.

Figure 27. Received whole file log

c. Check the file signature.

2 [OTA Agent Task] [OTA-NXP] CloseFile

7 [OTA Agent Task] [OTA-NXP] CheckFileSignature

Figure 28. File signature check log

d. Check the image version.
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omplete and signature is valid.
T

Task] [pr 3
ent Task] [prvUpdate] tt] *:"IN_PROGRESS", "statusDetails"2271 157645 [0 (MOTT co
[INF 1[MOTT] 0/ ol 0 UBLISH operatic 62Hello worldl.

Figure 29. Image version check log

e. Write the update type.

2282 158200 [OTA Agent Task] [OTA-NXP] Write update type

write update type = 0x3

Figure 30. Write update type log

f. Write the image trailer.

2283 158208 [OTA Agent Task] [OTA-NXP] Write image trailer

write magic number offset = oxffffe

Figure 31. Write image trailer log

g. Active the new image and the device resets.

2284 158218 [OTA Agent Task] [OTA-NXP] ActivateNewImage

2285 158224 [OTA Agent Task] [OTA-NXP] ResetDevice

Figure 32. Active new image log

h. Run the new image.

[MoTT] MOTT library s

Figure 33. Run new image log

i. Perform the self-test.

er] prinselfl

Figure 34. Self-test log

j.  Write the OK flag.

64 27814 _[0TA Agent Taskl [OTA-NXP] ota_status = Ox1

Write 0K flag: off = oxfffeo

Figure 35. Write OK flag log

k. OTA succeeds.
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‘statusDetails":{"re67 27855 [OTA Agent Taskl [INFO 1[MQTT] (MOTT connec
(MQTT nnection 262d61a8, PUBLISH operation 262d63bHello worldl.

world2
[OTA Agent Task] [INFO ][MQTT] ( ion 202 , PUBLISH
/things/SFWOTALG6 A Agent Task] [prvOTAAgentTask] Called handler. Current State

[
WaitingForJob e Processed: Dropped: 6

ion 202d63b70 28124 [OTA Agent Task] [prviUpdatelobStatu: tt] 'SuCC
tingFile] Event [Sta72 2 5 [iot_threa

Figure 36. OTA success log

Now go back to the AWS loT console website to view the status of the OTA job. The Completed status of Job details with
Succeeded status of Job executions indicate the success of this OTA update.

15. After OTA succeeds, press the Reset button on the board to double confirm whether OTA update is successful. If the
update is successful, the sfw093.bin log is printed, as shown in Figure 37.

U-Disk to implement ota

5D card to impl

11DE -==--STARTING DEMO---------

? [iot_thread] [INFO ][INIT] SDK s s y initialized.
3 [iot_thread] [INFO ] [DEMO] Iccess initiali 3 type for the d7 17313 [iot_thr 1(MQTT] MOTT Library

Figure 37. New image log

5 References

1. SBL project
2. SFW project

6 Revision history
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