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i.MX RT 1170 contains the following memory types:
— TCM
— Cache
— OCRAM

— External memory
» How to inject/capture ECC error?
» Fuse setting and SW configuration related with ECC.
* ROM feature related with ECC.

2 i.MX RT1170 ECC feature list

Table 1 lists i.MXRT1170 ECC features.

Table 1. i.MX RT1170 ECC feature list

ltems ECC feature

ITCM: 64bit data + 8bit ECC
DTCM: 32bit data + 7bit ECC

[CM7] TCM from CM7 FlexRAM

|-Cache: 64 bit data + 8 bit ECC
D-Cache: 32 bit data + 7 bit ECC

[CM7] Cache

Hsiao odd-weight column criteria ECC code

32 bit data + 7 bit ECC

[CM4] TCM/LMEM

Table continues on the next page...
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Table 1. i.MX RT1170 ECC feature list (continued)

Fuse setting and SW configuration related with ECC feature

ltems

ECC feature

[CM4] Cache

Parity check

[CM7/CM4] OCRAM1/OCRAM2

Hsiao Hamming algorithm

64 bit data + 8 bit ECC

[CM7/CM4] OCRAM from CM7 FlexRAM

Hsiao Hamming algorithm 64 bit data + 8 bit ECC

[CM7/CM4] OCRAM from CM4 TCM/LMEM

Hsiao odd-weight column criteria ECC code

32 bit data + 7 bit ECC

[CM7/CM4] XECC

Hsiao Hamming algorithm 4 bit data + 4 bit ECC
Extend to be: 32 bit data + 32 bit ECC

3 Fuse setting and SW configuration related with ECC feature

To enable ECC feature, enable related fuse settings and software configurations.

Table 2 lists fuse settings related with ECC.

Table 2. Fuse settings related with ECC

Fuse map Function
0x840[2] MECC, for OCRAM1/OCRAM2
0x840[3] XECC for external memory like SDRAM, SRAM, FlexSPI device.
0x840[15] CM7 Flex RAM ECC(Include CM7 Flex RAM TCM and CM7 Flex RAM OCRAM)
0x950[0] ROM preloading
Table 3 lists the software configurations.
Table 3. SW configurations related with ECC
Items SW config requirement Executed by ROM?
SCB->ITCMCR |
= SCB_ITCMCR_RMW_Msk;
[CM7] TCM from CM7 FlexRAM SCB->DTCMCR | Yes, if 0x840[15] fused.
= SCB_DTCMCR_RMW_Msk;
FLEXRAM_CTRL |= TCM_ECC_EN_Msk
[CMT7] Cache CACR &= ~ECCEN_Msk No, enabled by default.
LMDRO |= 0xB;
[CM4] TCM/LMEM LMDR1 |= 0xB; Yes, if 0x840[2] fused.
(By CM4 only)

Table continues on the next page...
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Table 3. SW configurations related with ECC (continued)

Fuse setting implementation by MCU boot utility tool

ltems

SW config requirement

Executed by ROM?

[CM4] Cache

LMDR2 |= OxFO;
LMDR3 |= 0xFO;
(By CM4 only)

No

[CM7/CM4] OCRAM1/OCRAM2

MECC1_PIPE_ECC_EN |= ECC_EN_Msk
MECC2_PIPE_ECC_EN |= ECC_EN_Msk

Yes, if 0x840[2] fused.

[CM7/CM4] OCRAM from CM7 FlexRAM

FLEXRAM_CTRL |= OCRAM_ECC_EN_Msk | No

[CM7/CM4] OCRAM from CM4
TCM/LMEM

LMDRO |= 0xB;
LMDR1 |= OxB;
(By CM4 only)

Yes, if 0x840[2] fused.

[CM7/CM4] XECC

XECC_ECC_CTRL |=7;

No

4 Fuse setting implementation by MCU boot utility tool

MCU boot utility tool is used for fuse setting.

1. Config boot mode, config power jumper (not a must), and connect USB1 port, as shown in Figure 1.

EXAIY L LI2E-004

Figure 1. Hardware setup

OA3Y LL12e-HDS

..,r'_

connect 3-4, power
from USB1 port

USB cable on
USB1 port

off off off on

Serial download mode

2. Launch MCU boot utility tool, with PID and VID recognized correctly.
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Fuse setting implementation by MCU boot utility tool

Port Setup

Vendor ID:

Product ID:

Figure 2. PID and VID recognized

(O UART (® USB-HID

Ox1FC9 v
0x013D v
[] One Step

Connect to ROM

3. Uncheck One Step in Figure 2.
4. In Figure 2, click Connect to ROM and Figure 3 appears.

Port Setup

(O UART (® USB-HID

Vendor ID: Ox15A2 s
Product ID: 0x0073 .
N
L/ [[] One Step

Connect to Flashloader

Figure 3. Connect to Flashloader

5. In Figure 3, click Connect to Flashloader, and go to the eFuse Operation Utility panel, as shown in Figure 4.
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Preloading operation

MCU Series: i MXRT
: = Image Generation Sequence Image Loading Sequence Boot Device Memory
MCU Device: i.MXRT117x v [Boor] | | ox@en | | ox8c0 | | oxasd | | miskR | | oxet | I
Boot Device: FLEXSPI NOR v 0x810 [ ] 0xB£0 [ ] 0x940 [ ] Oxab0 [ ] M4SRE I ] OxeT0 I |
0x820 ‘ ‘ IDn ‘ ‘ 0290 ‘ ‘ DxzacO ‘ J M4SEK | J Oxc80 | I
Eoot Device Contigiation 0830 | | wa | | oo | | o] | | msix | | oxes0 | |
Device Configuration Data (DCD) 0x840 | | oeo20 | | oxe00 | | [sen] | | maskg | | oxea | |
Port Setup [as0H ‘ ‘ 0x930 ‘ ‘ Oxall ‘ ‘ Oxafl ‘ J M4SEEK | J Oxch0 | I
] 380K/ ] 0xa20 IFSRK M4SEK Oxeed
OUART @ USB-HID ss0H | | \ | \ | \ | | | | |
Vendor ID: Ox15A2 > |870H ‘ ‘ cfzl ‘ ‘ 0xa30 ‘ ‘ M7SEK ‘ J M4SEK | J Oxcd0 | I
Product ID: 00073 o 0x880 ‘ ‘ 0x960 ‘ ‘ Oxzad0 ‘ ‘ M7SRK ‘ J Oxc00 | J Oxcel | I
0x90 | | ox970 | | x50 | | wrskg | | oxe10 | | oxefo | |
. []One Step 0x8a0 | | oxe80 | | oxe0 | e | oxe20 | J T
D Do 0x5b0 | | o990 | | 070 | | wskg | | oxe30 | J Burn
0x8c0 | | 0x9a0 | | oxe80 | | woskE | | oxeao | J Save
Device Status 060 | | ossbo | | oxs00 | | WISk | | oxeso | J =
downloader mode directly "
Figure 4. eFuse Operation Utility panel

6. InFigure 4, press the Scan button, and the fuse values are loaded, as shown in Figure 5. You can edit fuse values and press

the Burn button to implement new fuse setting to chip.

Image Generation Sequence Image Loading Sequence eFuse Operation Utility Boot Device Memory

800H| | 0x00000000 | 0xB<0 [ 0x00000202 | 0x9<0 Oxaa [ 0x00000000 | M4SEK [ 0x00000000 |
0x810 [ 0x00000008 | 0820 [0x00000000 | Ox94D [ 0xb4001090 | Ox=b0 [ 0x00000000 | M4SEK [ 0x00000000 |
0x820 | 0x00000009 | WWIDO [ (0y57ac5969 | 0x9<0 Oxac0 | 0x00000000 | M4SEK | 0x00000000 |
0x630 [ 0x00000000 | UVID! [0xf86cb00b | Ox9£0 [0x00000510 | [as0H] [0x00000000 | M4SEK [ 0x00000000 |

0x840 | 000000000 | 0x920 | 0x00003600 | OxeD0 ze0n| | 0x00000000 | M4SRK | 0x00000000 |

850H| | 0x00000000 | %930 | 0x0000000a | Oxall

860H [ 0x00000000 | C£e0 [ 0x00000000 | 0xs20 [0x076e1c96 | M7SEK [0x00000000 | M4SEK [ 0500000000 |

Oxaf0 [ 0x00000000 | M4SEE [ 0x00000000 |

870H| | 0x00000708 | C£s! [ 0x00000000 | Ox230 M7SEK | 0x00000000 | MSEE | 0x00000000 |

0x830 ‘oxomogl 0:960 |0x01l)(ll)08‘ Ozxcad0 M7SRK |Dxm‘ Oxe00 | ________ ‘

0x890 ‘0,(00000003‘ 0x370 |0x00000000‘ Oxa50 M7SEK |0x00000000‘ Oxel0 | ________ ‘

DxcB0
Oxeci0
DxcB0
Oxc90
Oxcal
OxchD
OxecD
OxecdD
Oxcel

Oxcf0

0xB8a0 ‘0)(00000000 ‘ 0x980 |0x00000000 ‘ OxaB0 M7SEK |0x00000000 ‘ Oxc20 |Ox00000000 ‘

0x8b0 ‘0)(00003000 ‘ 0:990 |0x03000030 ‘ Oxaf0

0x8c0 ‘OXW ‘ 0x9a0 |OXW ‘ OxaB0

0x84d0 ‘OXW ‘ 0:9b0 |OXW ‘ Oxa90

Figure 5. Fuse values

[ Scan
MPSRE [ 0x00000000 | O30 | 0x00000000 | Burn
M7SEE [ 0x00000000 | ©x<40 [ (0x00000000 | Save
MPSRK [ 0x00000000 | x50 [ 000000000 | Load

5 Preloading operation

For ECC memory region, before reading, all the memory space must be written to fill correct ECC value. Otherwise ECC error

events may occur when reading the memory. The first write operation is also called preloading.
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ROM covers some preloading for some memory region depending on the fuse settings, as shown in Table 4.

For memory without ROM preloading, perform preloading in the ECC memory initialization.

Table 4. ROM preloading

ECC error injection

Items

Preloading by ROM

[CM7] TCM from CM7 FlexRAM

Yes, if 0x840[15] and 950[0] fused.

[CM7] Cache

[CM4] TCM/LMEM

Yes, if 0x840[2] and 950[0] fused

[CM4] Cache

[CM7/CM4] OCRAM1/OCRAM2

Yes, if 0x840[2] and 950[0] fused

[CM7/CM4] OCRAM from CM7 FlexRAM —

[CM7/CM4] OCRAM from CM4 TCM/LMEM Yes, if 0x840[2] and 950[0] fused

[CM7/CM4] XECC

6 ECC error injection

Error injection provides a way for debug purpose. Typically, we cannot see ECC error in application. To validate that ECC feature
is working as expected, we can inject some error bits into memory. When accessing the memory with error bits, we can see
ECC failure. After ECC error injection finishes, the ECC error injection feature must be disabled and then the system can keep

running correctly.

Table 5 lists the memory regions which support ECC error injection.

Table 5. ECC error injection

ltems Error injection support
[CM7] TCM from CM7 FlexRAM v
[CM7] Cache _
[CM4] TCM/LMEM —
[CM4] Cache —
[CM7/CM4] OCRAM1/OCRAM2 v
[CM7/CM4] OCRAM from CM7 FlexRAM v
[CM7/CM4] OCRAM from CM4 TCM/LMEM —
[CM7/CM4] XECC v

7 SDK example related with ECC feature

In SDK, the following examples show the details about how to trigger ECC error by ECC error injection:

» boardslevkmimxrt1170\driver_examplesimecc
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Attentions for i.MX RT1170 ECC application

» boardslevkmimxrt1170\driver_examples|xecc
 boardslevkmimxrt1170I\driver_exampleslflexram|flexram_ecc

To run these example, fuse the bits mentioned in Table 2 first.

NOTE
Fuse operation is irreversible.

In addition, a demo code for MECC and FlexRAM, AN13204SW, is provided together with this document to show the complete
flow for:

* Error injection

 Disable error injection (After error injection, error injection feature must be disable for application)

» ECC error trigger and catch

8 Attentions for i.MX RT1170 ECC application

» For memory region with ECC enabled, write all the memory regions before reading. Otherwise, ECC failure may happen.
» Some memory is organized by 64 bit width (see Table 1 for details), so even a 32 bit write in fact is executed as:
1. Read 64 bit
2. Modify 32 bit in it
3. Write 64 bit back
So, in some condition, even a 32 bit write operation may trigger ECC error event by the first 64 bit reading accompany with it.

» The preloading operations listed in Table 4 are executed by ROM only when POR is detected. For some reset cases
with SNVS always powered on, ROM would not do preloading. After reset, it may lead to memory access ECC failure.
In SDK code, there is an operation to record and clear SRSR register. It is in systemInit () function, controlled by
ROM_ECC_ENABLED macro, which is disabled by default. For ECC application, roM Ecc_ENaBLED should be enabled by
user. For application not based on NXP SDK, developer should take this into consideration for ECC application.

» ECC error injection does not discriminate master. Do not perform dynamic ECC error injection which will spoil data from
peripheral like DMA or other bus masters. Suggest to inject some error into specified memory address at the beginning,
and then disable ECC error injection feature during running time.

» For OCRAM mapped from CM4 TCM/LMEM:
— The enable/disable operation can only be done by CM4 core.
— For a single core chip, the ECC feature is enabled by default.

— It cannot trigger ECC interrupt for CM7 core (ERR050634).

9 References

* .MX RT1170 Processor Reference Manual (document IMXRT1170RM)

10 Revision history
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